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Preface

DevOps has transformed how organizations
deliver technology-enabled products and
services. What began as a movement to
improve collaboration between development
and operations has evolved into a foundational
capability for modern organizations. Today,
DevOps is no longer emerging. It is embedded
in how organizations innovate, compete, and
create value. Yet despite its widespread
adoption, DevOps remains one of the least
consistently defined disciplines in technology.

The world in which DevOps operates has
changed dramatically. Cloud computing,
platform engineering, site reliability
engineering, automation, and increasingly
artificial intelligence have reshaped how
software is built, deployed, and operated.
Alis no longer an emerging technology at the
edge of delivery. It is becoming an active
participant in the delivery system itself,
generating code, producing tests, assisting
decisions, and accelerating change at a pace
never before possible.

Yet speed alone does not create value.

As organizations adopt new tools, platforms,
and Al capabilities, many find themselves
facing a different challenge: fragmentation.
Different teams define DevOps differently.
Vendors promote their own versions of
DevOps through proprietary platforms and
ecosystems. Organizations invest heavily in
technology while struggling to establish shared
practices, governance, accountability, and
meaningful ways to assess progress. The result
is often inconsistency, complexity, and
difficulty translating DevOps activity into
business outcomes.

This reality creates an urgent need for
a common reference.

Not another tool guide. Not another collection of
isolated practices. Not another technology-specific
implementation playbook.

What organizations need now is a vendor-
neutral standard that defines DevOps as a
complete operating model: one that integrates
people, processes, technology, governance,
measurement, and continuous learning into a
coherent system for delivering value in the
Al-driven world.




This book was created to meet that need.

The DEVOPS INSTITUTE® DevOps Standard
establishes a common language, structured
operating model, and practical framework that
organizations can use regardless of industry,
technology choices, methodology, or level of
maturity. It positions DevOps not as a
collection of tools or a team structure, but as
an organization-wide system for value delivery
that connects strategy, engineering,
operations, security, governance, and business
outcomes.

Importantly, this edition recognizes a reality
that previous generations of DevOps guidance
could not fully address the rise of Al-native
delivery. As Al accelerates the creation of
software and decisions, organizations must
simultaneously strengthen validation,
governance, observability, security, and
accountability. The future belongs not to
organizations that simply adopt Al faster, but to
those that can govern and operationalize it
effectively within a trusted delivery system.

This book introduces the DEVOPS INSTITUTE®
Operating Model, the DevOps Nine Pillars, and
the DevOps Blueprint, providing organizations
with a practical and assessable framework for
building mature, scalable, and Al-enabled
DevOps capabilities. Whether you are a leader
shaping organizational strategy, a practitioner
improving delivery performance, or an
educator helping others build capability, this
book is intended to serve as both a guide and
a reference throughout your journey.

DevOps has reached an important point in its
evolution.

The industry no longer needs another
interpretation of DevOps. It needs a shared
standard.

This is that standard.

The DEVOPS INSTITUTE® DevOps Standard.
For practitioners and leaders.

For organizations of every size.

And for everyone committed to delivering
value in an Al-driven world.

The DEVOPS INSTITUTE® Team
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How Fo use bthis boole

This book is designed as a structured
reference, not a linear narrative. While it can be
read from beginning to end, its primary value
lies in how it supports different roles, use
cases, and stages of DevOps maturity. Readers
are encouraged to engage with the contentin a
way that aligns with their responsibilities and
objectives.

Persona-based navigation

The content is organized to support three
primary audience tiers. Each group will find
specific value in different parts of the book:

Leaders and executives should focus on
the core doctrine, the DevOps Blueprint, and
the sections on governance, measurement,
and outcomes. These areas provide

the strategic context needed to guide
transformation, establish accountability, and
align DevOps with business objectives.
Practitioners and engineers should focus
on the practice domains and architectural
layers. These sections define the capabilities
required to build, integrate, test, secure, and
operate systems effectively. They provide
clarity on how individual practices fit into the
larger system.

Assessors, auditors, and educators
should focus on the structured definitions,
capability models, and appendices. These
sections support evaluation, benchmarking,
certification, and training. They provide

the consistency and precision required for
objective assessment.

This persona-based structure allows each
reader to navigate the book with purpose,
rather than treating it as a single, uniform
experience.

Reading paths

There are three primary ways to use this book,
depending on the reader’s intent:

Full read (system understanding). Reading
the book sequentially provides a complete
understanding of DevOps as a system. This
approach is recommended for those seeking
to build a comprehensive mental model|,
including how principles, capabilities, and
architecture connect.

Reference use (targeted application). The
book is designed to function as a reference.
Readers can navigate directly to specific
domains, capabilities, or architectural
components as needed. This is particularly
useful for practitioners solving specific
problems or designing parts of the system.
Assessment use (evaluation and
benchmarking). The structured nature of the
framework enables its use as an assessment
tool. Readers can evaluate their current
state against the defined capabilities and
outcomes, identify gaps, and prioritize
improvements. This approach is relevant

for transformation programmes, audits, and
maturity assessments.

Each reading path reflects a different stage of
engagement, from understanding to
implementation to evaluation.

Navigating the DevOps Standard

The DevOps Standard brings together several
connected concepts and areas of focus for
different purposes. The following map shows
how each is used and where readers can find
the primary guidance for assessment, design,
delivery, operation, measurement,
transformation, and scale.



Focus ‘ How it is used ‘ Primary reference
DevOps definition Establishes the common definition of DevOps as an | Chapter 2
organization-wide system for value delivery.
Al-native DevOps Defines how Al-assisted and Al-enabled work is Chapter 3
validated, governed, monitored, and kept
accountable.
The DEVOZS o Provides the integrated structure that connects the Chapter 4
'NSTITQTE (DOI?) book's practice and implementation views. P
Operating Model
DevOps Nine Pillars Define the nine interdependent practice domains. Chapter 4

(part of DOI® Operating
Model)

Each is inclusive of the three practice dimensions:
people, process, and technology.

Chapters 5-11

DevOps Blueprint Provides the four-layer implementation architecture: | Chapter 4

(part of DOI® Operating | Elastic Infrastructure, CI/CD Pipeline, Application

Model) Release Orchestration, and Value Stream
Management.

Assess Establishes current maturity, evidence quality, Chapter 12
constraints, and improvement priorities using the Appendix A
DEVOPS INSTITUTE® Maturity self-assessment tool.

Design Applies architecture and design principles for Chapter 6
observability, testability, deployability, security,
operability, and governed change.

Deliver Applies Continuous Integration, Continuous Testing, | Chapters 7-10
Continuous Delivery and Deployment, infrastructure,
platforms, and security.

Operate Uses observability, operational feedback, SLOs, Chapter 11
incident learning, and production evidence to
operate and improve the system.

Measure Defines balanced measurement across delivery, flow, | Chapter 14
quality, stability, value, and Al-specific outcomes. Appendix B

Transform Provides the practical sequence from assessment Chapter 13
and the first 90 days through scaling and sustained
capability building.

Scale Defines the enduring organization-wide operating Chapter 15
design across teams, value streams, platforms,

\_ governance, architecture, and funding

Note: For ease of reading, DOI® is used as an abbreviation for DEVOPS INSTITUTE® where appropriate

throughout this book.
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Understanding the format

To support clarity and practical application, the
book uses several recurring format elements:

Key messages and tips present real-
world observations and insights drawn from
organizational experience. They highlight
how concepts are applied in practice and
where challenges commonly arise.
Anti-pattern boxes identify common
failure modes and misconceptions. They
are intended to help readers recognize and
avoid patterns that lead to poor outcomes.
Recurring composite cases and worked
examples apply the operating model to
three continuing organization contexts.
Four anchor cases appear as numbered
subsections; shorter continuations sit beside
the practice they illustrate.

Decision and action guides identify the
executive decision, the chapter-relevant
roles expected to act, and the evidence that
should be reviewed.

Al-related content boxes highlight
chapter-specific implications of Al-native
delivery. Core Al concepts and controls are
defined in Chapter 3 and remain part of the
main narrative where Al materially changes
the practice being discussed.

These elements are not supplementary. They
are integral to the structure of the book,
reinforcing both understanding and
application.

Recurring case threads and worked
examples

This edition uses three recurring composite
organizations instead of introducing a different
case in every chapter. The cases' synthesize
recurring patterns from published research,
standards, and practitioner material. Names,
organizational details, sequences, and any
uncited quantitative values are illustrative; no
case represents one named organization.

Case A - Northstar Financial Services:

a regulated multinational financial-services
organization with a mixed legacy and cloud
estate, more than one hundred product

and platform teams, demanding evidence
obligations, and expanding use of Al-assisted
engineering.

Case B - Harbor Digital Commerce:

a high-volume customer-facing digital
product organization using cloud platforms,
an internal developer platform, progressive
delivery, and Site Reliability Engineering (SRE)
practices while managing reliability, security,
and cost pressure.

Case C - CivicLink Public Services:

a citizen-facing critical service delivered
across multiple suppliers, with accessibility,
privacy, continuity, public accountability, and
high-stakes Al considerations.

Readers may follow one case thread across
chapters or use each example independently.
The four anchor cases in Chapters 2, 4, 13, and
15 are included in the table of contents. Other
chapters use shorter case continuations or
worked-example boxes placed next to the
practice they demonstrate.
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Integration with DEVOPS
INSTITUTE® learning pathways

This book serves as a foundational body of
knowledge for the DEVOPS INSTITUTE®
qualification portfolio within PeopleCert.
Readers are encouraged to use this book in
conjunction with:

DEVOPS INSTITUTE® certification pathways,
which support structured learning and
validate understanding and application of
the framework.

Implementation playbooks, which provide
practical guidance for applying the
framework in real-world environments

Together, these elements form a complete
system for learning, applying, and advancing
DevOps capabilities.

T T e %

What comes next

This book is not an endpoint. It is a starting
point for structured transformation. Readers
are expected to move beyond understanding
to application. This includes assessing current
capabilities, defining target states, and
implementing changes aligned with the
framework. The goal is not simply to adopt
DevOps practices, but to operate DevOps as
a coherent, measurable system.

Each persona has a role in this process:

Leaders establish direction and governance.
Practitioners build and operate the system.
Assessors and educators ensure
consistency and continuous improvement.

By using this book as both a reference and
a guide, organizations can move from
fragmented implementations to mature,
high-performing DevOps systems aligned
with modern, Al-enabled delivery.

This section provides the foundation for that

journey.

Please take a few minutes to give us your feedback on the
DevOps Standard Official Book by completing the online

evaluation survey here.
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https://forms.cloud.microsoft/pages/responsepage.aspx?id=lh82wGeuL0-lrCSwkVaSO40BAqW58QRLlStjU82yxcFUQzU5VUk1NFZYMDk4WksxNU5MODJGVEoxQS4u&route=shorturl
https://forms.cloud.microsoft/pages/responsepage.aspx?id=lh82wGeuL0-lrCSwkVaSO40BAqW58QRLlStjU82yxcFUQzU5VUk1NFZYMDk4WksxNU5MODJGVEoxQS4u&route=shorturl
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DevOps is no longer emerging. It is
established, widely adopted, and foundational
to how modern organizations deliver
software. Yet despite this maturity, it remains
one of the least consistently defined
disciplines in organizational technology.
Organizations invest in DevOps initiatives,
implement tools, restructure teams, and
adopt new practices, but often without a
shared understanding of what DevOps is as a
system. The result is uneven performance,
difficulty in scaling, and an inability to
measure outcomes with confidence. This part
of the book establishes the case for why a
global DevOps standard is necessary now.

The industry has reached an inflection point.
The speed and complexity of software
delivery have increased significantly, driven by
cloud platforms, distributed architectures,
and more recently, Al-assisted development.
These advances have amplified both
capability and risk. Code can be generated
faster than ever before, but without
corresponding advances in validation,
governance, and system-level design that
speed does not translate into reliable
outcomes. Organizations are no longer
struggling to adopt DevOps. They are
struggling to make it work consistently at the
level required by modern systems.

At the same time, the DevOps landscape has
become fragmented. Vendors provide
powerful platforms and tools, but each
defines DevOps through the lens of its own
ecosystem. Practices vary across teams and
organizations. Guidance is often either too
abstract to implement or too tied to specific
technologies to generalize. Without a unifying
structure, organizations are left to assemble
their own interpretation of DevOps, often
resulting in gaps between intention and
execution.

PART ONE addresses this problem directly.
Chap&er 1

Examines the current state of DevOps and the
consequences of operating without a standard.
It makes the case for a vendor-neutral,
structured approach by highlighting the real
costs of fragmentation, including tool sprawl,
inconsistent practices, and failed
transformations.

It also clarifies the role of vendors and
platforms, positioning them as essential
enablers but not substitutes for a coherent
operating model.

Ckap&er 2

Establishes what DevOps is. It introduces the
book’s precise definition of DevOps and
explains its organization-wide scope. It clarifies
the relationship between DevOps and adjacent
frameworks such as ITIL, PRINCE2, PRINCE2
Agile, and Site Reliability Engineering, resolving
common misconceptions and positioning these
disciplines as complementary components
within a unified model.

Cl«ap&er 3

Introduces Al-native DevOps as a defining
characteristic of modern systems. Artificial
intelligence is not treated as an external
enhancement, but as an integrated participant
in the delivery system. This shift requires new
approaches to validation, governance, and
accountability. The chapter establishes the
foundational principles for incorporating Al
into DevOps while maintaining control,
reliability, and trust.

Together, these chapters establish the
intellectual foundation for the rest of the book.
They define the problem space, clarify the core
concepts, and introduce the perspective that
underpins the DEVOPS INSTITUTE® Operating
Model. This section does not attempt to
provide implementation guidance. Its purpose
is to create alignment. It ensures that the
reader understands not only what DevOps is,
but also why a structured, shared reference is
necessary before moving into how it is realized.
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This chapter is most useful for leaders,
transformation sponsors, senior practitioners,
and assessors who need a clear explanation of
why DevOps now requires a structured, shared
reference. It sets the problem before the book
introduces the DEVOPS INSTITUTE® Operating
Model.

The chapter also establishes an Al-native
premise. Al increases the speed and volume
of change entering the delivery system. That
speed raises the required standard for
validation, governance, measurement, security,
and operational feedback.

11introduction

DevOps is now part of normal enterprise
technology work. Most organizations have
adopted some combination of pipelines, cloud
platforms, automated testing, infrastructure
automation, observability tools, and cross-
functional practices. Many teams release more
frequently than they did a decade ago, and
many leaders can explain the basic idea of
DevOps without needing a long definition
(Forsgren et al., 2018; DORA, 2024).

That adoption has created a false sense of
maturity. In many organizations, DevOps
remains a collection of effective but
disconnected practices rather than a coherent
system for delivering value. One team may excel
at continuous integration, another at
deployment controls, and a third at incident
response. Yet the organization may still face
inconsistent ownership, uneven measurement

and cultural barriers to shared accountability.

and governance, excessive manual coordination,
/

Al-assisted engineering further highlights gaps in
the delivery system. Al can rapidly generate
code, tests, configuration as code,
documentation, operational summaries, and
deployment recommendations, increasing the
volume and pace of change entering the value
stream (see Glossary). This creates sustainable
value only when the delivery system can absorb
it through appropriate validation, governance,
security, telemetry, and accountability. As
change volume grows, weaknesses in the
delivery system become constraints sooner
(DORA, 2025). This is why the conversation
about DevOps has changed. Organizations are
no longer asking whether DevOps is useful; they
are asking how to make it consistent, assessable,
governable, scalable, and fit for Al-native
delivery.

A useful standard provides a shared language,
a stable reference model, and a structured way
to assess progress while allowing organizations
to adapt practices to their context. It helps
distinguish isolated activity from system
capability and connects culture and
collaboration with flow, quality, reliability,
security, governance, and value. The present-day
gap is therefore not a lack of DevOps practices,
tools, or guidance, but the absence of a
common, vendor-neutral structure that
integrates them into an organization-wide
system.

This book addresses that gap through the DOI®
Operating Model, supported by the DevOps
Nine Pillars and DevOps Blueprint. The model is
designed to be adapted across organization
sizes, sectors, regions, regulatory environments,
operating models, and technology landscapes,
including Al-native delivery.



The state of DevOps

1.2 Why DevOps
needs a shared
standard

DevOps emerged from practice?. It grew out of
operational pain, failed handoffs, slow releases,
fragile production systems, and the frustration
of teams that understood the cost of
separating development from operations. Early
practitioners experimented with automation,
collaboration, continuous integration,
Infrastructure as Code (laC), and faster
feedback because they needed working
answers, not formal doctrine (Humble & Farley,
2010; Kim et al., 2021).

That origin mattered. A rigid standard in the
early years would have slowed discovery.
Teams needed room to test patterns, adapt

to local conditions, and learn from production
experience. The field advanced because
practitioners shared what worked through
conferences, internal engineering communities,
blogs, books, and open discussion. In this way,
its strength came from practical learning.

DevOps spread before it was formally defined
and that history still creates ambiguity today.
Different organizations interpreted it through
their own pressures. Some treated it as a
cultural initiative, while others treated it as
automation. Some created a team called
DevOps, whereas others bought a toolchain
and assumed the operating model would
follow. These interpretations share vocabulary,
but they often produce different behaviours.
What once supported experimentation now
creates friction on an organizational scale.

ko ci&v

Leaders struggle to compare maturity across
value streams. Practitioners struggle to know
which capabilities matter most. Risk and audit
teams struggle to assess whether controls are
improving or being bypassed. Lastly, training
teams struggle to create a consistent
development path for engineers, testers,
operations staff, security professionals, and
platform teams.

A DevOps standard should therefore describe
a working system. It should define the practice
domains, show how those domains connect,
describe maturity, identify governance
expectations, and give organizations a way to
measure improvement, including the additional
validation, provenance, and accountability
requirements introduced by Al-native delivery.

1.2.1The cost of
fragmentation

Many DevOps environments that look mature
are still fragmented in practice. Fragmentation
occurs when teams adopt useful practices in
isolation. While one team automates builds,
others introduce deployment scripts, add
security scanning tools, or build dashboards.
Meanwhile, product teams track delivery in

a separate planning system. Each improvement
has value. The combined system still contains
gaps, handoffs, duplicated effort, and weak
feedback (Forsgren et al., 2018; Kim et al., 2021).

Tool sprawl is a visible part of the problem.
Organizations accumulate tools for source
control, build automation, and test
automation, along with deployment and
security.

LE
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They also add tools for vulnerability scanning,
observability, incident response, service
management, and portfolio reporting. These
tools rarely share the same definitions of
work, risk, ownership, and evidence.
Consequently, people create manual
workarounds to connect the systems and
keep work moving.

Inconsistent practice is harder to see, which
weakens feedback and learning. One team
may require peer review for every change
while another relies on informal approval.
One team may maintain reliable test
automation while another depends on manual
testing. Similarly, one team may use feature
flags and progressive release while another
still coordinates large deployment windows.
Organizational leaders see uneven outcomes
and often misread the cause as team
competence rather than system design.

Fragmentation also weakens governance.
Controls applied differently across teams
produce inconsistent evidence. Security
checks may be automated in one pipeline
and handled through email in another.
Approval records may exist, but the decision’s
basis might be unclear. Al-generated code,
scripts, or recommendations add further
complexity because the organization must
capture provenance and validation evidence
consistently across the delivery system.

The implication is clear: fragmented DevOps
increases the cost of change. As work waits
in queues, teams duplicate effort, production
issues recur, and leaders struggle to identify
the real constraint. Consequently, the
organization may invest heavily yet still
experience slow flow, poor reliability, or weak
audit confidence.

Figure 1.1 shows how these forms of
fragmentation combine to increase delay,
rework, instability, and audit pain as change
volume rises.

Anti-pattern: “We hought
the tools, we did DevOps”

A common failure mode appears when
leaders equate tool adoption with DevOps
maturity. The organization buys pipeline tools,
cloud services, dashboards, test automation,
security scanners, and Al assistants. The
investment is visible, procurement can report
completion, and teams may become busier.
The underlying operating model may remain
unchanged.

The symptoms are familiar. Teams wait for
approvals that are disconnected from the
evidence in the pipeline. Security findings
still arrive late and create release pressure.
Environments drift.

Incident reviews produce weak follow-
through. Product leaders make roadmap
decisions without production telemetry.
Al-generated code may enter the repository
faster, but review, testing, and governance do
not keep pace.

Tools can make a good system faster, but
they can also make a weak system fail more
quickly. Automation increases the rate at
which work moves through existing
structures. If those structures contain poor
ownership, weak validation, fragile
environments, or unclear decision rights,
automation exposes the weakness. Al
increases the same effect because it
accelerates artifact creation and operational
analysis (Kim et al.,, 2021; DORA, 2025).

This anti-pattern persists because tools are
easier to buy than operating models are to
change. Tool implementation has a budget
line, a schedule, and a completion date.
Changing ownership, incentives, governance,
and measurement requires leadership
discipline. It also needs patience because the
meaningful outcomes appear through
sustained improvement rather than a single
deployment of technology.
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“We bought the tools, we did
DevOps”

The belief: Tool adoption proves DevOps

ownership, validated flow, embedded
governance, trustworthy telemetry, and
measurement, the organization has acquired
components rather than built a system.

maturity. The organization expects improved

outcomes because modern platforms and
automation are in place.

The reality: Tools provide capability. The
operating model determines whether that
capability produces value. Without shared

The better pattern: Start with the value
stream, identify the constraint, define the
control model, select tools that support the
model, and measure outcomes. Al-generated
and human-generated work should enter the
same governed delivery system.

KEY MESSAGE
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A mature organization asks a different set
of questions that reveal the health of the
DevOps system more accurately than a tool
inventory:

Can teams integrate change safely?

Can the organization prove the evidence
behind a release decision?

Can production telemetry influence the next
backlog decision?

Can security controls operate continuously?
Can Al-assisted work be traced, validated,
and explained?

1.2.2 What cloud giants
and tool vendors
provide and what
they do not

Cloud providers and major tool vendors have
advanced DevOps practices in important ways.
They provide scalable infrastructure, managed
services, and pipeline capabilities, along with
deployment automation. They also offer
observability services, identity controls, and
security tooling, alongside increasingly
sophisticated Al-assisted engineering
capabilities. These capabilities have reduced
barriers that once made modern delivery
difficult.

The value of these platforms is real. A team ¢
an provision infrastructure in minutes and
Create repeatable deployments with
Al-assisted development. Major cloud
providers also publish adoption frameworks
and operating guidance that address
organizational capabilities, governance, people,
processes, and transformation within their
ecosystems.

The distinction is also important. Cloud
providers and vendor platforms define
capabilities and operating guidance primarily
in relation to their own ecosystems. The DOI®
Operating Model complements this guidance
by providing a vendor-neutral structure for
applying DevOps across mixed technology
environments. Organizations still need to
establish clear governance across several key
areas. They must decide how work is owned
and how maturity is assessed, while defining

how risk is accepted and evidence is captured.
They also need to determine how outcomes
are measured and how Al-generated outputs
are reviewed.

This distinction matters because most
organizations operate in mixed environments.
They may use more than one cloud platform
and maintain legacy systems while integrating
third-party, open-source and customized
platforms. Furthermore, they may use internal
tooling and rely on external partners. Their
DevOps system must work across that reality.

Cloud providers and platform vendors provide
valuable adoption and operating guidance
within their respective ecosystems. The gap
addressed by this book is different:
organizations working across multiple clouds,
platforms, legacy systems, delivery domains,
partners, and governance obligations need a
vendor-neutral structure that integrates these
capabilities across the organization.

Al reinforces this need for cross-ecosystem
integration. Platforms may provide code
generation, model services, deployment
insights, automated recommendations, and
operating guidance, but the organization
remains accountable for how those capabilities
are governed, validated, evidenced, measured,
and used in production. The DOI® Operating
Model provides the common structure within
which these different technologies and forms
of guidance can operate together.

1.2.3 Addressing gaps
in existing DevOps
guidance

DevOps literature has helped the industry.
Important books have explained DevOps
principles, values, culture, flow, continuous
delivery, reliability engineering, measurement,
and systems thinking. Many leaders and
practitioners learned the language of DevOps
through these works. Their contribution is
respected because the field would be weaker
without them (Humble & Farley, 2010; Beyer
et al,, 2016; Forsgren et al., 2018; Kersten, 2018;
Hornbeek, 2019; Kim et al., 2021).
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Case A - Northstar Financial
Services (composite):
fragmentation after Local success

Northstar had several product teams with
strong local delivery practices. One used trunk-
based integration and automated security
checks; another had dependable deployment
automation; a third had mature incident
response. Each team had selected tools and
approval habits that suited its immediate
context. Al coding assistants and incident-
summary pilots were also introduced under
different local data rules.

The problem: The organization problem
appeared when leaders asked cross-value-
stream questions. Release-readiness evidence
used different names and formats. Deployment
and release events were not consistently
separated. Because risk classifications varied,

a low-risk change in one division could require a
different path in another. Audit teams
assembled evidence manually, and as a result,
portfolio leaders could not see where work was
waiting.
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The solution: Northstar did not mandate one
toolchain. It defined a minimum operating
contract: common terminology, a shared
release-readiness evidence schema,
organization risk tiers, standard deployment
and release events, and provenance
requirements for Al-assisted artifacts. Teams
could keep local tools when those tools
produced the required evidence and respected
the common guardrails.

The first effect was uncomfortable. Teams had
to expose hidden assumptions and retire some
local shortcuts. The longer-term effect was less
manual reconciliation, clearer conversations
regarding dependencies, and more consistent
evidence for risk and audit decisions.

Transferable lesson: Scale reusable patterns

and evidence contracts, not identical toolchains.

Local optimization becomes organization
capability only when the organization can
understand, govern, and learn from the whole
value stream.

SCENARIO
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The remaining gap is structural and
prescriptive. Much of the literature
emphasizes one part of the system more than
the whole. Culture-focused guidance often
explains why collaboration and learning
matter, but gives less detail on organization
governance, assessment, maturity, and
operating architecture. Technical guidance
often explains pipelines, deployment,
infrastructure, or observability with depth,
but can leave leaders without a complete set
of practices and an integrated model for
scaling across organizations’ portfolios and
regulated environments.

Other sources are tied closely to a specific
technology choice, toolchain, vendor, or
platform. They are valuable when the
organization has already selected a
technology path. They become less useful
when the organization needs a neutral
reference across multiple technologies,
operating models, and risk contexts.

A standard must work across environments
because most organizations cannot simplify
their reality to one platform or one method.

A modern reference must provide practical
engineering practices for a comprehensive
DOI® Operating Model. The remaining need is
therefore for a vendor-neutral, structured,
and prescriptive reference that connects
culture, engineering practices, governance,
measurement, maturity, transformation, and
Al-native controls within one operating model.
It should give leaders enough structure to
direct investment, practitioners enough
specificity to build and improve the system,
and assessors enough clarity to evaluate
maturity consistently.

This book does not replace the best existing
literature. It organizes the work into a
structured reference that can be taught, used,
assessed, governed, and improved. Readers
should study other works on continuous
delivery, Site Reliability Engineering (SRE),
Platform Engineering, security, testing, and
value stream management. The purpose here
is to provide connective tissue.
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Al-native delivery adds a newer
limitation to established DevOps
guidance: earlier literature remains
useful, but it was not written for
systems in which generated artifacts,
Al-supported decisions, and agentic
workflows are routine. This book
addresses that gap through the
operating model, while Chapter 3
provides detailed treatment of
validation, provenance, governance,
monitoring, and accountability.
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1.3 What
organizations
need

The gaps described above point to a practical
requirement: organizations need a common
operating model that helps them understand
current capability, identify constraints,
sequence improvement, govern risk, and
measure whether the system is getting better.

The model must describe the practices required
for flow, quality, reliability, security, governance,
and value. It must address infrastructure and
platform concerns, provide meaningful
measurement, support organizational scaling,
and incorporate Al-native controls for generated
artifacts and Al-supported decisions.

Practical transformation also requires
sequencing. A team with weak testing should
not rush towards high deployment frequency.



A product with poor observability should not
increase release exposure aggressively.

A regulated value stream cannot treat
governance as an afterthought. The next
investment should follow the organization’s
goals, current capability, risk, and principal
system constraint.

Organizations also need common language.

A clear, well-documented operating model
creates enough clarity for meaningful
conversation, helps leaders ask better
questions, and enables practitioners to identify
and explain missing capability without reducing
DevOps to tools, culture, automation, cloud
migration, or any single practice.

The necessary guidance has the following five
characteristics. It must be:
structured, so the whole DevOps operating
system is visible
actionable, so teams can use it without
translation into corporate slogans
measurable, so progress can be assessed
scalable, so local success can become an
organizational capability
Al-aware, so speed, validation, governance,
and accountability evolve together.

1.3.1The DEVOPS
INSTITUTE® position:
ahove vendors,
not against them

The DEVOPS INSTITUTE® position is vendor-
neutral by design. It sits above toolchains and
platform ecosystems to define a vendor-
neutral operating model that integrates
capabilities across technology and
organizational boundaries. This positioning is
important because organizations need both
strong technical capabilities and a stable,
prescriptive model with clearly defined
practices for integrating them across teams,
value streams, and governance requirements.

Being above vendors does not mean being
indifferent to tools. DevOps depends on

working technology. Pipelines, infrastructure
automation, observability, security scanning,
deployment orchestration, and Al-assisted
engineering environments all matter. Vendor
frameworks also provide valuable adoption
and operating guidance within their respective
ecosystems. The point is that these capabilities
and guidance must work together across the
organization's different technology
ecosystems. Without a vendor-neutral
structure for integrating them, tools and
practices can remain fragmented across
platforms and local environments rather than
forming an organization-wide DevOps
capability.

Avendor-neutral framework helps
organizations retain choice. For instance,

a company may use one platform for cloud
infrastructure, another for source control,

a third for observability, and a fourth for
service management. It may also use Al
capabilities from multiple sources. To manage
this complexity, the DOI® Operating Model
provides a way to assess, integrate, and govern
DevOps capabilities across these ecosystems
without tying the definition of DevOps to any
one provider. Ultimately, vendor neutrality
means the operating model remains stable
while tools, cloud services, Al services, and
platform choices change underneath it.

This matters for audit, compliance, and risk
management. Control owners need to
understand how delivery evidence is created
and how it can be trusted. Security leaders
need to know where controls live in the
workflow. Executives need to see whether
investment in platforms and automation is
improving flow, stability, and value.
Practitioners need a model that allows them
to improve engineering practices without being
trapped in a vendor argument.
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1.3.2 How this hook
IS different

The DEVOPS INSTITUTE® DevOps Standard
responds to the gaps through an integrated,
organization-wide delivery model. It does not
reduce DevOps to culture, automation, cloud
adoption, deployment frequency, or a team
name. Those elements are all important, but
none of them are sufficient. The system
matters because outcomes emerge from the
interaction among practices of people,
processes, technology, governance,
measurement, and learning across software,
data, Al, security, reliability, and
transformation.

The DOI® Operating Model provides the overall
structure. The DevOps Nine Pillars define the
practice domains that must mature, while the
DevOps Blueprint shows how DevOps systems
are implemented through infrastructure,
pipelines, release orchestration, and value
stream management. Later chapters provide
practical guidance for assessment,
transformation, measurement, scaling, and
future adaptation.

The DevOps Standard is useful for
organizations at any level of maturity, whether
they are starting their DevOps journey or
already have some capabilities. It recognizes
that readers are dealing with real constraints:
legacy systems, regulatory obligations,
distributed teams, scarce talent, production
incidents, security risk, fragmented tooling,
and Al adoption that is moving faster than
governance. The guidance is therefore
practical, prescriptive, and operational. It is
intended to help people make better decisions
in all conditions.

For this reason, the requirements of
Al-enabled delivery are integrated throughout
the model, with each chapter addressing the
relevant implications for validation,
provenance, oversight, observability,
risk-based controls, and accountability.

DECISION AND ACTION GUIDE

Executive decision: The executive
sponsor decides whether DevOps will
be governed as an organization-wide
value-delivery capability rather than a
tooling programme, names the
accountable sponsor, and authorizes
a baseline for the priority value
streams.

Role-specific actions:
Transformation and engineering
leaders map fragmentation; product,
platform, operations, security, risk,
and finance roles identify conflicting
definitions, queues, controls, and
evidence practices.

Evidence to review: A current-state
baseline, fragmentation map, tool and
control inventory, named sponsor,
agreed outcome hypothesis, and date
for the first evidence review.

The book separates assessment from
judgement. Maturity assessment should reveal
the state of the system. It should not be
reduced to a simple ranking exercise, or a way
to assign criticism. Organizations improve
when they can see constraints clearly, do the
work required to remove them, learn from
evidence, and continuously improve. That is
the practical intent behind the model.

The DevOps Standard is a structured reference
that is prescriptive without being rigid. It
defines what must be true for DevOps to
operate well, while allowing organizations to
implement practices in ways that fit their
specific goals, technologies, risk, scale, and
context. That balance is necessary because
DevOps has to adapt to widely different
applications and ever-changing trends. It must
support both fast-moving start-ups and global
platforms, while simultaneously meeting the
strict demands of regulated organizations,
public sector bodies, and Al-enabled delivery
environments.



1.4 Chapter
suimmary

DevOps has reached a critical stage of
maturity. The early period of discovery
established useful principles and practices.
Modern DevOps requires consistency,
assessment, governance, measurement, and
scale. Organizations need a standard because
the work has become too important and too
complex to depend on local interpretation
alone.

The problems described in this chapter are
practical. DevOps activity is widespread, but
DevOps' capabilities remain uneven.
Fragmentation creates delay, risk, and
inconsistent outcomes. Vendor platforms
provide essential technical capability, but
organizations still need a neutral operating
model that explains how those capabilities
work together.

The DevOps Standard book addresses this
need by providing a shared language, a
capability model, an architectural view, and

a basis for assessment and improvement.

It respects the value of tools while making clear
that tools require structure, governance, and
measurement to produce reliable results.

The next chapter defines what DevOps is.
This chapter establishes why the definition
matters. An organization cannot govern,
assess, improve, or scale a system that it
cannot clearly describe.
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This chapter establishes the DEVOPS
INSTITUTE® definition of DevOps and the central
thesis of this book. It clarifies how DevOps
connects adjacent disciplines and corrects the
misconceptions that keep organizations busy
without making them more capable.

DevOps is an organization-wide system for value
delivery. It connects people, practices, platforms,
governance, measurement, and learning so that
software-enabled services can be changed
safely, operated reliably, and improved
continuously. This chapter gives the reader the
shared language used throughout the rest of the
book. Chapter 1 explained why the industry
needs a shared reference. Chapter 2 defines the
system that this reference describes.

The definition matters because loose language
creates loose operating models. When one
leader uses DevOps to mean tools, another uses
it to mean culture, and a third uses it to mean

a team name, the organization cannot assess
maturity with any confidence. It can buy
platforms and still leave the delivery system
largely unchanged.

Leaders should use this chapter to establish

a common definition before funding
transformation. Practitioners should use it to
connect daily engineering work to the wider
operating model. Assessors, trainers, and
coaches should use it as the vocabulary baseline
for maturity assessment and improvement
planning.

Clarity about the definition of DevOps is
especially important in Al-native delivery, where
human and Al-assisted work are governed
through the same DevOps model; the specific
validation and governance implications are

m'//

developed in Chapter 3.

2.1 Definition of
DevOps

@ ©© © 0 0 0 0000000000000 0000000 000 0 0,

DEVOPS INSTITUTE®

A socio-technical system that
integrates people, process, and
technology practices to support the
efficient, safe, and reliable delivery of
software-enabled products and
services?.
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This definition is deliberately broader than
tooling, but narrower than a slogan. Beyond
core engineering practices and operational
responsibility, this system integrates strategic
product direction, platform capability, robust
measurement frameworks, and proactive
leadership behaviour. It also makes value
delivery the purpose of DevOps rather than
treating local activity as the goal.

As shown in Figure 2.1, DevOps operates as an
organization-wide system for value delivery.
Human and Al work enter this value delivery
system. Within it, people, practices, platforms,
automation, governance, measurement, and
continuous learning turn work into validated
change and produce flow, quality, reliability,
security, and value.
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The key criterion for evaluating a practice

is straightforward. If a practice does not
improve the organization’s ability to deliver
useful change safely and repeatedly, it is
supporting activity rather than DevOps
capability. A pipeline may be fast, but if it
moves poorly designed work into production
without evidence, it increases risk.

A dashboard may look mature, but if it does
not change decisions, it is decoration.

The definition also places governance inside
the system. This is important in organizations
where delivery must satisfy reliability, security,
audit, compliance, financial, and customer
obligations. Governance should guide the flow
of work with clear policies, automated
evidence, risk thresholds, and exception
paths. Slow approval queues usually indicate
that governance has been placed outside

the delivery system.

This definition gives organizations a basis for
assessment. It allows leaders to ask whether
teams have clear ownership, whether work
flows effectively, whether feedback is fast

enough, whether security and governance are
embedded, and whether production learning
improves the next change. These questions
turn DevOps from an opinion into an
assessable capability model.

A useful definition should influence decisions.
It should shape how teams are funded and
platforms are built, while guiding how controls
are embedded, how incidents are reviewed,
and how progress is measured. A definition
that cannot be applied in a design review,

a maturity assessment, or a transformation
plan is too weak to be useful.

The definition also protects the organization
from cosmetic adoption. If DevOps is a value
delivery system, a tool rollout cannot be
presented as successful transformation.

If governance is part of the system, approval
gueues outside the workflow become visible
as design problems. If learning is part of the
system, production incidents and user
feedback become inputs to improvement
rather than exceptions to be ignored.

Ly
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Al-native delivery follows the modern DevOps
definition: Al-generated artifacts and
Al-assisted decisions enter the delivery system
as work that must be validated, traced,
secured, and governed with clear
accountability. Al reduces some manual effort
and raises the importance of disciplined
integration and governance control.

2.2 DevOps as an
organization-
wide system for
value delivery

DevOps starts to work when an organization
treats delivery as an end-to-end system. That
system begins before a developer writes code
and continues after the service is running in
production. It includes demand, design, build,
test, and security, as well as release, operation,
measurement, incident learning, and product
improvement.

Many organizations improve one part of this
system and treat that improvement as
evidence of DevOps maturity. A team may
automate builds while release approval
remains manual. Another may improve
deployment speed while incident learning
remains weak. A third may adopt observability
tooling while product decisions continue

to depend on anecdote. These partial
improvements are of value, but they do not
create system performance on their own.

A value delivery system requires shared
ownership across functions, with each group
contributing a distinct part of the whole.
Product teams decide which problems are
worth solving, while engineering teams design
and change the system. Operations and SRE
teams bring production knowledge, resilience
patterns, and incident discipline, ensuring that
delivery remains reliable in real conditions.

At the same time, security and risk teams
define guardrails and acceptable exposure,
while platform teams reduce repeated work

and make secure, compliant practices easier to
follow. Leadership connects these
contributions by aligning funding, priorities,
and decision rights.

The important point is that DevOps crosses
organizational boundaries. It cannot be
delegated to the toolchain group or assigned
to a small central team while the rest of the
operating model stays unchanged. The
organization must manage the whole flow of
value, including the friction between teams,
the evidence needed for decisions, and the
feedback that comes from production use.

Consider a payment change that touches
application code, fraud rules, customer
messaging, database schema, monitoring
thresholds, and support procedures. The work
may begin as a backlog item, but it becomes

a system change long before it reaches
production. The DOI® Operating Model makes
those connections visible early enough for the
organization to manage risk without burying
the team in meetings.

The same point applies to internal platforms.
A platform team may provide build templates,
deployment workflows, secrets management,
environment provisioning, observability, and
policy checks. Those capabilities create
DevOps value only when product teams can
use them to improve flow and control.

A platform that exists in isolation becomes
another tool estate.

A good DevOps system therefore balances
speed with confidence. It gives teams enough
autonomy to make decisions close to the work
while maintaining alignment through standards,
platforms, measurement, and governance. This
balance is hard to achieve with structure alone.
It requires leaders to pay attention to incentives,
constraints, funding, and the lived experience
of teams doing the work.

The organization-wide view also distributes
explicit, complementary accountabilities across
roles. Developers are accountable for the
quality and operability of the systems they
change. Operations and SRE teams are
accountable for reliability practices and
production learning. Security and risk teams
are accountable for control expectations.

Each task or decision must still have one



named accountable owner, although
responsibility for performing the work may be
distributed or delegated. Therefore, the
practical boundary of DevOps is the value
stream, not the team chart, meaning that
demand, design, build, test, security, release,
operations, measurement, and learning must
be managed as one connected system.

Al-assisted delivery reinforces the need for
an organization-wide system view because
increased output only creates value when
validation, security, compliance, observability,
recovery, and support capacity keep pace.

A local team may generate more code, more
tests, and more configuration changes in less
time. The organization still needs to know
whether those changes are valuable, secure,
compliant, observable, recoverable, and
supportable.

2.3 DevOps across
ITIL, PRINCE2
Project
Management,
PRINCE2 Agile,
and SRE

DevOps operates within a broader ecosystem
of complementary disciplines. ITIL, PRINCE2
Project Management, PRINCE2 Agile, and Site
Reliability Engineering (SRE) each contribute
practices that support the creation, delivery,
operation, and improvement of digital
products and services. Their areas of emphasis
overlap, and organizations may apply them

in different combinations according to their
objectives, risks, regulatory obligations,
technology environments, and available
resources. These disciplines should not be
treated as competing or mutually exclusive
approaches (Beck et al., 2001; Beyer et al.,
2016; PeopleCert, 2025¢; PeopleCert, 2026d).

ITIL provides a best-practice framework for
managing digital products and services
throughout their lifecycle. PRINCE2 Project
Management provides structured project
governance, continued business justification,
risk management, and control. PRINCE2 Agile
helps organizations discover customer needs,
experiment, and adapt product direction
through iterative delivery and rapid feedback.
SRE applies software-engineering principles

to the design and operation of reliable services
through observability, SLIs, SLOs, error budgets,
automation, and continuous operational
learning. These disciplines share important
principles. They focus on value, progressing
iteratively with feedback, promoting
collaboration, and continuously improving
outcomes. Each addresses a different
dimension of organizational capability, and
organizations achieve the greatest benefit when
they apply these disciplines together rather
than treating them as competing approaches.

DevOps complements these disciplines by
providing the operating model, engineering and
automation practices, and cultural principles
required to continuously develop, deliver,
operate, and improve digital products and
services. It connects product discovery,
software engineering, security, operations,
governance, and customer feedback through
one integrated delivery model. Rather than
replacing ITIL, PRINCE2, PRINCE2 Agile, or SRE,
DevOps enables their practices to work
together as part of an integrated flow of value
(Humble & Farley, 2010; Beyer et al., 2016;
PeopleCert, 2025¢; PeopleCert, 2026d).

For example, a team developing a customer-
facing digital service may use PRINCE2 Agile
practices to refine customer requirements

and validate assumptions through rapid
feedback. PRINCE2 Project Management may
provide project-level business justification,
investment oversight, risk management, and
control, while wider programme or portfolio
governance coordinates work above the project
level.

ITIL provides end-to-end digital product and
service management practices that help the
organization plan, design, transition, operate,
support, measure, and continually improve the
products and services.
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SRE contributes Slls, SLOs, error budgets,
operational automation, and post-incident
learning. DevOps integrates these activities
into a continuous delivery system supported
by automated pipelines, platform capabilities,
governance controls, and continuous feedback.

Successful organizations do not attempt to
determine which discipline owns the work.
Instead, they build an operating model in which
each discipline contributes where it provides
the greatest value. The result is a coherent
system that combines governance with agility,
operational stability with delivery speed, and
innovation with responsible risk management.

Each discipline also has natural limitations
when used in isolation. PRINCE2 Agile planning
cannot compensate for an unreliable delivery
pipeline. Service management practices cannot
create fast flow if governance depends

on manual approvals and disconnected
processes. Project governance cannot

demonstrate value without operational
feedback from production. Reliability
engineering cannot succeed if teams lack the
authority or capability to remove the causes
of recurring failures. DevOps provides the
mechanisms that allow these complementary
disciplines to reinforce one another
throughout the value stream.

Figure 2.2 places PRINCE2 Project
Management, PRINCE2 Agile, DevOps, ITIL,
and SRE across the value stream activities

of Discover, Design, Acquire, Build, Transition,
Operate, Deliver, and Support. The arrows
indicate the conventional left-to-right
direction of value flow. Although all five
disciplines contribute to every stage to some
extent, the figure highlights where each
makes its primary contribution. DevOps
connects these adjacent disciplines into

a continuous operational flow spanning

the entire value stream.

> > > > > > >

PRINCE2 primary contribution

PRINCE2 rimary contribution

Agile P y

DevOps connects adjacent disciplines into operational flow

ITIL primary contribution

SRE primary contribution
m Adjacent disciplines across the value stream?®

.

The growing adoption of Al makes DevOps'
role as an integrating discipline even more
important. As Al-generated outputs,
predictions, recommendations, and
autonomous actions influence development,
testing, operations, security, release
decisions, and other workflows across the
delivery system, organizations need an

i
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integrated DOI® Operating Model to keep

that work validated, traceable, governed,

monitored, and continuously improved.

Al governance complements the adjacent

disciplines by providing explicit controls for
data, models, tools, provenance, evidence,
and human accountability.
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2.3.1How adjacent
disciplines
contribute across
the value stream

Figure 2.2 should be read as a decision map
rather than an ownership hierarchy. The
purpose of integration is to bring the right
form of guidance to the decision being made
while maintaining one continuous flow from
intent to operation and improvement.

Use PRINCE2 Project Management for
project business justification, project risk,
project control, and project baseline change
(PeopleCert, 2025).

Use PRINCE2 Agile approaches to discover
needs, test assumptions, adapt priorities,
and develop incrementally.

Use DevOps to integrate, validate, secure,
deploy, release, operate, measure, and
improve digital products and services.

Use ITIL to manage digital products and
services through their lifecycle, including
change enablement, incident management,
problem management, service configuration,
continuity, and continual improvement.

Use SRE to engineer reliability through

SLIs, SLOs, error budgets, observability,
automation, toil reduction, and incident
learning.

2.3.2 Anchor worked
example - Gase C:
one public-service
change across
adjacent disciplines

Context. CivicLink Public Services needed

to change the eligibility journey for a citizen
benefit before a statutory date. On the
development side, the changes affected
application rules and accessible user journeys,
alongside identity checks and document
handling. On the operational side, they
affected supplier interfaces, support
procedures, monitoring, and continuity

arrangements. A proposed Al capability would
classify uploaded documents, but a person
would remain accountable for the eligibility
decision.

Why was one discipline not enough?

The organization initially framed the work as
choice between a PRINCE2 Agile product
approach and formal project and service
governance. That framing created an avoidable
debate. The most accurate question was related
to which decisions had to be made, what
evidence each decision required, and which
discipline supplied the strongest guidance.

The investment was governed as a PRINCE2
Project Management project within a wider
public service programme. The project
business case defined the statutory outcome,
cost and time tolerances, named accountable
owners, principal risks, and the process for
changing the project baseline. The product
team used PRINCE2 Agile approaches to test
citizen needs, simplify the language, evaluate
accessibility, and divide the change into
increments that could be validated with users
before the statutory deadline.

DevOps connected these contributions into
one delivery system. The product increment
determined the configuration of software and
infrastructure, Al model version, prompts, tests,
service documentation, and CI/CD Pipeline.
Application Release Orchestration combined
technical evidence with risk and service-
readiness evidence to determine whether the
software was ready to deploy to production as
a release to citizens. Feature flags and controlled
increments allowed users to be shielded from
unvalidated technical installations.

The SRE and service-management
perspectives changed the release decision.

A rehearsal showed that a document-
classification failure would push applicants
into a manual queue that had insufficient
capacity. The team narrowed the first release
and increased the human fallback.
Furthermore, they strengthened the SLO for
successful application completion, while
adding an operational runbook. The statutory
date was preserved, but a lower-value
automation feature was deferred.
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Outcome and trade-off. CivicLink released Transferable lesson. Do not ask which

a smaller, better-evidenced capability rather discipline owns the change. Ask which decision
than the complete original scope. The must be made, what evidence supports it, and
organization accepted more manual review in how the disciplines combine across one

the first increment in exchange for lower end-to-end delivery flow. Agile, ITIL, PRINCE2
citizen risk and stronger operational Project Management, SRE, Al governance, and
confidence. Subsequently, production DevOps become most useful when each
telemetry and support feedback guided the contributes where it is strongest. Table 2.1
next increment. The sponsor communicated demonstrates which discipline can be used
the outcome in operational terms: to reduce in each case.

citizen failure and waiting time while preserving
accessibility, privacy, reliability, and explainable
decisions.

Table 2.1 Complementary contributions of management and delivery disciplines®

Decision or need Primary contribution Evidence used in the case

Investment, project control, | PRINCE2 Project Management | Approved business case, tolerances, named

and project baseline accountable owners, risk records, and baseline

change change decisions.

Citizen need, accessibility, | PRINCE2 Agile approaches Tested hypotheses, accessible prototypes,

and incremental scope user feedback, and a prioritized product
backlog.

Versioned artifacts, pipeline evidence,
DevOps controlled deployment and release records,
platform guardrails, and production feedback.

Integrated engineering and
value delivery

Product and service ITIL Change enablement, service configuration,
lifecycle management continuity, incident and problem records,
support readiness, and continual
improvement.

Reliability engineering SRE Citizen-journey SLI, SLO, error budget, load
and failure tests, actionable alerts, and
\_ operational-readiness evidence. Y,
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2.4 Gommon DevOps
misconceptions

DevOps misconceptions persist because many
of them contain a small piece of truth. All
factors matter: tools, teams, pipelines, culture,
and governance. The problem starts when one
part of the system is treated as the whole
system. Organizations then invest heavily in
visible activity while the underlying constraints
remain untouched.

Misconception 1: DevOps means tools.
Tools can automate repeatable work, expose
evidence, enforce policy, and reduce toil. They
cannot decide ownership, align funding,
remove organizational fear, or create a shared
definition of value. Tooling is useful when it
supports a designed operating model.

Misconception 2: DevOps is a team.

A central DevOps team can help build platforms,
coach practices, and provide reusable patterns.
It becomes a problem when every delivery team
waits for that group to do integration,
deployment, environment provisioning, or
operational improvement. DevOps capability
must live where value is delivered.

Misconception 3: DevOps means CI/CD.
CI/CD is essential, but it is only one part of the
delivery system. A pipeline that builds and
deploys quickly still depends on product clarity
and architectural quality, along with test
strategy, security control, observability, release
readiness, and recovery design.

Misconception 4: DevOps removes
governance. Mature DevOps improves
governance by making it more consistent and
evidence based. Policies can be expressed as
code; approvals can be risk-aware, and audit
trails can be generated automatically. Good
governance protects flow by reducing
ambiguity and late surprises (NIST, 2022;
PeopleCert, 2026a).

Misconception 5: Al makes DevOps
optional. Al may generate work faster, but
that speed makes DevOps more necessary,
not less, since generated outputs still require
validation, traceability, governance, and
accountable human review.

These misconceptions survive because they
are convenient. Tool purchase is easier to
approve than an operating model change.

A renamed team is easier to announce than
shared ownership. A dashboard is easier to
show than a hard conversation about
dependencies, reliability, technical debt, or
incentives. Seasoned practitioners learn to
look past the visible artifact and ask what has
changed in the system of work.

The strongest signal of misconception occurs
when a gap exists between activity and
outcomes. If teams have tools but lead time
remains high, the constraint is probably not
tooling. Similarly, if pipelines run but releases
remain painful, the issue may be testing,
architecture, approvals, or environment
consistency. Ultimately, when Al-generated
code increases output while defects and
review burden rise, the delivery system is
being overloaded rather than improved.

A practical check is to ask what became easier
for the team and what became safer for the
user. If a new tool reduces toil, shortens
feedback, improves audit evidence, or helps

a team recover faster, it is contributing to
capability. Also, if it adds another login, another
dashboard, or another disconnected workflow,
it may increase operational drag.

Misconceptions also persist because they give
leaders a simple story. It is easier to say that
the organization adopted DevOps than to
explain that funding, operating models,
platform design, security workflows, and
measurement still need work. The discipline
of DevOps begins when the simple story is
replaced with evidence about the system.
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Anti-pattern box: “We
renamed our ops team
"Dev()lzrs”

A cosmetic rename creates the
appearance of change while preserving
the old handoffs. Development still
throws work over the wall. Operations
still absorb production pain. Security still
arrives late. Product leaders still
measure feature output while ignoring
reliability, rework, and customer impact.

The better pattern is shared capability
with clear ownership. Operations
knowledge should move into design,
deployment, observability, incident
learning, and platform practices. The
operations function remains important,
but its value increases when it helps the
whole delivery system become more
reliable and easier to operate.

KEY
MESSAGE
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2.9 DevOps maturity:
outcomes, not
activities

DevOps maturity should be judged by
outcomes. The question is not whether teams
have stand-ups, pipelines, cloud environments,
dashboards, or automation scripts. The
guestion is whether the organization can deliver
valuable change with less delay and rework,
fewer uncontrolled risks, faster recovery,
stronger security, and better learning (Forsgren
et al, 2018; DORA, 2024).

Activity measures are useful during
implementation because they show whether
practices are being adopted. They should not
become the final proof of success. A team may
complete training and still struggle to deploy.
A platform may exist and still lack adoption.

A security scanner may run and still produce
findings that nobody can prioritize. Activity is
evidence of effort, not evidence of capability.

Capability appears in the behaviour of the
system. Work moves in smaller batches.
Integration happens frequently. Tests provide
meaningful feedback. Security controls run
early and consistently (Humble & Farley, 2010;
NIST, 2022; DORA, 2024).

Deployments become routine. Incidents create
learning rather than blame. Product decisions
use evidence from users and production.
Al-generated outputs follow the same governed
flow as human-created artifacts.

The outcome should include speed, quality,
reliability, security, value, and learning. Speed
without quality creates rework. Quality
without flow can create unnecessary control
and delay, and reliability without change can
become resistance to improvement. Security
without usability becomes a bottleneck, while
value without learning becomes accidental.

A balanced DevOps system keeps these
outcomes visible together.

In Al-native environments, maturity is not
shown by the amount of Al-generated work
produced, but by the organization’s ability to
validate, govern, monitor, and learn from that
work. Al-assisted outputs should therefore be
assessed through the same outcome lens as
any other change: whether they improve flow,
quality, reliability, security, value, and learning
without creating hidden risk (Autio et al., 2024;
NIST, 2024).

Maturity should also be observable. Ateam
should be able to show how a change behaved
after release, how quickly problems were
detected, what customers experienced, and
what the next improvement will be. This is
where DevOps becomes a learning system.
Production is not the end of the work; it is



where the organization receives the most
honest feedback about the work.

For senior practitioners, this perspective
changes priorities. It encourages them to look
beyond pipeline mechanics and examine the
whole path of change. They should ask where
work waits, why evidence is weak, where
handoffs create defects, and where security
slows delivery. Another important question is

where Al-assisted work needs stronger review.

For leaders, the perspective changes

what should be funded. It makes platform
work, observability, test reliability, security
automation, incident learning, and technical

debt reduction visible as business investments.

These investments may be less dramatic than
launching a new tool, but they are often where
DevOps capability improves.

Leaders should be careful not to confuse
progress with maturity. A platform launch,

a team reorganization, or an improved maturity
score may indicate movement, but they do not
demonstrate success. True maturity is evident
when the organization consistently delivers
value, recovers rapidly from failure, learns

from evidence, and adapts to change while
maintaining control. Table 2.2 compares activity
indicators with outcome evidence that suggests
DevOps maturity.

Table 2.2 DevOps maturity activity indicators and outcome evidence

Why the outcome is stronger

Activity indicator

Tools installed

Outcome evidence

Lower toil, shorter lead time,
or fewer handoff delays

evidence

Installation shows capability; the outcome
shows whether delivery is improved.

Automated pipelines
implemented

Faster feedback, fewer
defects, and more reliable
releases

A pipeline creates value only when it improves
delivery outcomes.

Ownership and
communication channels
defined

Faster decisions, fewer
coordination delays, and
clearer accountability

Organizational structures matter only when
they improve how work flows and decisions
are made.

Dashboards created

Faster detection of issues and
evidence-based decisions

Dashboards add value only when their
information changes actions and outcomes.

Training completed or
processes adopted

Safer delivery, measurable
value, and continuous

Adoption is activity; repeatable outcomes
demonstrate capability.

\_ learning
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DECISION AND ACTION GUIDE

Executive decision: Business and
technology leadership adopt the
DEVOPS INSTITUTE® definition as
the organizational reference, clarify

where adjacent disciplines contribute,

and assign an accountable owner for
unresolved decision-right conflicts.

Role-specific actions: Product,
engineering, operations and SRE,
security, service management, and

project or programme roles map their
contributions to one value stream and

remove competing ownership claims.

Evidence to review: An approved
vocabulary, value-stream ownership
map, decision-right matrix, shared
outcome measures, and a short log
of unresolved overlaps.

NUNN
N ORNN

2.6 Chapter
summary

DEVOPS INSTITUTE® defines DevOps as

an organization-wide system for value delivery,
not as a tool purchase or team label. DevOps
connects product, engineering, operations,
security, governance, measurement, and
learning into one delivery system.

ITIL, PRINCE2, PRINCE2 Agile, and SRE
contribute useful disciplines across the value
stream. DevOps connects those disciplines to
daily flow. Common misconceptions persist
when visible activity is mistaken for capability.
The test is to see whether outcomes improve.

The working habit to carry forward is clear-cut.
When a new DevOps initiative is proposed, ask
which part of the value delivery system it
improves and what evidence will prove the
improvement. This prevents the organization
from mistaking installation, renaming, or local
automation for real capability.

DevOps becomes useful when it changes how
the organization makes decisions. It should
help teams decide what to build, how to
validate it, how to deploy and release it, how
to operate it, and how to learn from it. That

is the operating definition that the DevOps
Standard uses in the chapters that follow.
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This chapter establishes Al as a structural
participant in modern DevOps. Al does not
replace DevOps; it raises the standard for
DevOps. It explains how Al changes the rate,
volume, and risk profile of delivery work, while
keeping accountability within a governed
operating model.

Chapter 1 made the case for a vendor-neutral
standard. Chapter 2 established the
organization-wide definition of DevOps. This
chapter applies that definition to the reality of
Al-assisted and Al-enabled work. The central
point is practical: when Al increases the speed
of creation, the delivery system must become
stronger at validation, governance, feedback,
and learning.

Al-native DevOps is DevOps in which Al
participates in the delivery system by creating
or modifying artifacts, supporting decisions,
monitoring behaviour, or taking bounded
actions. Validation, governance, observability,
security, and human accountability remain
explicit. Al may generate code, propose tests,
summarize incidents, classify risk, recommend
rollout patterns, or operate within tightly
defined workflows. These capabilities are
useful when they enter the same disciplined
system as every other change, but become
dangerous when they bypass review, evidence,
security, reliability, or accountability.

The useful working habit is simple. By treating
Al output as work entering the value stream,
organizations can determine what evidence

is required before that work can be trusted.
Good engineering organizations already
understand this discipline. Al makes it more
visible, more urgent, and less forgiving.

Leaders should read this chapter as
a governance and operating model chapter,

not as a tool adoption chapter. Practitioners
should read it as guidance for keeping
Al-assisted work within disciplined engineering
practices. Assessors and educators should use
it to clarify what must be validated, evidenced,
and governed when Al becomes part of the
delivery system.

3.1 How Al changes
the DevOps
system while the
fundamentals
still anply

Al changes DevOps first by changing load. More
artifacts can be produced in less time. Not only
code suggestions, test cases, and configuration
fragments, but also deployment scripts,
architecture notes, runbooks, incident
summaries, and policy drafts can now appear
faster than many teams can review them
properly. The bottleneck moves from creation
to confidence (DORA, 2025). This is familiar to
anyone who has watched an organization
automate without improving the system around
the automation. Work arrives faster, but the
gueues move elsewhere, and pull requests wait
for review. As test environments become
unstable and security findings pile up, release
decisions become harder because the available
evidence is incomplete or inconsistent.

Al also changes the nature of some work.
A human-authored change usually has a visible
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chain of intent, conversation, and context.
Al-generated work may arrive with less explicit
reasoning. It can look complete while carrying
hidden assumptions, weak tests, licensing
concerns, insecure patterns, or architectural
shortcuts. The delivery system must expose
those risks before production exposes them
to the organization.

The fundamentals therefore become more
important. Continuous Integration is essential
to ensure that Al-generated code is integrated
frequently and safely, while Continuous Testing
must actively identify shallow or redundant
generated tests. Continuous Security is also
vital because Al may reproduce vulnerable
patterns or mishandle sensitive data, and
Observability still matters given that
Al-enabled behaviour can degrade in
production without a conventional code
defect.

The same is true for governance. Al-assisted
work needs policy boundaries, approved use
cases, data-handling rules, evidence capture,
and escalation paths. Governance should live
inside the workflow where Al output is created,
reviewed, validated, and released. A late
committee review cannot keep up with

a delivery system where generation happens
continuously.

A useful operational example is a developer
using Al to generate a database migration and
related application code. The code may be
compiled, and the migration may run in a test
environment. However, this does not prove
that rollback is safe, or that the migration can
handle production data volume. It does not
even prove that monitoring will detect partial
failure, or that the change satisfies
compliance requirements. The value lies in

the speed of the draft. Confidence comes
from the DevOps system around it.

Al-native DevOps is therefore not a separate
lane beside DevOps. It is the condition under
which modern DevOps increasingly operates.
The delivery system must remain coherent,
regardless of how work originates. Some work is
human-authored, some is Al-assisted, and some
is executed by automated agents under policy
control.

The lesson is a little uncomfortable and useful.
Al can make a mature DevOps system better.
It can also make an immature system louder,
faster, and harder to control. The difference is
usually found in the quality of validation,
feedback, and ownership.

3.1.1Three roles of Al in
the delivery system

Al enters the delivery system in more than one
form. Treating all Al as one capability leads to
weak controls. A generated code suggestion,

a predictive failure signal, and an automated
remediation action carry different risks. The
operating model should recognize these
differences and apply controls that match the
risks associated with each role (NIST, 20233;
Autio et al,, 2024).

Machine learning detects patterns and
supports decisions. It may classify deployment
risk, identify anomalous telemetry, predict
capacity saturation, detect suspicious behaviour,
prioritize alerts, or recommend which tests to
run. The main risk is confidence without enough
context. The control pattern is calibration,
monitoring, explainability where appropriate,
and periodic review against actual outcomes.
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Generative Al creates or modifies artifacts.
These artifacts may include source code, unit
tests, pipeline configuration, infrastructure
definitions, documentation, user stories,
security findings, runbooks, or incident
summaries. The main risk is that the artifact
appears plausible before it has earned trust.
The control pattern is provenance, review,
automated validation, security scanning,

and evidence.

Agentic Al takes goal-directed action within
defined boundaries. An agent may open a pull
request, triage an incident, route a ticket,
update a runbook, request additional tests,
or initiate a rollback when a known safety
condition is met. The main risk is action
without adequate constraint. The control
pattern is narrow scope, policy limits,
reversible actions, audit trails, and clear
human accountability.

Figure 3.1 outlines these three roles and shows
how operational risk increases as Al moves
from detecting patterns and generating
artifacts to taking action within set guardrails.

These roles often work together. An incident
workflow may use machine learning to detect
an anomaly, generative Al to summarize likely

causes, and an agent to gather logs or open
a change request. This can be useful, but it
also means that the organization needs
traceability across the entire workflow. Teams
should be able to tell what observed the
condition, what generated the
recommendation, what action was taken, and
who remained accountable.

Risk rises as Al moves closer to production
action. A comment generated in a code review
has low operational exposure. An Al-created
infrastructure change has more exposure.

An automated remediation action against a
production service has much more. The
control model should become stronger as

the possible blast radius increases.

Organizations should authorize specific actions
rather than approve a general label such as
‘autonomous agent’. The authorization should
define the tools, data, services, and
environments the agent may access; the
preconditions and postconditions for action;
the evidence to retain; the recovery
mechanism; and the accountable owner.
Table 3.1 provides guidance for human
involvement in different classes of agentic
actions, with stronger controls applied as
impact and irreversibility increase.

QU

Machine learning —) Generative Al —) Agentic Al
detects and predicts creates artifacts acts within guardrails
D D @D DSDD D CZID D

)

low operational risk

\_

m The three roles of Al in the delivery system

=

higher operational risk

J




Table 3.1 Agent authorization practices’

Action class

Example

Human involvement

Minimum control

open a rollback request.

exceptions and outcomes.

Advisory Summarize telemetry, A human interprets the Read-only access, source
explain a failure, or propose | output and makes the links, provenance,
a test. decision. uncertainty where relevant,
and retained output.
Assisted Draft a pull request, A human reviews and Scoped access, validation,
incident update, runbook authorizes the artifact approval record, and no
change, or remediation before it changes the direct production action.
plan. system.
Pre-approved standard
change pattern (validated
Gather diagnostics, route . prompt, model &
A human pre-authorizes .
Bounded work, r.egtart an approved the action class and reviews parameters via CI./CD
automated non-critical component, or pipeline), least privilege,

preconditions, post-action
verification, rollback,
monitoring, and audit trail.

High-impact or
rights-affecting

Change entitlements, delete
data, alter financial logic,
release regulated decisions,
or modify critical controls.

-

An accountable human
gives explicit authorization;
prohibits automation where
consequences cannot be
made acceptably reversible.

Al Asset Registration

Audit (prompt, model,
configuration as code),
strong segregation,
specialist review, complete
evidence, tested recovery
and formal risk acceptance

where permitted. J

As operational blast radius rises, authorization
should become more explicit. Bounded
automated actions should be least-privileged,
observable, reversible, and tested with the same
seriousness as other production automation.

A kill switch is useful only when ownership,
access, and recovery have been rehearsed.

3.1.2 Human-Al
collaborative
engineering: what
changes, what stays
the same

Al changes the shape of engineering work.
Teams increasingly spend less time creating
a first draft from nothing and more time
defining intent, supplying context, reviewing
options, validating outputs, and integrating
changes into a working system. The craft
moves closer to judgement, decomposition,
and evidence-based acceptance.

A developer working with Al must describe

the desired behaviour clearly enough for the
tool to produce useful output. A tester must
decide whether generated tests are
meaningful rather than merely numerous.

A site reliability engineer (SRE) must decide
whether an Al incident summary matches
the telemetry. A security engineer must
decide whether the suggested remediation
reduces risk. The work becomes more
collaborative, but professional responsibility

remains with the people and the organization.

The first practical change is context
management. Al output depends heavily on
the context provided. Poor prompts, stale
documentation, incomplete architecture
knowledge, weak examples, or missing
operational constraints will produce weak
output. Mature teams therefore treat context
as an engineering asset. They maintain useful
documentation, service catalogues, interface
contracts, runbooks, and decision records
because these resources improve both
human and Al-assisted work (Autio et al.,
2024; DORA, 2025).
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The second change is review discipline.
Al-generated artifacts can be persuasive.
They often arrive in a polished format, and
polished output tends to reduce skepticism.
Teams need review practices that focus on
behaviour, risk, maintainability, security,
operability, and business intent. A code review
that checks style while ignoring architecture
and operational behaviour is inadequate in

an Al-native system.

The third change is evidence capture. When Al
contributes to work, teams should be able to
trace what was generated, what was changed
by humans, what checks were run, and what
evidence supported release. This matters for
learning, compliance, security, and incident
investigation. It also helps teams improve their
prompts, templates, validation rules, and
use-case boundaries over time.

Some responsibilities remain unchanged even
as Al reshapes engineering work. Humans still
own architecture decisions and product
trade-offs. They also own security
expectations and compliance interpretation,
and remain responsible for service reliability
and customer impact. Al can assist with
analysis and execution, but it cannot carry
organizational accountability in any meaningful
operational sense.

However, this is not an argument for slowing
teams down. Good Al-native practice should
remove repetitive work and improve feedback.
It should also help teams find defects earlier,
discover edge cases, compare options, and
understand production behaviour. The
discipline is therefore to make speed useful
rather than decorative. For that reason, the

human-Al collaboration loop should be explicit:

a human sets intent, Al assists, and a human
reviews and accepts responsibility.

A healthy human-Al engineering loop has five
steps: human intent, Al assistance, human
review, pipeline validation, and production
learning. Pipeline validation and production
telemetry provide evidence for improving the
workflow, while organizational accountability
remains with people and teams.

3.2 Governing
Al-native
delivery

Al-native delivery requires more than technical
validation of individual outputs. It requires an
operating model that defines permitted use,
evidence, approval thresholds, monitoring,
escalation, and human accountability across
the value stream. The following sections
explain how generated artifacts are validated
and how Al governance is embedded in normal
DevOps workflows rather than added as a late
review.

3.2.1Validating
and governing
Al-generated outputs

The core operating rule for Al-native DevOps

is straightforward: Al-generated output enters
the same governed delivery system as any
other artifact. It should not receive special
trust because it was generated quickly, and it
should not bypass controls because the output
appears complete. Production confidence still
comes from evidence (Autio et al., 2024; NIST,
2024).

Validation begins with provenance. Teams
should know whether an artifact was created
by a person, assisted by Al, or produced by an
automated workflow. The record does not
need to become theatrical bureaucracy. It
should be sufficient to answer operational
questions later: what generated this, what
sources or context were used, who reviewed it,
and what validation evidence supported the
decision?

Human review remains necessary because
Al output can be correct in syntax and wrong
in intent. Generated code can compile while
violating an architectural boundary.



A generated test can pass while testing the
wrong behaviour. A generated policy exception
can sound reasonable while weakening
regulatory control. Review should focus on

the intended outcome, the risk of failure, and
the evidence required for trust.

Automated validation becomes more
important as artifact volume increases.
Development controls include static analysis,
unit tests, integration tests, and contract tests.
Delivery controls include security scans,
dependency checks, policy checks,
performance tests, and deployment
verification. Weak automation forces human
reviewers to carry too much load. Overloaded
reviewers eventually skim, defer, or accept
work without enough confidence (NIST, 2022;
NIST, 2024).

The amount of validation should be
proportionate to risk. A generated internal
note may need only human review, whereas

a generated test may need review for
relevance and maintainability. Likewise,

a generated infrastructure change needs
security, policy, and rollback evidence, while

a generated production remediation workflow
needs strong guardrails, rehearsal, auditability,
and clear ownership.

Oversight also includes rejection. In practice,
teams should be able to reject an Al output as
unusable without treating that as a failure of
adoption. Some outputs will be shallow,
unsafe, irrelevant, or too expensive to correct.

In those cases, mature teams do not spend
hours polishing a bad suggestion when a clean
human-authored solution would be faster and
safer.

The most practical validation funnel has five
layers:

. Confirm provenance and context.

. Perform human review.

. Run automated checks.

. Apply risk controls for security, compliance,
reliability, and operational impact.

5. Capture evidence that supports the final

decision.

N w N -

The result may be acceptance, rework, or
rejection.

This discipline is especially important for
Al-generated tests. A generated test suite can
increase coverage numbers without increasing
real confidence. Teams should review whether
tests assert meaningful behaviour, cover useful
risks, and fail when the system is wrong.

A green pipeline that proves little is an old
software-engineering problem appearing in

a new form.

Figure 3.2 shows Al output moving through
provenance, review, automated checks, risk
controls, and evidence before it is accepted,
reworked, or rejected. It reinforces that
generated code, configuration, or analysis is
not production-ready until the evidence path
has been completed.

Al output
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Anti-pattern box: “Our AI
writes the code, so we
need fewer reviews”

This anti-pattern treats Al as a
substitute for engineering judgement.
It usually appears after a team sees
fast productivity gains from code
generation. The organization then
assumes that review effort can be
reduced because the tool appears to
be competent.

The operational result is predictable.
More code enters the system, while
the review and validation capacity
stays flat or shrinks. Defects move
downstream.

Security findings appear late.
Architecture drift increases. Teams
spend more time explaining
production behaviour that should
have been challenged earlier.

The better pattern is risk-based
review. Low-risk generated work can
move quickly through automated
checks and lightweight human review.
Higher-risk changes need deeper
review, stronger evidence, and clear
approval thresholds. Al can reduce
repetitive drafting, but it increases the
need for disciplined acceptance.
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3.2.2 Al governance as a
DevOps operating
responsihility

Al governance is the system by which an
organization directs, controls, and monitors

Al use so that Al-enabled products, services,
delivery work, and decisions create value while
remaining ethical, secure, compliant,
observable, and accountable. In DevOps, it is
implemented through approved use cases,
data rules, model and tool approval, policy,
validation, evidence, monitoring, and human
accountability. Because Al-enabled work
occurs across the value stream, this
governance belongs inside the DOI®
Operating Model rather than in a disconnected
late review (ISO/IEC, 2023; NIST, 2023a).

Effective Al governance begins by defining the
conditions under which Al may be used. It
starts with approved use cases. Teams need to
know where Al may be used, what data may be
shared, which tools or models are approved,
and which outputs require review. These rules
should be specific enough to guide daily work.
A broad statement encouraging responsible Al
will not help an engineer decide whether

a production log sample can be included in

a prompt.

Data handling is one of the most important
control areas. Prompts, training data, retrieval
sources, logs, traces, customer records, source
code, and incident details may all contain
sensitive information. Teams need clear rules
for data classification, redaction, retention,
access, and reuse. The safest pattern is to
make correct behaviour easy through
approved workflows and platform guardrails.

Governance should also define model and tool
approval. The organization should know which
Al services may be used for which purpose,
how their outputs are validated, and what
contractual, privacy, security, and operational
constraints apply. This does not require every
experiment to wait for a central board. It
requires a clear path from experimentation

0 approved operational use.



Once governance rules are defined, they must
be enforced consistently during delivery. This is
where policy as code becomes useful.

A pipeline can reject an unapproved
dependency, require human review for high-
risk Al-generated infrastructure changes, block
prompts containing restricted data, or require
evidence before deployment. These controls
are more reliable when they are embedded in
the workflow rather than remembered during
a late review.

Enforcement alone is not enough.
Organizations also need evidence that
governance was applied. Evidence capture is
the other side of governance. A regulated
organization may need to show who approved
a model-assisted decision, what tests were run,
what data was used, and what monitoring was
in place after release. A less regulated
organization still benefits from the same
evidence when an incident occurs. Evidence
serves more than auditors. It also helps teams
learn what happened.

Some decisions require additional human
judgement because not all Al-assisted work
carries the same operational risk. Human
approval thresholds should be explicit. Some
Al-assisted outputs can proceed after normal
review and automated checks. Others require
specialist review from security, architecture,
compliance, legal, or operations.

The threshold should depend on user impact,
data sensitivity, operational blast radius,
regulatory exposure, and reversibility (NIST,
20233; Autio et al., 2024).

Governance also needs feedback. If an
Al-assisted deployment recommendation
repeatedly overstates risk, the model, prompt,
data, or workflow should be adjusted. If a
generated remediation action works safely in
one class of incident, teams may narrow the
guardrails and automate more of the response.
Governance should learn from evidence rather
than freezing the first policy forever. Figure 3.3
summarizes how Al governance controls are
embedded throughout the DevOps value
stream rather than applied as a separate
review activity.

Controls live where Al-enabled work happens.
Guardrails make safe work easier and risky
work visible. This is where the DOI®

Operating Model earns its keep. It connects
policy, workflow, platform, telemetry, and
accountability. Al governance becomes
practical when it is part of the same system
that already manages change. The

Al governance control plane places use cases,
data rules, models and tools, policy, and
evidence above the DevOps flow of plan, code,
build, test, release, operate, and learn.

-

Code Build Test

—»y%\—»é—»@ —»CJ%@—vm

Operate Learn

Release

Data rules
protected

Use cases
approved

\_

Models and tools Policy
approved

Evidence

as code captured

m Al governance controls across the DevOps value stream
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Case A - Northstar Financial
Services (,composif:e): Al-assisted
incident triage under policy

Northstar introduced an Al assistant to reduce
the time incident responders spent assembling
change history, telemetry, affected services,
and customer-impact context. The first pilot
produced polished summaries, but it
sometimes over-weighted noisy alerts and
once missed a recent configuration
deployment because deployment metadata
was not included in its approved retrieval
sources.

The Al governance response was to redesign
the workflow, not to abandon the use case or
grant the tool more authority. Approved data
sources were defined, sensitive data was
redacted, every statement had to link to
source telemetry, and the summary displayed
confidence and missing-context warnings.

The assistant could gather evidence and
open an incident record, but it could not
communicate externally, change severity,
approve a deployment, or execute remediation.

During a later payment incident, the assistant
correlated a latency increase with a recent
configuration deployment and identified the
affected customer path. The incident
commander verified the evidence, selected
rollback, and remained accountable for the
decision. The audit trail preserved the sources,
generated summary, human changes, decision,
and outcome for the post-incident review.

Transferable lesson: Al becomes
operationally useful when provenance,
approved context, bounded permissions,
human decision rights, and feedback are
designed into the workflow. A capable
assistant is not an accountable incident
commander.
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3.3 Al implications
for the DevOps
Nine Pillars

Al-native DevOps governance is not a separate
practice; it raises the standard for every
DevOps practice. The DevOps Nine Pillars,
which are classified and described in Chapter
4, provide a structure for understanding these
practices, while Al changes the expectations
within each practice area. The assessment
question becomes more demanding: can each
pillar of practice still operate safely when Al
increases speed, volume, complexity, and
uncertainty?

Leadership and culture must establish
responsible Al use as an operating
expectation. Leaders need to make the
purpose clear, fund validation capability, and
avoid rewarding raw output volume. Teams
need psychological safety to challenge

Al output, report weak results, and slow down
when evidence is poor. A culture that punishes
caution will eventually accept unsafe
automation.

Design for DevOps should include Al validation,
explainability, observability, data governance,
and human oversight from the beginning.
Teams need to decide how Al-enabled features
will be tested, monitored, rolled back, and
explained before the feature reaches
production. Retrofitting these qualities later is
expensive and often incomplete.

Continuous Integration must route both
human-authored and Al-assisted artifacts
through the same controlled path. The pipeline
should capture provenance, run automated
checks, and prevent shadow delivery.
Continuous Testing must address deterministic
behaviour, probabilistic behaviour, generated
tests, evaluation datasets, drift, and human
review where ground truth is delayed.

Elastic Infrastructure and Platform Engineering
must support Al workloads without turning
every product team into an Al infrastructure

specialist. Platforms may provide approved
model access, prompt management, evaluation
pipelines, GPU or accelerator capacity,
telemetry patterns, and cost controls. These
capabilities should reduce cognitive load while
preserving team ownership of outcomes.

Continuous Security must address Al-specific
risks. Prompt injection, data leakage, model
tampering, unsafe tool use, malicious
dependencies, exposed secrets, and
vulnerable generated code all belong inside
DevSecOps practice. Security controls should
be embedded in design, pipelines, platforms,
and production monitoring.

Continuous Delivery and Deployment must
account for Al-assisted release decisions and
Al-enabled system behaviour. Deployment risk
analysis may be assisted by Al, but approval
thresholds, rollback paths, progressive delivery,
and production validation remain essential.

A fast rollout without trustworthy telemetry is
still a gamble.

Continuous Monitoring and Observability must
expand beyond uptime and latency. Al-enabled
systems also need monitoring for drift,
degradation, quality, safety signals, bias
indicators, token or compute cost, retrieval
quality, and human escalation. Traditional
service telemetry remains necessary, but it is
no longer sufficient for systems whose
behaviour depends on data, prompts, models,
and context.

Measurement, value stream, and governance
practices must also mature. Al may improve
lead time, test generation, incident response,
or knowledge work, but those gains should be
evaluated against quality, stability, security,
cost, and business value. A metric that counts
generated output without measuring useful
outcomes will mislead the organization.

The practical implication is simple: every
DevOps practice area should be reviewed
through an Al-native lens. What changes when
some work is generated, some decisions are
assisted, some workflows are agentic, and some
production behaviour is probabilistic? That
question prepares the reader for the operating
model introduced in the next chapter.
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DECISION AND ACTION GUIDE

Executive decision: The accountable
Al sponsor approves use-case
classes, data boundaries, permitted
models and tools, human-approval
thresholds, and the production
actions that agents may take.

Role-specific actions: Engineering,
platform, data, security, risk, legal,
and operations roles implement
provenance, validation, bounded
permissions, monitoring, recovery,
and escalation controls.

Evidence to review: An approved-
use register, Al control matrix,
provenance records, agent
permission manifest, action log,
approval and exception trails,
recovery test, kill-switch test,

and production-quality signals.

3.4 Chapter
summary

Al-native DevOps is the operating reality for
modern delivery. Al can assist in creation,
detection, prediction, orchestration, and
operation. The DevOps system must still
provide validation, governance, feedback,
security, reliability, and accountability.

The central lesson of this chapter is
operational rather than philosophical.

Al changes the load on the delivery system
before it changes the responsibility for
outcomes. Every Al-assisted artifact and every
Al-supported decision must be placed inside a
system that can prove, monitor, and improve it.

Al raises the standard for DevOps because it
increases the speed, volume, and ambiguity of
delivery work. Machine learning, generative Al,
and agentic Al play different roles; agentic
authority should be granted by action class,
with explicit permissions, evidence, recovery,
and human accountability.

Human teams remain accountable for
architecture, security, quality, operability,
compliance, value, and production outcomes.
Al-generated artifacts should enter the same
governed pipeline as human-authored
artifacts, with validation proportionate to risk.

Al governance becomes effective when

it is embedded in workflow, platforms, policy,
evidence, and feedback loops. Al-native
DevOps is not a separate pillar. It raises the
maturity expectation for every DEVOPS
INSTITUTE® pillar. Chapter 16 extends this
foundation with a technology-neutral method
for evaluating and adopting emerging
capabilities and high-stakes applications.
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This section introduces the DEVOPS
INSTITUTE® Operating Model as an integrated
capability system. The purpose is to give
readers a working map of modern DevOps.
The model does not treat DevOps as a list of
disconnected practices. It connects the Nine
Pillars with governance, measurement,
learning, and value.

The central structure of PART TW0 isthe
relationship between the DevOps Nine Pillars
and the DevOps Blueprint. The Nine Pillars
describe the practice domains that must
mature. The Blueprint complements this
capability view by showing how DevOps is
implemented as a four-layer delivery
architecture.

Chap&er 4

Introduces the DOI® Operating Model itself.

It explains how the Nine Pillars and the four-
layer DevOps Blueprint work together, and why
mature DevOps depends on both capability
depth and system integration. This chapter is
the map for the rest of PART TWO.

Cha[a&er 1

Examines two Pillars: Leadership and
Collaborative Culture. It treats leadership as
the condition-setting function for DevOps, and
culture as the daily pattern of behaviour that
determines whether teams can raise risks,
learn from incidents, share ownership, and use
Al responsibly. It also introduces human-Al
trust as a practical management concern for
modern engineering teams.

Chay&er &

Focuses on another Pillar, Design for DevOps.
It explains that architecture is one of the
strongest inputs into delivery performance.
Systems must be designed for observability,
testability, deployability, security, operability,
and Al validation before teams can expect
reliable flow through the pipeline.

Cl«aFEer 7

Together, Chapters 7 and 8 define the delivery
engine of the DOI® Operating Model. Chapter 7
covers the Pillars of Continuous Integration
and Continuous Testing as disciplines of
frequent integration, fast feedback, and
meaningful validation.

Chap?zer ¥

Presents the Pillar of Continuous Delivery and
Deployment, showing how organizations keep
software releasable while applying appropriate
release decisions, deployment patterns,
governance, and recovery mechanisms.

Chap&er 9

Addresses the Pillars of Elastic Infrastructure
and Platform Engineering. It positions
infrastructure as a DevOps capability rather
than a hosting concern, and Platform
Engineering as the discipline that turns
repeated engineering needs into governed,
self-service capabilities. In Al-native
environments, this includes workload elasticity,
cost visibility, approved Al platform services,
and reusable guardrails.

Chap&er 10

Covers the Continuous Security Pillar.

It explains how security becomes part

of design, pipelines, platforms, release
governance, operations, and feedback.

It also expands the security model to include
Al-specific risks such as prompt injection,
model integrity, data exposure, generated
code, agents, and Al supply chain concerns.

CkaFEer 11

Closes PART TWO with the Pillar of
Continuous Monitoring and Observability.

It treats production telemetry as the nervous
system of DevOps. The chapter shows how
logs, metrics, traces, service level objectives
(SLOs), alerts, DevOps Research and
Assessment (DORA) metrics, flow metrics,
and Al behaviour signals turn production
experience into evidence for better
engineering, product, reliability, security,
and architecture decisions.
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This chapter introduces the DEVOPS
INSTITUTE® Operating Model as a complete,
integrated system. The chapter explains how
the DevOps Nine Pillars and the four-layer
DevOps Blueprint work together, so readers
can use the model as a map for assessment,
governance, improvement, and Al-native
delivery.

The DOI® Operating Model turns DevOps from
a broad idea into an assessable, governable,
and improvable system for value delivery.

The first three chapters established the need
for a shared reference, clarified what DevOps
means, and explained why modern DevOps
must be Al-native. Chapter 4 provides the map
that is used in the DevOps Standard book. It
does not attempt to explain every practice in
depth. It shows where each practice belongs
and how the parts of the system affect one
another.

A useful operating model shows not only what
capabilities are needed, but also how they
interact to support flow, control, evidence, and
continuous learning. When organizations miss
this systems view, they often improve isolated
practices while the end-to-end value stream
remains slow, fragile, or difficult to govern.

The chapter is most relevant to leaders,
architects, transformation leads, platform
leaders, assessors, and senior practitioners
who need a shared view of how DevOps
capabilities fit together. It gives leaders the
structure for investment and governance.

It gives practitioners a way to see how their
local work connects to the whole delivery
system.

4.1The DOI®
Operating Model
as an integrated
capability
system

The DOI® Operating Model is presented in this
book as an integrated capability system. It
connects the DevOps Nine Pillars, which are
practice domains: Leadership, Collaborative
Culture, Design for DevOps, Continuous
Integration, Continuous Testing, Elastic
Infrastructure, Continuous Security,
Continuous Delivery and Deployment, and
Continuous Monitoring and Observability.
People, process, and technology are the three
dimensions through which each practice
domain is realized. The DevOps Blueprint is the
four-layer delivery architecture, comprising
Elastic Infrastructure, the continuous
integration and continuous delivery/
deployment (CI/CD) pipeline, Application
Release Orchestration, and Value Stream
Management. Together, these layers support
governed delivery, organizational learning, and
delivered value. Each pillar contributes to the
same objective: the reliable delivery of useful
change through a controlled, observable, and
continuously improving system (Forsgren et al.,
2018; Hornbeek, 2019; Kim et al., 2021).
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Operating Model

This matters because many organizations still
view DevOps as a collection of separate
initiatives. One group improves pipelines,
whereas another buys monitoring tools.

A security team adds scanning, whereas

a platform team builds templates. These
activities can help, but they create limited value
when the larger system is not designed as a
coherent whole.

The operating model defined in this Official
Book gives those practice domains a common
structure. It allows an organization to ask
practical questions: What capability are we
improving? Where does it operate in the value
stream? What evidence shows that it works?
Which outcome should improve as it matures?
These questions keep DevOps grounded in
operations rather than slogans.

An organization with mature DevOps
capabilities can replace or upgrade tools while
preserving its established ways of working,
controls, responsibilities, and decision logic.
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Less mature organizations may mistake tool
adoption for the development of underlying
capability. The model provides leaders and
practitioners with a stable framework for using
appropriate technologies without allowing the
technology stack to define the discipline.

The model can be used to:
connect local practices to organizational
outcomes
assess capabilities through evidence and
operational facts
treat Al-generated work as part of the same
governed delivery system
measure improvement by flow, quality,
reliability, security, and value.

The DOI® Operating Model describes how the
organization organizes and enables DevOps
work rather than prescribing a specific
organizational structure. Figure 4.1 shows the
practice domains, delivery architecture,
governance, measurement, and feedback
mechanisms as one connected operating
system.
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Value stream (end-to-end flow of work)

visibility across the flow for quality, risk and performance
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Continuous ) )
governance DevOps Nine Pillars
(People, Process, and Technology Practices)

Policy and
standards

Compliance
and risk
management

Measurement
and reporting

Audit and
assurance

Collaborative Design for
Culture DevOps

Leadership

Continuous Continuous Elastic
Integration Testing Infrastructure

. Continuous Continuous
Continuous

Security

Delivery and Monitoring and
Deployment Observability

——

N

DevOps Blueprint — four layers
o Value Stream Management — management and monitoring

3

o CI/CD Pipeline — validation and evidence
o Elastic Infrastructure — scalable, consistent environments

.

A
A
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Value

Governed
delivery

Organizational
learning

———
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|

Continuous feedback and learning

Note: the operating model supports the value stream

SIS The DEVOPS INSTITUTE® Operating Model




4.2 The DevOps
Nine Pillars as
interdependent
practice
domains

The Nine Pillars define interdependent practice
domains (see Figure 4.2), each inclusive of the
three dimensions: people, process, and
technology, which are required for mature
DevOps. Each pillar must mature sufficiently
to support safe flow, and the pillars must be
interpreted as one system (Forsgren et al,,
2018; Hornbeek, 2019; DORA, 2024).

The arrangement of the Nine Pillars does not
represent a prescribed implementation or
maturity sequence. The pillars are
interdependent practice domains and should
be strengthened according to the constraints
and needs of the delivery system.

Weakness in one pillar creates friction in the
whole model. For example, weak Continuous
Testing reduces deployment confidence, while

weak Continuous Monitoring and Observability
limits recovery and learning. Weak leadership
can also leave teams constrained by outdated
funding models, approval processes, and
incentive structures that hinder collaboration,
flow, and continual improvement. Similarly,
weak Design for DevOps produces systems
that resist automation, observation, validation,
and independent change.

The DevOps Nine Pillars also prevent a narrow
reading of DevOps. Fast pipelines alone do not
indicate mature DevOps if reliability and
security remain weak. Similarly, an organization
with a strong culture but manual environments
will still struggle to deliver reliably. On the
other hand, a platform team can provide useful
services, but product teams still need

to address ownership, feedback, and
responsibility for outcomes.

These interdependencies should also guide
maturity assessment. DevOps maturity is
assessed by reviewing the capabilities realized
through an organization's implementation of
the DOI® Operating Model. A maturity
assessment that scores one pillar at a time is
useful only when the results are interpreted as
a system. The most urgent improvement may
address the lowest score, but it may also
address the pillar that constrains several others.

-

. Collaborative Design for

Leadership Culture DevOps
Continuous Continuous Elastic
Integration Testing Infrastructure
ot Continuous Continuous

S —— Delivery and Monitoring and

Y Deployment Observability
FELTE A The DevOps Nine Pillars?
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Al-native delivery does not create

a separate operating model or an
additional Pillar. It raises the capability
expected across the existing DOI®
Operating Model. Leadership sets
acceptable use and accountability;
Collaborative Culture supports

critical review; Design for DevOps
includes Al validation; Continuous
Integration and Continuous Testing
govern and validate Al-generated
artifacts; Elastic Infrastructure
provides scalable, governed Al
environments; Continuous Security
protects the Al supply chain and new
attack paths; Continuous Delivery

and Deployment preserves evidence,
controlled exposure, and recovery;
and Continuous Monitoring and
Observability monitors Al behaviour,
data, and drift. Chapter 3 provides the
canonical Al governance model, while
Chapters 5-11 develop these practice-
specific implications.
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4.3 The DevOps
Blueprint as
a four-layer
delivery
architecture

The DevOps Blueprint is the implementation
architecture of the DOI® Operating Model.
While the Nine Pillars define the practice
domains required for mature DevOps, the

@ ©© © 0 0 0 0000000000000 0000000 000 0 0,
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Al-native delivery increases the

need for validation, governance,
telemetry, security, and accountability.
The DevOps Blueprint provides

the structure for locating these
requirements across Elastic
Infrastructure, the CI/CD Pipeline,
Application Release Orchestration, and
Value Stream Management.
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Blueprint describes the four operational layers
through which those practices are
implemented and connected in the delivery
system (see Figure 4.3). The lower layers create
the technical foundation for repeatable
delivery, while the upper layers coordinate
release decisions, expose flow, and connect
delivery performance to business value. Each
layer depends on the layers below it and
provides feedback to adjacent layers. Together,
the four layers show how delivery work moves
from technical foundations through pipeline
execution and release control to end-to-end
alignment with outcomes.

The Blueprint is useful because organizations
frequently improve the wrong layer for the
problem they face. A team may try to increase
deployment frequency when the real
constraint is testing data. A leader may ask for
better portfolio predictability when teams are
blocked waiting for access to shared
environments. A platform team may add
self-service infrastructure while release
approval remains manual and unclear.

The practical test is simple. Every capability
should have a clear role within the Blueprint
and a defined contribution to delivery. Metrics
should be connected to relevant layers and
outcomes to ensure that they support
decisions and improvement rather than add
reporting noise.
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° CI/CD Pipeline — validation and evidence

° Elastic Infrastructure — scalable, consistent environments

HET RS The DevOps Blueprint: four-layer delivery architecture'

4.3.11ayer1
Elastic
Infrastructure:
consistent, scalable
environments

Elastic Infrastructure provides scalable,
consistent, secure, and recoverable
environments that can be provisioned when
needed and adapted to changing workload
demands. Infrastructure changes are managed
through repeatable, governed practices, with
security, observability, policy controls, and cost
visibility built in. It provides the technical
foundation for reliable development, testing,
deployment, and operation.

It is a critical part of the delivery system.
Teams cannot move quickly or safely when
environments are manually created,
inconsistently configured, or difficult to
reproduce. Later, those weaknesses appear

as test instability, release delays, incidents,
security exposure, and cost surprises (Humble
& Farley, 2010; Hornbeek, 2019; CNCF TAG App
Delivery, 2023a).

The first layer includes:
infrastructure as code (laC)
environment consistency
automated provisioning
secure configuration
identity controls

observability hooks
cost visibility
recovery patterns.

Together, these capabilities give teams
dependable environments for development,
testing, staging, production, and production-
like validation. The goal is to ensure that
environments remain consistent and
reproducible as systems change.

Elasticity is more than scaling a server count.

It includes the ability to provide environments
on demand, absorb variable workloads, recover
capacity after failure, and apply consistent
policies across environments. Teams should be
able to create approved infrastructure without
waiting for a ticket queue, while the organization
still maintains control over risk and cost.

@ ©© © 0 0 0 0000000000000 0000000 000 0 0,

Elastic Infrastructure

Notice that Elastic Infrastructure is
both a Pillar and a layer in the DevOps
Blueprint. It provides the common
foundation for both because all other
layers and pillars depend on
infrastructure.
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. Al-native systems make infrastructure . 4'3'2 I'aver 2 - -
design more demanding. Depending cllcn Plnﬂllne:
the delivery engine

on the use case and architecture,

Al-native infrastructure may include

burst capacity, accelerator scheduling, o ,

data movement, model-serving The CI/CD Pipeline provides an automated and

infrastructure, feature stores, vector governed path for integrating, building, testing,

indexes, and specialized monitoring. scanni.ng, packgging, and yalidating changes.

These capabilities should follow the It applies security and .pollcy controls ahd
produces traceable evidence to determine
whether a change is ready for deployment and

release. A pipeline is valuable when it provides

same infrastructure governance
principles as other production
fast feedback and trustworthy evidence.

capabilities, including traceability,
security, cost control, reliability, and
clear operational ownership. Automating the movement of code through

delivery stages is not sufficient for effective CI/

n::::-ligi-rn CD. The pipeline must also validate changes,
T apply appropriate controls, and produce

: _‘_! L\ evidence that supports safe deployment and

13Al w i release decisions (Humble & Farley, 2010;

1 Hornbeek, 2019; NIST, 2022).
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At this layer, work is integrated, built, tested,
scanned, packaged, signed, and prepared for
deployment and release assessment. The
pipeline should provide a clear record of:

what changed

who or what created the artifact

which checks ran

which policies applied

what evidence supports readiness.

.
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A practical maturity signal is environment
confidence. If a test failure regularly means
'the environment is strange’, the foundation is
weak. If teams cannot reproduce production-
like behaviour before release, the pipeline will
provide late and unreliable feedback. To
improve environment consistency and
confidence, organizations should: Those records matter for operations, security,

Codify environments and review audit, and incident learning.
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infrastructure changes. Pipeline design should reflect the risk profile of
Use self-service patterns with approved a service or product change. A low-risk internal
guardrails. service may need a fast path with automated
Detect and correct drift early. checks and automated promotion. A safety-
Build cost and telemetry into the foundation. critical or regulated service may need deeper

verification, stronger segregation controls, and
explicit review thresholds. Maturity comes
from evidence-based flow, not from applying
the same pipeline shape to every system.

Elastic Infrastructure appears in the full
architecture in Figure 4.3 above and is
developed further in Chapter 9.

The strongest pipelines give teams confidence
while keeping feedback fast. That balance
requires careful engineering. Checks should be
organized to provide the most important
feedback as early as possible. Unreliable or
repetitive checks should be improved to
reduce unnecessary alerts and delays.
Findings should be prioritized according to
their risk, impact, and relevance to the change.




Evidence should be visible to the people who
make release, risk, and operational decisions.
For Al-assisted work, the CI/CD Pipeline should
apply Chapter 3's evidence principles:
generated artifacts must be traceable and
appropriately validated before progression.
Where Al-assisted analysis supports release
decisions, retain the source, relevant model/
tool context, reviewer, and validation evidence.

The CI/CD Pipeline appears in the full
architecture in Figure 4.3 above and is
developed further in Chapter 7.

4.3.3 Layer 3
Application Release
Orchestration:
control and
coordination

Application Release Orchestration coordinates
deployment and release decisions across
pipelines and delivery environments. It
manages service dependencies, approvals,
risk rules, evidence, exposure controls, and
recovery paths. This capability is necessary
because modern delivery often spans multiple
services, teams, environments, and data
changes, as well as feature flags, infrastructure
changes, and compliance requirements.

As delivery becomes more distributed,
coordination becomes a capability.

Orchestration differs from the old release
meeting. It should reduce manual coordination,
make risk visible, and apply the right level of
control based on the change. A small
configuration update with all controls passed
may move quickly. A change affecting regulated
data, payment behaviour, identity and access
management, Al-assisted decisioning, or critical
infrastructure may trigger additional review.

The Application Release Orchestration layer
should know:

what is being deployed or released

where it is going

what dependencies exist

what environments and users are affected

what evidence is available

what decision policy applies.

@ ©© © 0 0 00000000000 0.000000000 0000 0,

Al-assisted risk assessment may

help summarize release evidence
from tests, telemetry, dependencies,
incidents, and security findings.
However, release thresholds, human-
review requirements, and final
accountability remain organizational
responsibilities.
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It should also support rollback, roll-forward,
feature disablement, canary decisions,
controlled exposure, and post-deployment
validation. Effective release control must
include a clear recovery approach when a
change does not perform as expected.
Effective orchestration makes release activities
routine and predictable. Teams spend less
time coordinating release activities and more
time improving the system that produces
release evidence. Control becomes part of the
delivery flow rather than being applied as a
separate, late-stage activity before production.

Application Release Orchestration appears in
the full architecture in Figure 4.3 above and is
developed further in Chapter 8.

4.3.4 Layer4
Value Stream
Management:
end-to-end
alignment with
outcomes

Value Stream Management connects delivery
activity to business outcomes. It shows how
work moves from demand and prioritization
through development, validation, release,
operation, and learning.
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Without this layer, organizations may know
that teams are busy, but not whether their
work is delivering the intended outcomes and
value (Kersten, 2018; Hornbeek, 2019; Pereira
& Davis, 2024).

This layer helps leaders and teams see work
in progress, wait time, rework, dependencies,
risk, investment balance, and business
impact. It also connects operational signals
back to product and architecture decisions.

Value Stream Management should support
decision-making, not simply provide another
layer of reporting. Its purpose is to improve
decisions. If flow time increases, leaders
should ask where work is waiting and what
constraints have appeared. If a feature
consumes significant effort and produces
weak adoption, product leaders should learn
from the signal. Moreover, if reliability work
is repeatedly deferred, the value stream view
should make the resulting operational risk,
delay, and future cost visible.

The main value of this layer is alignment.

It gives product, engineering, operations,
security, finance, and leadership a shared
view of how work becomes an outcome. That
shared view allows investment decisions to
move from opinion to evidence.

Value Stream Management appears in the full
architecture in Figure 4.3 above and is
developed further in Chapters 13 and 15.

4.4 Connecting the
DevOps Nine
Pillars and the
DevOps
Blueprint

The DevOps Nine Pillars and the DevOps
Blueprint are two views of the same operating
system. The Pillars describe practice domains
and what must mature. The Blueprint shows
where those practices act inside the four-layer
delivery architecture. Organizations need both
views because improvement work can start
from either direction.

The relationship is not one-to-one. A Pillar may
operate across several Blueprint layers, and
each Blueprint layer depends on practices
from several Pillars.

For example, a maturity assessment may
reveal that Continuous Testing is weak. In that
case, the DevOps Blueprint shows that weak
testing affects the CI/CD Pipeline, release
readiness, and value stream predictability.
Conversely, production incidents may reveal
weaknesses in Continuous Monitoring and
Observability. In turn, the DevOps Nine Pillars
show that the issue may involve observability
design, infrastructure telemetry, alert quality,
SLls, SLOs, and development ownership.

Table 4.1 Relationship between the DevOps Nine Pillars and the DevOps Blueprint

DevOps Nine Pillars ‘ DevOps Blueprint

Define what must mature

Shows where practices operate

Nine interdependent practice domains

Four connected delivery layers

Include people, process, and technology

Connect infrastructure, pipeline, release
orchestration, and value stream management

Assessed for capability and maturity

Used to design implementation and delivery
capabilities

May operate across several Blueprint layers

Each layer may implement practices across several

Pillars J




This connection prevents shallow fixes. If
releases are slow, the answer may involve test
strategy, environment provisioning, approval
policy, architecture coupling, or value stream
prioritization. If security findings arrive late, the
issue may involve design practices, pipeline
controls, platform guardrails, and continuous
governance. The model encourages teams to
inspect the system rather than patch the
symptoms. Accordingly, the same logic applies
to Al-native issues: a hallucination, an unsafe
recommendation, or a weak generated artifact
should be traced across context, controls,
telemetry, ownership, and product risk before
it is assigned to one tool or team.

For leaders, the combined view supports
investment. For practitioners, it supports design
and daily decisions. For assessors and auditors,
it provides a structured way to trace evidence
from practice to capability to outcome.

4.4.1 Automation and
orchestration: from
task executionto
system coordination

Automation executes a repeatable task.

By contrast, orchestration coordinates multiple
tasks, tools, policies, dependencies, decisions,
evidence, failure handling, and feedback across
the delivery system.

@ ©© © 0 0 0000000000000 00000000 000 0 0,
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Al-assisted tools can generate
artifacts, recommend actions,
summarize evidence, and initiate
selected tasks. These activities create
value only when they are orchestrated.
The organization still needs to know
what was done, why it was permitted,
which policy applied, what evidence
was retained, and who remains
accountable.
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This is why mature DevOps needs both:
automation reduces manual effort and
variation, while orchestration allows work to
move safely through the larger operating model.

Build scripts, test runners, and infrastructure
provisioning templates are examples of
automation. By contrast, Application Release
Orchestration decides how those automated
steps fit together, when they may proceed,
what evidence is required, what risk threshold
applies, and what happens when a check fails.
The distinction therefore becomes visible when
the delivery system spans many teams and
controls.

Table 4.2 Automation and orchestration in the delivery system

Automation

Dimension

Orchestration

package, or deploy.

Purpose Executes a repeatable task. Coordinates tasks, decisions, policies,
dependencies, evidence, and feedback.
Scope Usually a local step, tool, or Spans tools, teams, environments, and the
service. end-to-end workflow.
Build, test, scan, provision, Coordinate release evidence, approvals,
Examples

dependencies, exposure, and recovery.

Policy handling
action.

Runs a configured rule or

Applies risk thresholds and selects the
permitted path.

Dependency coordination
executed.

Limited to the task being

Makes cross-service and cross-environment
dependencies explicit.

Failure handling
task.

Reports, retries, or fails the

Stops unsafe progression, preserves evidence,
and routes the right owner.

Evidence

o

Task result and execution log.

Trace of controls, decisions, approvals,
exceptions, and outcomes. J
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Organizations sometimes automate fragments
of an old process and expect system
performance to improve. This produces faster
local activity with the same queues, approval
habits, rework loops, and unclear ownership.
A poor process that runs faster can still
produce poor outcomes faster.

A good practical test considers what happens
when something fails. Automation should first
report the failed task. Orchestration should
then route the failure, preserve evidence, stop
unsafe progression, notify the right owner, and
create feedback for improvement. That is the
difference between a faster toolchain and a
controlled delivery system. In the same way,
Al-assisted actions still require orchestration,
evidence, and guardrails.

4.4.2 Gontinuous
governance
emhedded
in the workflow

Continuous governance is a defining feature
of mature DevOps. Governance should
operate inside the delivery workflow through
policies, controls, evidence, approvals,
exception paths, and audit trails. When
governance appears only at the end of the
work, it creates delay and encourages teams
to treat control as an external obstacle (NIST,
2022; Hornbeek, 2024; PeopleCert, 2026d).

Embedded governance starts with clear policy
and translates that policy into repeatable
controls. Those controls may take the form

of automated checks, platform guardrails, or
required evidence. Other controls require
human decisions because the risk or
judgement requires accountable review. The
goal is to make the decision path clear before
the pressure of an approaching release rises.

@ ©© © 0 0 0000000000000 00000000 000 0 0,
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Al-native delivery requires controls
inside normal delivery workflows.
Approved tools, prompt handling,
sensitive data, model provenance,
generated-code review, automated
recommendations, and human-
oversight thresholds should be
governed as part of the operating
model, not left in a separate policy
document that teams consult too late.
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Governance should support speed and safety
together. Low-risk changes should move
through approved paths with minimal friction
when checks pass. Higher-risk changes should
receive additional reviews based on defined
criteria. Exceptions should be documented,
time-bound, owned, and visible.

Continuous governance also improves
auditability because evidence is collected as
work happens, reducing the scramble to
reconstruct decisions later. As a result, audit,
risk, compliance, and security teams can trust
the system more when controls are visible,
consistent, and measurable.

4.4.3 Anchor worked
example | Case C:
one change through
the DOI® Operating
Model

Context: Chapter 2 introduced CivicLink Public
Services and its statutory eligibility change.
This example uses the same change to show
how the DevOps Nine Pillars and the DevOps
Blueprint provide two complementary views of
one delivery system. The case is useful
because no single practice was sufficient:



citizen value depended on leadership
decisions, engineering practice, service
reliability, supplier coordination, security, and
evidence'.

The leadership team defined the outcome as
a safer and more accessible eligibility journey
delivered before the statutory date. It did not
set deployment frequency or automation
volume as the goal. The product, engineering,
service-management, SRE, security, platform,
supplier, and policy representatives worked as
one value-stream group with explicit decision
rights and escalation paths. Table 4.3
indicates how each of the Nine Pillars is
applied and the evidence expected to
demonstrate correct use.

The Blueprint located most of these
capabilities in the delivery architecture, while
Leadership and Collaborative Culture set the
conditions across all four layers. Layer 1, Elastic
Infrastructure, supplied repeatable
environments, protected data, approved Al
access, and telemetry foundations. Layer 2, the
CI/CD Pipeline, integrated and validated human
and Al-assisted artifacts while producing
traceable evidence. Layer 3, Application
Release Orchestration, coordinated supplier
dependencies with risk thresholds, approvals,
deployment, controlled release, and recovery.
Layer 4, Value Stream Management, connected
statutory demand with work in progress, wait
time, operational risk, citizen outcomes, and

learning.

Table 4.3 Applications and evidence for each of the DevOps Nine Pillars

Pillar

Leadership

Application in the CivicLink change

Set the citizen outcome, risk appetite,
funding boundary, statutory tolerance, and
accountable decision owners.

Evidence expected

Outcome statement, funding decision, risk
thresholds, and decision log.

Collaborative
Culture

Created a cross-supplier working group in
which accessibility, operational, security,
and policy concerns could be raised early.

Recorded concerns, resolved
dependencies, rehearsal findings, and
completed learning actions.

Design for DevOps

Separated eligibility rules from the user
interface, designed a human fallback for Al
classification, and made the citizen journey
observable and reversible.

Architecture decisions, interface contracts,
fallback path, telemetry design, and
recovery design.

Monitoring and
Observability

-

Continuous Versioned code, rules, infrastructure, Provenance, peer review, build records,
Integration model references, prompts, and policy checks, and a well-known mainline.
documentation through one governed
integration path.
Continuous Combined unit, contract, accessibility, Risk-linked test results, evaluation-set
Testing security, performance, continuity, and results, defect evidence, and accepted
probabilistic Al evaluation. residual risk.
Elastic Provided repeatable environments, Infrastructure definitions, drift results,
Infrastructure protected test data, capacity for peak capacity tests, access controls, cost
demand, and approved access to Al signals, and recovery evidence.
services.
Continuous Applied threat modelling, data-handling Threat model, dependency and
Security rules, software supply-chain controls, provenance results, data controls, access
and identity boundaries, and misuse evidence, findings, and exception records.
monitoring.
Continuous Kept the change deployable, used Release-readiness record, deployment
Delivery and controlled cohorts, separated deployment | record, release decision, cohort results,
Deployment from release, and rehearsed rollback and and recovery verification.
feature disablement.
Continuous Measured successful citizen completion, SLIand SLO results, logs, metrics, traces,

service latency, manual-queue growth,
supplier dependency behaviour, and Al
classification quality.

release context, Al-quality signals, and
actionable alerts.

J
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The two views exposed a constraint that

a single-practice review would have missed.
The pipeline was technically capable, but the
manual fallback queue could not absorb a
poor Al-classification result at full citizen
volume. The pillar view showed weaknesses

in Design for DevOps, Continuous Testing, and
Continuous Monitoring and Observability. The
blueprint showed where those weaknesses
had to be corrected: design and evaluation

in the pipeline, capacity and telemetry in
infrastructure, and exposure control in
Application Release Orchestration.

Outcome and trade-off. CivicLink deployed
the full technical package but released it first
to a controlled citizen cohort. A low-risk
wording change followed the automated path,
while a change to the Al confidence threshold

required specialist review and explicit approval.

The organization accepted a slower expansion
of user exposure in exchange for stronger
evidence and a dependable human fallback.

Transferable lesson. The DevOps Nine Pillars
help identify weak practices, while the DevOps
Blueprint shows where those practices must
operate. The combined model prevents local
fixes from hiding end-to-end constraints.

DECISION AND ACTION GUIDE

Executive decision: The executive
sponsor selects one system
constraint for improvement, defines
the intended outcome and risk
tolerance, allocates funding,

and names an accountable
improvement owner.

Role-specific actions: Product,
architecture, engineering, platform,
security, operations, and assessment
roles map the constraint across the
DevOps Nine Pillars and the DevOps
Blueprint.

Evidence to review: A capability
map, constraint hypothesis,
dependency and evidence map,
current baseline, target outcome,
and investment decision.

4.5 Chapter
summary

The DOI® Operating Model provides the
structure needed to move from fragmented
practice to coherent capability. The DevOps
Nine Pillars define what must mature. The
DevOps Blueprint shows how delivery work is
organized. Continuous governance,
measurement, and feedback make the system
capable of improvement over time.

The model matters because DevOps now
operates under greater load. Cloud platforms,
distributed architectures, security obligations,
regulatory expectations, and Al-generated
work all increase the need for a disciplined
operating model. Teams need autonomy, and
the organization needs alignment. Those
requirements can coexist only when the
system is designed deliberately.

The chapters that follow expand the individual
capability areas in depth. This chapter provides
the map. The rest of PART TWO explains how
each capability contributes to the whole
system and how organizations can assess,
govern, and improve it in practice.

An operating model is useful only when it helps
teams deliver value more safely and visibly and
learn more effectively from real work.
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This chapter examines Leadership and
Collaborative Culture, two interdependent
practice domains in the DevOps Nine Pillars.
Both are primary enablers of effective DevOps.
Both are also common failure points when
organizations change tools without changing
the conditions in which teams work. DevOps is
often introduced through automation,
pipelines, cloud platforms, and delivery
practices. These capabilities matter, as they
give teams a technical advantage when the
right operating conditions already exist.
However, technical capability eventually
reaches the boundary set by leadership
behaviour and organizational culture.

At scale, the largest constraints often sit
outside the pipeline. They appear in funding
cycles, approval structures, conflicting
incentives, ownership boundaries, risk
tolerance, and the trust level between
development, operations, security, product,
and governance groups. A team can improve
its build process and still be constrained by
slow decision-making. A platform can provide
excellent tooling and still fail when leaders
reward local optimization.

Al-native engineering adds a leadership
challenge because it increases the speed and
volume of work that teams must trust, review,
and govern. Leaders must create conditions
for responsible use: clear accountability,
practical guardrails, disciplined review, and

a culture in which teams can challenge
Al-assisted outputs without slowing valuable
learning or delivery.

The chapter defines culture through

observable behaviour, describes the

/ leadership shift from task control to system
/s

enablement, introduces human-Al trust as

a management concern, and connects
organizational design to flow, ownership, and
accountability.

It is most relevant to leaders, transformation
sponsors, product and technology executives,
and senior practitioners, as well as platform
leaders, security leaders, and anyone
responsible for making DevOps work across
organizational boundaries.

9.1leadershipasa
system enahler

DevOps transformations frequently struggle
because they are treated as engineering
initiatives rather than organizational change.
Leaders approve new tools, fund automation
programmes, and announce a new operating
model while leaving the old decision system
intact. The pipeline improves, yet delivery
remains slow. Builds become automated, yet
release approval remains manual. Teams talk
about ownership, yet risk and funding
decisions remain far from the actual work
(Edmondson, 1999; Westrum, 2004).

Leadership defines the operating environment.
In the DOI® Operating Model, Leadership is the
practice domain concerned with creating and
sustaining the organizational conditions in
which DevOps can operate effectively. It
shapes priorities, funding, governance, and
decision rights. It also determines staffing,
incentives, and tolerance for learning. Leaders
are the people who exercise this responsibility
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through their roles and decision authority; they - Fund long-lived product and platform
are not limited to a single formal leadership capability.
team. Teams, on the other hand, operate inside - Move governance from late approval to
those conditions every day. When leaders ask embedded control.
for faster flow while maintaining slow approval - Align security, operations, product, and
paths, teams receive mixed signals. Likewise, if engineering objectives.
leaders ask for shared ownership while - Give teams authority to make decisions close
measuring departments separately, local to work.
optimization becomes rational behaviour. + Define clear boundaries for acceptable risk. 00
Leaders do not install DevOps, but they create Together, these decisions create the operating o
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Table 5.1 Leadership responsibilities

What leaders do

Leadership responsibility

Set direction

Define priorities, funding, and
decision rights.

Expected outcome

Teams work towards shared goals

Design the operating environment

Remove constraints and embed
governance.

Faster, safer flow

Enable teams

Provide platforms, skills, authority,
and incentives.

Greater autonomy and ownership

Establish governance

Define guardrails, accountability,
and performance signals.

Safe, controlled delivery

Learn and improve

-

Review evidence, remove recurring
blockers, and enable adjustments.

Continuous improvement

J

Managing constraints is one of the primary
ways leaders continuously improve the
operating environment. Leaders should know
where work waits, where decisions queue,
where teams depend on overloaded
specialists, and where fear prevents honest
reporting. A leader who cannot name the
main constraints in the delivery system is
managing through hope. However, hope is a
poor operating model, especially when
Al-assisted delivery increases the speed and
volume of artifacts entering the system.

This does not mean leaders should become
pipeline administrators. Their responsibility
sits at the level of system design: clarifying
intent, allocating investment, removing
friction, and creating feedback loops. They

.
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also ensure teams have the skills, platforms,

and authority to build and operate services
responsibly. Just as importantly, they make
trade-offs visible early enough to support

informed decisions.

Leadership alignment matters because
DevOps crosses functions. Technology leaders
cannot change compliance policy alone;
security leaders cannot change delivery
ownership alone; product leaders cannot fix
production reliability alone; and finance
leaders cannot always see which funding
choices create technical debt. Effective DevOps
leadership requires alignment across products,

Leacierskép tesk

A leadership team can claim it
supports DevOps when it can explain
which constraints it has removed,
which decisions it has moved closer
to teams, which guardrails it has
automated, and which outcomes have
improved as a result.
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Culture starts with what leaders consistently
reward. Praising teams for hiding risk until the
release date teaches the organization that

appearances matter more than transparency.

an incident.

technology, operations, security, risk,

architecture, finance, and human resources.
That alignment must be practical and visible,
showing up in funding decisions, role
expectations, measurement reviews,

and the removal of blockers.

Punishing teams for reporting production
defects honestly discourages openness and
makes the system less safe, even if the metrics
appear to improve. Likewise, funding choices
send the same signal: prioritizing new features
while neglecting platform, reliability, and
security work allows technical debt to
accumulate. Eventually, the organization has to
repay it, and the invoice usually arrives during

The practical work of leadership is to make the
desired behaviour easier than the old one by
ensuring that:

evidence is easier to produce

secure defaults are easy to consume



dependency blockers are visible
incident learning is safe
Al-assisted output is traceable.

This is the steady craft of leadership in
DevOps. Itis less dramatic than a
transformation launch, and far more
important.

9.1.1 From manager
to enabler

Many managers were trained in operating
models built around assignment, approval,
escalation, and control. These behaviours can
be useful in stable work with predictable tasks.
DevOps work is different, as it crosses
systems, disciplines, and sources of
uncertainty. In this context, leadership shifts
from directing individual activity to improving
the conditions in which teams make
responsible decisions.

This transition can be uncomfortable. For
many leaders, control is often associated with
personal approval: attending release meetings,
reviewing status reports, and signing off on
changes can make them feel close to the work.
However, DevOps requires a more durable
form of control. This form of control relies on
clear intent, automated checks, observable
signals, policy guardrails, and teams that can
act responsibly within known boundaries. In
this model, control moves into the system
rather than sitting in the manager’s calendar.

An enabling leader gives teams the context
they need to make sound decisions. Teams
should understand the business goal, risk
appetite, customer impact, operational
constraints, and boundaries for action.
This requires more than a slogan about

e ©© © 0 0 0000000000000 0000000000 00 0,
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Leader behaviour shift

The useful question moves from
“Who is late?” to “What in the system
is slowing responsible delivery?”
That shift sounds small. In practice,
it changes the entire management
conversation.
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empowerment. Decision rights must be
explicit: teams need to know what they can
decide independently, what requires
consultation, what requires evidence, and what
crosses a risk threshold. Table 5.2 summarizes
the typical transition from older management
patterns to more effective leadership patterns.

Removing blockers is core leadership
behaviour. Blockers may include unstable
environments, delayed security reviews,
unclear product ownership, and brittle release
approvals, as well as underfunded platform
work, missing skills, and vendor constraints.
They may also include architectural
dependencies that force teams to coordinate
with one another. These blockers are rarely
solved by asking teams to work harder. Instead,
they require leadership attention because they
sit across organizational boundaries.

The leader also acts as a translator between
organizational intent and team reality.
Executives may care about market
responsiveness, operational resilience, audit
readiness, and cost control.

Table 5.2 Leadership shift from control to enablement

Old control pattern ‘ Enabling leadership pattern

Assign tasks

Clarify intent, outcomes, and decision rights.

Approve every step

Set guardrails and risk thresholds.

Escalate answers

Remove blockers and support decisions close to the work.

kControI the process

Coach capability and improve the system around the teamj
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Teams, on the other hand, experience those
goals as work items, deployment constraints,
incident load, tool friction, and dependency
gueues. A capable leader connects these
perspectives without flattening either one.
The team needs strategic context, and the
organization needs truthful operational
evidence.

Coaching becomes more important as
autonomy increases. An enabling leader does
not disappear; they shift their focus to
developing judgement, strengthening team
capability, and helping people understand
trade-offs. This includes coaching teams to
use metrics, interpret production signals,
work with security partners, assess Al-
generated outputs, and escalate risk without
creating panic.

The transition also requires patience. Teams
that have spent years waiting for approval will
not become autonomous simply because an
executive asks them to. They need practice,
support, and repeated evidence that leaders
will respond differently when uncertainty
appears. If the first honest failure leads to
blame, the old system will quickly return.
People are practical: they believe more in
repeated behaviour than leadership language.

A good DevOps leader remains accountable
for outcomes. Enablement is not abdication. It
requires sharper attention to the health of the
system, stronger evidence, and better follow-
through. Leaders should review outcomes,
constraints, and learning with the same
seriousness they once applied to task status.
The work is more demanding because it
requires judgement rather than escalation
theatre.

W
TN
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Al changes the leadership transition
by making activity easier to increase
without necessarily improving the
system. More generated code, tests,
tickets, or incident summaries can
Create the appearance of progress.
Enabling leaders therefore ask
whether Al-assisted work improves
flow, what evidence demonstrates its
value, what controls validate it, and
who remains accountable when the
output is wrong. They also help teams
develop the judgement needed to
assess Al-generated work and escalate
risk appropriately.
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9.1.2 Building and
sustaining
human-Al trustin
engineering teams

Al'is now part of the engineering operating
model. It may assist with code generation, test
creation, documentation, and incident analysis,
as well as security triage, change risk
assessment, and operational recommendations.
These capabilities can reduce repetitive work
and help teams reason across more information
than they could manually process. They also
introduce failure modes that are easy to
underestimate when the output looks polished
(NIST, 20233; DORA, 2025).

Trust in Al should be calibrated, rather than
blind or completely absent. In particular, blind
trust creates risk while blanket distrust wastes
capability and drives shadow adoption. By
contrast, calibrated trust means teams
understand where Al is useful and where it is
weak, how outputs are validated, and who



remains accountable. This is a cultural
requirement as much as a technical one.

A human-Al trust model starts with approved
use. Teams need practical guidance about
which Al tools and models they may use, what
data can be entered, which work products may
be generated, and which outputs require
review. Vague permission leads to inconsistent
practice. Conversely, vague prohibition often
creates unobserved work outside the
governed system.

The second component is provenance. A team
should be able to understand whether code,

a test, a runbook, a configuration change, or an
incident summary was created by an individual,
assisted by Al, or generated only by an

Al workflow. Provenance does not need to be
heavy for every low-risk artifact, but the
delivery system should capture enough
information to support review, traceability,

and learning.

Human review remains central. Therefore,
Al-generated output should enter normal
engineering controls. For example, code
requires review, while tests require a review of
their intent and usefulness. In the same way,
documentation requires accuracy checks,
while incident summaries require comparison
against evidence. Security recommendations
also require validation against threat context.
This matters because an Al-generated answer
can be confident and wrong. In other words,
confidence and correctness are different
properties.

Validation should be proportionate to risk.

For example, a generated unit test for a
low-risk utility may require ordinary review.

By contrast, a generated infrastructure policy,
production remediation script, security
exception, or deployment recommendation
needs stronger evidence and approval. Review
thresholds should therefore be defined before
an incident forces decisions under pressure.

Operational feedback closes the trust loop.
After Al-assisted work enters the system,
teams should examine how it performs:

Did Al-generated tests catch meaningful
defects?
Did Al incident triage reduce recovery time?

@ ©© © 0 0 0 0000000000000 0000000 000 0 0,
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Human-Al Erust ques&iov\s

+ What can the Al system do?

+ How do we know whether its output
is reliable?

+ Who reviews the output?

+ What evidence is required before
use?

How do we improve the workflow
when the output fails?
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Did a deployment risk score correctly identify
dangerous changes?

Did Al-generated documentation remain
accurate?

These questions keep adoption tied to
evidence rather than theatre.

Leaders must also account for privacy,
intellectual property, security, and compliance.
Data used in prompts or training workflows
may contain sensitive information. In addition,
generated output may reflect licensed
material, outdated assumptions, or insecure
patterns. For this reason, teams need clear
policies and support for tooling. Asking
engineers to make individual policy decisions
at speed is unfair and unreliable.

A healthy culture treats Al errors as learning
opportunities. If people are punished for
admitting that an Al-generated artifact failed
review or caused confusion, teams will hide
problems. Similarly, if every Al issue becomes
a reason to ban useful tools, teams will route
around governance. The better pattern is
disciplined use, visible evidence, and steady
improvement of prompts, models, workflows,
and controls.

Human-Al trust should be earned through
evidence. Teams should know what the Al
system is allowed to do, what data it may use,
how outputs are reviewed, and when human
approval is mandatory.
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The core principle is straightforward. Al can
assist engineering judgement, but it cannot
own organizational accountability. People,
teams, and leaders remain responsible for the
systems they deliver and operate. That
responsibility should be built into the culture
before Al becomes routine work.

9.2 Collahorative
Cultureas a
system enahler

In the DOI® Operating Model, Collaborative
Culture is the practice domain concerned with
the behaviours, norms, and working
relationships that enable people to share
ownership, collaborate across boundaries,
learn from evidence and failure, and improve
the delivery system together. Collaborative
Culture is reinforced by organizational
structure. Teams are more likely to adopt and
sustain DevOps behaviours when the
operating environment supports the desired
way of working. This includes organizational
design, interaction models, leadership, and
measurement. Culture becomes durable when
these elements consistently reinforce shared
ownership, fast learning, and responsible
decision-making. Team boundaries should
support flow and accountability, while cultural
indicators should expose friction, fear,
dependency, and weak learning without
turning measurement into surveillance. This
section connects Collaborative Culture with
organizational design and the evidence leaders
can use to improve the operating environment.

9.2.1 Defining
a DevOps culture

A DevOps culture is a pattern of behaviour that
helps teams deliver useful change safely and
repeatedly. It can be seen in how people raise
risks, how teams handle incidents, how
security participates in design, how leaders
respond to bad news, and how product

decisions account for reliability and operational
consequences. Culture is visible in ordinary
work long before it is visible in a presentation
(Edmondson, 1999; Westrum, 2004; Forsgren
etal., 2018).

The foundational elements are familiar, though
they are often underdeveloped:

Psychological safety allows people to
speak about uncertainty, weak assumptions,
operational risk, and mistakes without fear of
personal punishment.

Shared ownership keeps teams
accountable for the services they build,
deploy, operate, secure, and improve,
Blameless learning turns failure into a
source of system improvement.
Transparency makes work, risk, and
trade-offs visible.

Continuous improvement keeps the
organization from treating today's process
as a permanent process.

Psychological safety deserves careful
treatment. It is sometimes mistaken for
comfort. In engineering organizations, it can be
understood as permission to raise concerns
early. Ateam member should be able to say
that the deployment plan is risky, the test data
is poor, the architecture is too coupled, the
Al-generated code needs review, or the
deadline is forcing unsafe behaviour. Leaders
who ask for transparency and punish
discomfort will get silence.

Shared ownership changes the conversation
around delivery. Development, operations,
security, product, and platform groups cannot
independently optimize their own narrow
objectives and expect the whole system to
improve. A developer who never sees
production behaviour is missing part of the
engineering problem. A security specialist who
only appears at the end of the release process
arrives too late. A product owner who ignores
operational risk will eventually ship customer
dissatisfaction.

Blameless learning does not mean absence of
accountability. It means the organization first
examines the conditions that made the failure
possible while recognizing that people still
have responsibilities, standards still matter,
and poor practices still require correction.
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A team has a DevOps culture when
people can raise risks early, improve
the system after incidents, build
security into daily work, and use
production evidence to guide the next
change. KEY
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The difference is that incident reviews begin
with curiosity about the system rather than

a search for someone to blame. Experienced
operations professionals learn this lesson over
time because complex systems rarely fail for

a single reason. More often, failures emerge
from a combination of weak signals, time
pressure, assumptions, hidden dependencies,
and missing feedback.

Transparency provides raw material for
improvement. Teams need visibility into flow,
quality, reliability, security, cost, and customer
impact. They also need visibility into blocked
work, work that is hidden, and work that is
being repeated because the system did not
learn the first time. In a healthy culture,
transparency is useful rather than ceremonial.
The numbers lead to better decisions, not to
longer meetings.

A useful culture has both autonomy and
alignment. Autonomy without alignment
creates local variation and operational drift.
Alignment without autonomy creates slow
approval chains and learned helplessness.
The practical balance comes from clear goals,
explicit guardrails, shared metrics, and
platforms that make good practices easy to
adopt. When these conditions exist, teams
can move quickly while staying connected to
enterprise outcomes.

Culture must be reinforced through routines.
Planning should include operational risk and
dependency review. Code review should
include maintainability, security, and
operability. Incident reviews should create

e e 0000000000000 0000000000000 00 °

action items that leaders fund and teams
complete. Roadmap decisions should also
consider reliability, technical debt, and
platform capacity. If the routines do not
change, the culture remains mostly language.

9.2.2 Organizational
design for DevOps:
team topologies and
interaction modes

Culture is shaped by structure. Teams cannot
behave with end-to-end ownership when the
organization forces work through constant
handoffs. They cannot move quickly when
every meaningful change depends on
overloaded shared teams. They cannot own
reliability when operations knowledge sits
downstream. In DevOps, the architecture of
the organization becomes part of the
architecture of delivery (Skelton & Pais, 2025).

Traditional functional structures often optimize
specialization. Development writes code,
operations runs systems, security reviews risk,
quality assurance tests software, and release
management coordinates deployment. This
can provide deep expertise, but it also creates
queues when work requires fast feedback
across disciplines. DevOps therefore requires
team boundaries and interaction models that
support flow, shared ownership, and timely
access to expertise.

Stream-aligned teams form the foundation.
They own a product, service, or value stream
from its conception through its operation and
improvement. To do this well, they need
product context, engineering skills, operational
awareness, security expectations, and access
to platform capabilities. They do not need
every specialist embedded permanently.

Yet they do need enough authority to avoid
turning each change into a negotiation.

Platform teams support this ownership by
making the safe path easier to follow. They
provide reusable internal capabilities such as
self-service environments, pipeline templates,
deployment patterns, observability defaults,
security controls, and operational tooling.
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A good platform reduces cognitive load
without taking accountability away from
product teams. If it becomes a ticket queue,
the organization has recreated the old
bottleneck using new language.

Together, these team types create an
ecosystem in which stream-aligned teams
remain responsible for delivery while drawing
on platform capabilities, specialist expertise,
and temporary enablement when needed.

Enabling teams help other teams build
capability. They may coach test automation,
observability, cloud practices, DevSecOps,
incident learning, or Al validation. Their success
is visible when the teams they support become
more capable over time. An enabling team that
has become a permanent approval body has
lost its purpose. Enablement should reduce
dependency, not institutionalize it.

Some work still requires deep specialist
expertise. Complicated subsystem teams may
be necessary where that expertise is genuinely
required. Examples include cryptography,
high-performance data platforms,
safety-critical control logic, model-serving
infrastructure, or specialized hardware
integration.

Their value depends on carefully managed
interfaces. Without those boundaries,
specialist knowledge becomes a constraint
on ordinary delivery work.

&&&

Interaction modes matter as much as team
types. Teams should know whether they are
collaborating, consuming a platform as a
service, or receiving facilitation from an
enabling team. Informal dependencies are
expensive because they remain hidden until
planning fails. Explicit interaction modes make
coordination manageable. They also make it
easier to see when a dependency should be
removed through architecture, self-service,
automation, or clearer ownership. Figure 5.2
illustrates how stream-aligned teams interact
with platform, enabling, and specialized
subsystem teams to support delivery while
reducing unnecessary coordination.

Reorganization alone rarely creates DevOps
maturity. Moving boxes on an organization
chart can clarify reporting lines, yet flow only
improves when decision rights, funding,
platforms, architecture, and measurement
change with the structure. A team renamed
as a product team will still struggle if it
depends on five approval queues and cannot
observe its service in production.

Organizational design should be reviewed as
evidence emerges. Repeated blockers are
design signals. An ignored platform may not be
solving real user problems. Late security
findings may indicate that security and delivery
are interacting too late. DevOps culture
becomes more durable when the structure
supports the behaviour expected from teams.




.

Stream-aligned teams
=T
( Enabling team - capability transfer ) ( Specialized subsystem team )
Figure 5.2 ) DevOps team topologies and interaction modes'
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Desigh rule

Organize teams around the flow of value
wherever possible. Use platform and
enabling teams to reduce cognitive load.
Keep specialist teams focused on
genuinely specialized work with clear
interfaces. Make team interactions and
dependencies explicit, and redesign
recurring dependencies that constrain
flow through clearer ownership, self-
service, automation, or architecture.
Review organizational design as evidence
emerges, rather than treating team
structures as permanent.
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Al-native work requires provenance,
validation, evidence, and accountable
oversight. In culture terms, this means that
teams must be comfortable challenging

Al outputs, admitting when generated
work is weak, and using Al neither as magic
nor as something forbidden by default.
Mature teams treat Al as assistance within
a controlled engineering system.

Al-native delivery also raises
organizational-design questions: which
Al capabilities belong to product teams,
which should be provided by platforms,
and which require central governance.
As Chapter 3 explains, the aim is to
preserve useful autonomy while reducing
unmanaged variation.

AI-RELATED
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9.2.3 Measuring culture:
leading indicators
and system signals

Culture is difficult to measure directly, but it
can be observed through behaviour. Leaders
should be cautious with sentiment surveys as
the only evidence. Surveys can reveal useful
patterns, yet they rarely explain how work
moves. A stronger view combines qualitative
feedback, delivery data, operational signals,
incident learning, team health, and observable
leadership behaviour (Westrum, 2004;
Forsgren et al.,, 2018).

The purpose of cultural measurement is not
judgement but improvement. It should not
rank teams or create a public scoreboard for
psychological safety, but help leaders identify
friction, fear, overload, or misalignment. When
people believe the measurement system will
be used against them, they manage the signal
and the organization gets another dashboard,
with less truth.

Leading indicators matter because lagging
indicators arrive late. Attrition, major incidents,
missed commitments, and audit failures usually
appear after the system has been unhealthy for
some time. Earlier signals include repeated
escalations, blocked work, low participation in
retrospectives, unresolved incident actions,
delayed security engagement, hidden work,
poor on-call experience, and teams that avoid
raising uncomfortable information.

No single metric can describe organizational
culture. Instead, leaders should look for
patterns across multiple indicators: early risk
reporting, incident follow-through, cross-
functional participation, reduced handoffs,
faster decisions, and the safe exposure of
weak signals before they become failures.
These indicators show whether the
environment supports learning, collaboration,
and continuous improvement.

Interpreting cultural indicators

Delivery metrics can reveal cultural issues
when interpreted carefully. Long lead times
may indicate approval queues, excessive
dependencies, or unclear ownership.

Rising change failure may indicate weak testing,
poor review, rushed work, or inadequate
operational learning. Low deployment
frequency may indicate technical constraints,
risk aversion,

or governance friction. Metrics rarely explain
themselves. They should start conversations
with the teams closest to work.

Incident learning is one of the clearest cultural
signals. An organization that claims to be
blameless should be able to show completed
post-incident actions, improved runbooks,
better alerting, revised tests, architecture
changes, and clearer ownership. Incident
review without action teaches cynicism.

A postmortem that sits in a folder has not
improved the system.
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Human-Al trust needs its own
evidence. Leaders should watch
whether teams use approved tools,
record provenance where needed,
review generated outputs, report
Al-related failures, and improve
prompts or controls based on
feedback. They should also check
whether Al adoption reduces cognitive
load or adds review confusion.
Psychological safety can be observed
in ordinary meetings. In practice, these
behaviours become visible through
guestions such as:

- Do people raise risks before they
occur in incidents?

+ Do junior engineers challenge
assumptions?

+ Do security specialists feel invited
into design discussions?

+ Do operators feel heard when they
describe production fragility?

+ Do teams admit when Al-generated
artifacts are weak or misleading?

Together, these behaviours show
whether culture can process truth.
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Measurement cadence matters. Cultural
signals should be reviewed close to the work,
not only in quarterly executive meetings.
Team retrospectives, operational reviews,
incident reviews, value stream reviews, and
platform feedback sessions all provide
evidence. One complaint may be noise, but
the same complaint across teams is usually

a system signal.

Leaders should respond to cultural indicators
with visible action. When teams report
dependency waits, leaders should reduce the
dependency or fund the platform capability.
When on-call load is damaging team health,
they should adjust service ownership, alert
quality, and staffing. Moreover, when Al use
is inconsistent, they should provide practical
guardrails. Measurement earns trust when
people can see that truthful signals lead to
better conditions.

Table 5.3 Leading indicators of DevOps culture

Leading indicators
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Warning sign

Culture is becoming unsafe when bad
news arrives late, metrics look perfect,
incident actions remain open, and
teams describe problems privately

that they will not raise in normal
forums.
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Leadership response
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Team behaviour Retrospectives, escalation, collaboration Support a blameless culture; remove
blockers
Delivery flow Lead time, deployment frequency Value stream analysis

Incident learning Closed actions, runbooks

Strengthen learning

\AI trust Review quality, provenance, approved tools | Improve Al governance Y,
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9.3 Leadershin,
security,
and shared
ownership

Security leadership is essential. The Chief
Information Security Officer (CISO) and
security organization provide risk strategy,
policy direction, specialist expertise, threat
awareness, and oversight. Those
responsibilities remain important in DevOps.
The failure occurs when DevSecOps is treated
as security's responsibility alone. Secure
delivery then becomes a gate owned by a
separate function rather than a capability
embedded across the delivery system.

When one silo owns DevSecOps, predictable
behaviours appear. Engineering teams wait for
security approval rather than building security
into the workflow. Security teams become
overloaded with reviews and exceptions.
Product leaders treat security findings as
external delays. Platform teams may
implement controls without enough user
feedback. Risk becomes visible late, when the
cost of correction is high.

The better model is shared accountability
with clear roles. Security leadership defines
expectations, policies, risk thresholds, and
specialist guidance. Engineering leaders make
secure engineering capability part of team
practice. Product leaders include security and
resilience in prioritization. Platform teams
provide secure defaults, reusable controls,
policy as code, and automated evidence.
Teams remain accountable for the security

of the services they build and operate.

This model reduces bottlenecks by making
security part of everyday delivery. Threat
modelling informs design, pipeline checks
identify dependency and secrets issues early,
infrastructure policies apply automatically, and
evidence is captured continuously. High-risk
exceptions still receive human review, but
ordinary secure delivery becomes part of
normal work.

Al-native DevSecOps reinforces the need
for shared ownership. Al-assisted artifacts,
prompts, agents, datasets, and operational
workflows require approved tools, validation
pathways, escalation rules, and clear
accountability. Security experts set the
guardrails, while teams apply them in daily
engineering work.

A security champion model can support this
shift. Champions help teams understand secure
coding, threat modelling, risk-based
prioritization, and incident learning. They do not
replace security specialists; they bring security
knowledge into team routines. The role needs
time, training, recognition, and a community of
practice. Otherwise, it becomes another title
added to an already overloaded engineer.

The leadership lesson is direct. DevSecOps
should have executive sponsorship and
specialist security leadership, while ownership
of secure delivery must be distributed. The
measure of success is simple. Teams should be
able to move faster because the safest path is
easier to follow, and security leaders should
spend less time chasing preventable issues at
the end of the process.
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Am&é—lm&erm box: “Our CISO
owns "DevSecOps."

The belief: This statement usually
sounds responsible.

The reality: It often produces the
opposite effect. It places secure
delivery inside a separate silo and
allows the rest of the organization to
treat security as somebody else’s work.

The better pattern: The CISO

leads risk strategy and security
expectations. Product, engineering,
platform, operations, and security
share responsibility for secure delivery
outcomes.
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Case A - Northstar Financial
Services (composite): leadership
response after a failed
deptovmev&

A payment-service deployment failed

during a high-pressure reporting period.

An engineer had raised a concern about

a configuration dependency in a team
channel, but the concern was not escalated
because the schedule was already under
scrutiny. When the service degraded, the first
management reaction was to ask who had
approved the change.

The accountable executive changed the
tone of the response. She stated that the
purpose of the review was to understand
the conditions that made the failure likely,
protected participants from retaliation,

and paused discussions of individual
performance. The review found an unclear
deployment decision owner, an unrehearsed
rollback path, a noisy alert, and an incentive
that rewarded meeting the date more visibly
than exposing risk.

© © 0 0 0 0 0 0 0000000000000 0000000000000 0000000000000 000000000000 00000000000000 00

Northstar named one accountable owner
for the deployment decision, created an
explicit escalation route for unresolved risk,
rehearsed recovery for the service, and
tracked learning actions to completion.

The next release was delayed while the
platform team corrected the configuration
pattern. Leadership accepted the delay
rather than asking the team to hide the
remaining risk.

The important cultural signal was not the
wording of the values statement. It was

what leaders did when bad news became
expensive. Engineers subsequently raised
weak signals earlier because the organization
had demonstrated that transparency would
lead to system improvement rather than
punishment.

Transferable lesson: Culture is observable
in stressful decisions. Psychological safety,
accountability, and learning become real
when leaders protect early risk reporting,
examine system conditions, and fund the
corrective work.

.
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DECISION AND ACTION GUIDE

Executive decision: The executive
team defines not only the leadership
behaviours expected when bad
news arrives, but also the decisions
that move closer to teams, the
incentives that must change, and the
accountable owner for unresolved
systemic constraints.

Role-specific actions: Managers
create safe escalation paths and
remove blockers; team leaders close
incident-learning actions; people
leaders review incentives; coaches
support the behaviour change.

Evidence to review: Risks raised and
acted on, decision latency, completed
learning actions, team-health signals,

removed dependencies, and repeated
problems that remain open.

9.4 Chapter
summary

Leadership and Collaborative Culture
determine whether DevOps becomes

a durable operating capability. Tools,
automation, pipelines, and platforms provide
important mechanisms, but they cannot
compensate for fear, unclear ownership,
conflicting incentives, late security
engagement, unmanaged dependencies,
or leadership behaviour that rewards local
optimization. The operating environment
determines what teams can sustain.

Al-native delivery raises the importance of
both leadership and culture. On the one hand,
leaders create the conditions for responsible
Al use through clear accountability, practical
guardrails, and evidence-based review. On the
other hand, culture determines whether teams
can challenge generated outputs and improve
controls without fear.

The next chapters move deeper into technical
and architectural capabilities. Those
capabilities can only scale when leadership
and collaborative culture support them.
DevOps begins to take hold when leaders
create conditions for flow, feedback, security,
resilience, and learning, and then adjust those
conditions when evidence shows the system
needs to change.
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This chapter is concerned with one of the most
important elements of that environment:
system design. It explains that DevOps
capability is constrained or enabled by the
design of the application being delivered.
Application architecture shapes the
constraints within which the DevOps delivery
system operates. Applications cannot be made
observable, testable, deployable, secure, or
governable by goodwill after they are built.
Those properties need to be designed into the
application architecture while the important
choices are still inexpensive to change.

Design for DevOps is therefore the practice
domain concerned with designing applications
so that the wider DevOps delivery system can
build, test, secure, deploy, observe, operate,
and improve them effectively.

DevOps performance is limited by application
architecture choices before DevOps processes
are automated. These choices influence
delivery flow, operational resilience, and the
ability to change the system safely. This
becomes more important in Al-native delivery,
where code, tests, configuration, prompts, and
operational recommendations may be
produced faster than the organization can
review them by hand.

This chapter is especially relevant to
application architects, senior engineers,
platform teams, engineering leaders, security
leaders, site reliability engineers (SREs),
product owners, and anyone who participates
in design review. The chapter also matters to
executives because many expensive delivery
constraints are created long before a

) programme asks for funding to remove them.
.//

6.1 Architecture as
a DevOps input:
decisions that
enahle or
constrain
delivery

Architecture is one of the earliest inputs into
DevOps performance. Tooling can automate
a weak design, but it cannot remove the
coordination cost created by poor
boundaries, hidden dependencies, unclear
data ownership, or runtime coupling. When
teams struggle to release independently, the
first useful question is often architectural, not
procedural (Forsgren et al., 2018; Nygard,
2018).

Architecture is therefore both a technical and
a leadership concern. Leaders influence
delivery by funding, prioritizing, and governing
the architectural decisions that determine
how teams build, test, deploy, observe, and
operate systems. Figure 6.1 illustrates how
architectural inputs shape DevOps
capabilities such as testability, deployability,
observability, security, reliability, and
recoverability, and how these capabilities
support delivery outcomes.

A delivery pipeline moves work through
a system that already has structure. In an
organization where every small change
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requires coordination across five teams, the
pipeline simply automates the delay. With
clear service boundaries, stable interfaces,
owned data, and observable behaviour, the
same pipeline becomes a reliable delivery
engine. The difference is designed before the
pipeline runs.

Architectural decisions affect build speed,
testing scope, deployment risk, recovery
options, and operational visibility. A shared
database, for example, can create release
coupling that no deployment tool can hide for
too long. A synchronous dependency chain
can turn one small service failure into a
customer-visible outage. A poorly defined
Application Programming Interface (API) can
make contract testing unreliable and make
every consumer team nervous about change.

Design for DevOps therefore starts by asking
how the application or system will be changed,
operated, and maintained. The design review
should consider service ownership, deployability,
testability, and observability, as well as security
boundaries, reliability, data lifecycle, policy
controls, and recovery behaviour. These topics
are operational design concerns and they
belong in the same conversation as scalability,
performance, and functional correctness.

Good architecture gives teams room to move
by reducing unnecessary negotiations,
providing natural places to automate
validation, and allowing failure to be detected,
contained, and diagnosed. It also makes
governance easier because controls can attach
to known boundaries. A useful design can be
imperfect, but teams still need to understand
it well enough to own it.
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Desigh review checkpoint

A useful DevOps design review

asks whether a team can test

a change, deploy it, observe it,

secure it, and recover from failures
without coordinating across half the
organization. When the answer is no,
the design has identified a delivery
constraint, even if the system appears
technically elegant on paper.
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The following sections focus on three design
qualities that have a particularly direct effect
on delivery flow: observability, testability, and
deployability. Security, reliability, operability,
recoverability, data, and governance remain
part of the broader design review and are
addressed where relevant in this chapter and
in the specialist chapters that follow.

6.1.1Designing for
ohservability:
making systems
understandable in
production

Observability is a design requirement. Like
service boundaries and interfaces, observability
is an architectural decision rather than an
operational enhancement. Teams should decide
what the system must explain before the first
serious incident asks the question. Logs,
metrics, traces, events, release metadata, and
business signals all become more useful when
they are planned as part of the system design
instead of scattered through the code after
production pain appears (Majors et al., 2026;
OpenTelemetry, 2026).

A production system needs to provide a clear
and connected view of what is happening.

A request should be traceable across service
boundaries, with logs that connect errors to
users, versions, feature flags, regions, and
dependencies. Metrics should describe both
technical behaviour and user impact. Events
should show what and when changed and
who was affected. Many organizations collect
data but still lack observability. They have
dashboards, but the dashboards do not
answer the questions that matter during an
incident. CPU, memory, and uptime may look
normal while a particular customer segment
cannot complete checkout. The issue may lie
in a dependency, a data contract, a feature
flag, or a release interaction. This is why
correlation matters. Effective observability
connects telemetry across services,
deployments, infrastructure, and business
events so teams can understand not only
what failed, but also why it failed and who was
affected.

Designing observability means deciding during
design what signals the system must emit and
how they will be correlated to explain
behaviour in production. Teams should define
which logs, metrics, traces, events, deployment
metadata, and business signals will be
collected, how trace and correlation identifiers
will propagate across services, and which
business events matter. They should also
define what evidence will support service-level
objectives (SLOs), incident response, security
detection, product learning, and privacy
requirements.

Good observability also supports design
improvement. Production traces may reveal

a dependency chain that needs simplification.
Error data may show that one integration
dominates customer pain. Al drift signals may
show that a model requires retraining or
stricter routing. Observability closes the design
loop by turning production behaviour into
evidence for the next architectural decision.
Every deployment becomes an opportunity to
improve the system rather than simply operate
it. In this way, observability supports both
reliable operations and continuous
architectural improvement.
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Before a service is considered ready
for production, the team should be
able to answer three questions:

+ How will we know it is healthy?

-+ How will we know users are harmed?

+ How will we know what changed
when behaviour shifts?

A design that cannot answer those
questions is not ready to operate
safely.
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Anti-pattern: “We’ll add
ohservahility later”

This anti-pattern appears when teams treat
observability as cleanup work. The system is
designed, built, and released; only after an
outage or customer complaint does the
organization ask for logs, metrics, traces,
dashboards, and alerts. By then, the system
may not expose the right boundaries,
identifiers, state transitions, business events,
or user context.

Retrofitted observability is often expensive
and disappointing. Dashboards appear, but
teams still cannot explain failures. Logs exist
but they do not correlate. Metrics show
resource health but miss user impact. Traces
cross some services and then disappear at a
critical dependency. The result is familiar to
anyone who has worked on a serious incident
with poor instrumentation: long calls,
guesswork, repeated redeployments, and tired
people staring at partial evidence.

The damage extends beyond incident
response. Poor observability weakens product
learning, security detection, reliability
management, architecture improvement, and
Al governance.

.

® 00 0000000000000 00000000000000000000000000 0 00

When a model, prompt, retrieval index, or
agent workflow behaves unexpectedly, teams
need telemetry that explains inputs, outputs,
context, version, policy outcomes, and human
intervention. Without that evidence, the

organization has speed without understanding.

The better pattern is to define observability
requirements during design. Services need
telemetry expectations before production;
critical user paths need signals for both
technical behaviour and user impact. Releases
need traceability, and Al-enabled features
need behavioural, safety, cost, and quality
signals. These decisions do not require a
complex monitoring estate on day one. They
require the system to emit the evidence
needed to operate and improve.

@ ©© © 0 0 0000000000000 00000000 000 0 0,
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Warning signs: The anti-pattern is
present when teams say they will add
logging after launch, when incident
reviews repeatedly ask for data that
was never captured, when dashboards
multiply without improving diagnosis,
or when business impact cannot be
connected to technical behaviour. It
is also present when Al features are
released without monitoring for drift,
refusal behaviour, grounding, cost, or
misuse.

The better pattern: Design the
signals with the system. Validate

that they work before production
exposure. Review them after incidents
and releases. Improve them as the
service evolves. Observability is one
of the most practical ways to make
design accountable to production
reality.
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6.1.2 Designing for
testability: enabling
fast, reliahle
feedback

Testability is an architectural quality. It
determines how quickly a team can learn
whether a change is safe. When a system is
difficult to isolate, difficult to configure, and
dependent on fragile environments, testing
becomes slow and untrusted. Slow feedback
Creates larger batches, delayed learning, and
more expensive defects (Humble & Farley,
2010; Hornbeek, 2024). Like observability,
testability must be designed into the system
rather than added after implementation.

Designing for testability starts with
boundaries. Components should expose
interfaces that allow them to be tested
independently, without recreating the entire
production environment. Service contracts
should be stable enough for consumer teams
to validate expectations. Test data should be
planned rather than improvised. External
dependencies should be simulated or
controlled where appropriate so that test
failures reveal system behaviour rather than
environmental noise.

A well-engineered test strategy uses different
levels of validation for different kinds of

confidence and overall test coverage. Table 6.1
summarizes their primary purpose. Unit tests
give fast feedback on local logic. Contract tests
protect service expectations. Integration tests
validate important paths across components.
Performance and resilience tests expose
scaling and failure behaviour. Security tests
validate assumptions about identity, data,
dependencies, and policy. Production
validation then confirms behaviour under real
conditions.

A well-designed system allows these tests to
run without heroic setup. Teams need
reproducible environments, clear
configuration, documented dependencies,
representative data, and observable test
results. A test that fails for unclear reasons
becomes a tax on delivery because it teaches
teams to ignore the pipeline. Ignored pipelines
eventually become expensive decoration.

A testable system reduces dependency on
individual memory. As a result, engineers
should be able to make a small change, run
meaningful tests, and understand the result.
In the same way, a security engineer should be
able to validate controls without waiting for a
quarterly review. At the platform level, teams
should be able to offer approved patterns that
make the common test path easy. In this way,
testability gives the organization a practical
way to meet test coverage goals and preserve
confidence as speed increases.

Table 6.1 Different validation levels and their purposes

Validation level ‘ Purpose

Unit tests

Provide fast feedback on code logic.

Contract tests

Protect service expectations between components.

Feature tests

Validate the feature works as expected.

Integration tests

Validate important paths across components.

Non-functional tests, including performance
and resilience tests

Expose scaling and failure behaviour.

Regression tests

Validate existing capabilities have not been broken.

Security tests

Validate assumptions about identity, data, dependencies,
and policy.

User acceptance testing

Validate the software change is acceptable to users.

kProduction validation

Confirm behaviour under real operating conditions. /




@ ©© © 0 0000000000000 0000000000 0000

Practical design questions

+ Can a team test the component in
isolation?

+ Can it validate contracts with
consumers and providers?

+ Can the test data be rebuilt?

- Can a failed test be explained quickly?

+ Can Al-generated artifacts pass
through the same validation
pathway as human-authored work?

These questions reveal testability
better than a percentage on a
coverage dashboard.
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6.1.3 Designing for
deployahility:
decoupling release
from deployment

Deployability is an architectural quality that
must be designed into the system through

.

.
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architecture, data strategy, runtime behaviour,

and operational controls. A team cannot

achieve low-risk release if every deployment
requires a large coordination event, manual
configuration, a shared outage window, or
synchronized change across many systems.
The pipeline may be automated, but the
release still behaves like a fragile ceremony
(Humble & Farley, 2010; Nygard, 2018).

Small, reversible, independently deployable
changes are easier to understand. They
reduce the amount of new behaviour
introduced at one time and make recovery
decisions clearer.

Designing for deployability requires support for:

backward compatibility
versioned interfaces

safe data migration
configuration management
traffic control.

These capabilities turn deployment into
routine engineering work.

One of the most useful design disciplines is
separating deployment from release.
Deployment moves code, configuration,
models, or infrastructure into an
environment. Release exposes value or
behaviour to users. A system that supports
feature flags, entitlement controls, canary
exposure, blue-green deployment, and
progressive rollout allows teams to deploy
safely while controlling when and how users
experience the change. Figure 6.2 illustrates
this distinction by showing how deployment,
release controls, user exposure, and recovery
work together to reduce delivery risk.

-

Deployment

Build artifact technical installation

—

k Designing for deployability

—

Users see value

Recovery path
rollback - roll-forward
traffic shift - degrade
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More broadly, deployability is the result of LTt .
design choices such as small changes, ‘Depiotjmehfz readiness
independent deployment, feature flags, . ques&iohs

backward compatibility, progressive exposure, .

rollback, and recovery, - Can this change be deployed

: independently?
Every meaningful change should have a * .+ Canit be hidden from users if
recovery path. In some cases, recovery means . needed?
rollback; in other cases, it means rolling . Can traffic be limited?
forward, disabling through a feature flag, : - Canthe change be reversed or
shifting traffic, repairing data, or operating a . disabled quickly?
degraded mode while the team resolves the © . Canthe team see the effect on
issue. For this reason, the design must make production?

those options available before the release is

A system that answers yes to these
under pressure.

questions has the foundation for safer

Good deployability helps governance as well release.
as speed. When evidence is complete, low-risk :
changes can move through automated . KEY
. MESSAGE

controls. By contrast, higher-risk changes can
trigger human review with the relevant context
already assembled. Consequently, the
organization gains control through repeatable
design rather than through late meetings and
spreadsheet approvals.
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Al-native delivery raises the cost of
weak architecture. Al-assisted work
increases the volume and variety of
changes entering the delivery system,
so designs need clear boundaries,
approved patterns, and systems that
remain observable, testable, secure,
deployable, and operable.

Al-enabled systems extend observability
requirements. A model, prompt,
retrieval index, or agent workflow

can be degraded without a code
deployment. Observability therefore
needs relevant signals about inputs,
prompt and model versions, retrieval
quality, confidence, safety outcomes,
cost, latency, and human escalation so
that teams can distinguish model drift,
configuration changes, and software
defects.

@ ® © © 0 0 0 0 0 0 00 00 0000000000000 0000 0000000000 0000000000000 0000000000000 000 00 o,

Al-native delivery also expands testing
requirements. Al-generated code

may look plausible and still violate
hidden design assumptions, while
Al-generated tests may increase

coverage without improving confidence.

Al-enabled product behaviour may
also be probabilistic, so the design
should define how deterministic

and probabilistic behaviour will be
tested, including appropriate ranges,
thresholds, confidence, drift, bias, and
unacceptable variation.

Finally, Al-native delivery expands

what must be treated as a controlled
deployment unit. Prompt templates,
model versions, retrieval indexes,

safety policies, routing rules, and tool
permissions should be versioned,
monitored, and reversible because each
can change production behaviour.

AI-RELATED
CONTENT
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6.2 Design enablers
and governed
constraints

Architectural qualities enable effective
DevOps. Those qualities become sustainable
only when teams can apply them consistently.
Architecture creates the conditions for change,
while platforms, Al validation, and technical-
debt governance provide the reusable
enablers and visible constraints that help

teams put those design decisions into practice.

Platforms reduce repeated work, Al validation
requirements define acceptable evidence, and
technical-debt governance keeps known
weaknesses from becoming hidden delivery
risk. Together, these practices make safe
design easier to use and harder to bypass.

6.2.1 Platform thinking
and internal
developer platiorms

Chapter 9 provides the canonical definition
and operating practices for Platform
Engineering and internal developer platforms.
The narrower purpose of this design section is
to identify what a product or service must
expose to platform capabilities before
implementation begins (CNCF TAG App
Delivery, 2023a; Fournier & Nowland, 2024;
Skelton & Pais, 2025).

Design should explicitly define the platform
contracts that every service is expected to
consume:

How the service will be built and deployed.
Which infrastructure modules the service will
consume.

How identity and secrets will be supplied.
What telemetry will be emitted.

Which policy checks apply.

How ownership will be registered.

What recovery path is required.

@ ©© © 0 0 0000000000000 00000000 000 0 0,

Al-enabled services add requirements
that must be designed into the
architecture rather than improvised by
each team. As explained in Chapter 3,
controls for model access, versioning,
evaluation, data handling, provenance,
cost, fallback behaviour, and escalation
should become reusable, platform-
consumable contracts.
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These decisions reduce late integration work
and make the safe path reusable.

Platform thinking turns repeated engineering
work into reusable internal capabllities. In
doing so, Platform Engineering reinforces the
operating environment described in Chapter 5
by making the safest and most effective
engineering practices the easiest ones to
adopt. The design test is whether teams can
use those capabilities without losing ownership
of the services they build and operate.

A team should also identify where the standard
path is insufficient. An exception may be
justified by workload characteristics,
regulation, specialized infrastructure, or

a genuine product constraint. The exception
should have a named owner, evidence, an
expiry or review point, and a path back to

a supported platform capability where
practical.

The platform does not own the service
outcome. Product and service teams remain
accountable for operability, security, reliability,
and value. Platform capabilities reduce
repeated work and cognitive load while
preserving that ownership.




6.2.2 Designing for
Al validation

Al validation is a design concern, not an
operational afterthought. When Al is used to
generate code, recommend changes, classify
risk, write tests, summarize incidents, make
predictions, or take operational action, the
delivery system needs explicit validation rules.
Those rules should exist before the team
discovers that generated output has crossed
a security, architectural, ethical, or compliance
boundary (Autio et al., 2024; NIST, 2024).
Validation should be proportionate to risk.

A draft documentation summary may require
only a light review, whereas a generated
infrastructure policy, security rule, database
migration, or autonomous remediation action
demands stronger evidence and clearly
defined approval thresholds. Those
thresholds should be established during
design, so teams are not forced to invent
governance in the middle of an incident.

Al-enabled product behaviour also needs
design-time validation. Recommendation
models, fraud classifiers, service chatbots,
and agentic workflows can behave differently
across users, regions, time periods, inputs,
and policy contexts. The design should
therefore define how these systems will be
evaluated, what acceptance criteria they must
meet, when human review is required, which
monitoring signals will be collected, how
recovery will be handled, and how exceptions
will be managed. These are core design
decisions that enable safe and reliable delivery,
not issues to be deferred to a governance
committee after implementation.

Explainability is part of validation. The
organization should be able to understand
why an Al-supported decision was made at

a level appropriate to the risk. A low-risk
developer suggestion may require only
ordinary code review. However, a customer-
impacting decision may require reason codes,
audit records, model version history, data
lineage, and evidence of human oversight.

Security requires equal attention. Prompt
injection, data leakage, unsafe tool use, model
tampering, and supply chain issues can enter
the system through Al features and
Al-assisted delivery workflows. Design should
define trusted model sources, approved data
use, prompt management, access control,
logging, and escalation paths. Al speed is
useful only when the surrounding control
model can keep pace.

@ ©© © 0 0 0000000000000 00000000 000 0 0,
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Al-generated output should enter the
same governed delivery system as any
other artifact. It needs provenance,
review, automated checks, evidence,
and ownership. The system should
record what was generated, what
context was used, which model or
tool produced it, who accepted it,
and which controls validated it. This is
basic engineering hygiene in Al-native
delivery.
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Design standard

Al-generated output is not production-
ready by default. Production

readiness is earned through
validation, governance, monitoring,
and accountable human review. The
design should make this path normal
rather than exceptional.
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Case B | Harbor Digital
Commerce (composite):
designing a customer capability
for safe change

Harbor planned a saved-payment capability
for its checkout service. The first design added
fields directly to a shared database, called

the payment provider synchronously, and
assumed that deployment and release would
happen together. The design could be built
quickly, but it made rollback difficult, coupled
several teams, and provided little evidence
about the customer path after release.

The design review changed the shape of the
work. The team adopted an additive schema
with a compatibility period, defined an API
contract, isolated provider failure behind a
resilient interface, and placed user exposure
behind a feature flag. The service emitted
correlation identifiers and

customer-facing outcome signals, and

the team defined rollback, roll-forward,

and feature disablement paths before
implementation.
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An Al-assisted fraud score was treated as

a separate version of behaviour. The design
included an approved model reference,
evaluation data, confidence thresholds,
explanation requirements, human fallback,
cost telemetry, and monitoring for drift.
These requirements entered the architecture
decision and backlog rather than being
added after the feature reached production.

The redesign required more effort before
implementation, but it reduced coordination,
simplified recovery, and enabled safer,
incremental delivery once development
began. It also allowed code, database,
provider integration, and Al changes to

be deployed independently and released
gradually. The team exchanged apparent
early speed for lower coupling and safer
learning.

Transferable lesson: Design for DevOps
means making validation, observability,
security, deployability, recovery, and Al
control properties explicit while important
choices are still inexpensive to change.
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6.2.3 Technical debht as
a DevOps risk

Technical debt is a DevOps risk because it slows
safe change, hides defects, increases security
exposure, makes recovery harder, weakens test
confidence, and raises the cost of learning.
Some debt is a deliberate trade-off, but
unmanaged debt eventually becomes a
constraint that shapes every future delivery
conversation (Cunningham, 1992; Kruchten et
al,, 2012).

Debt appears in many forms. Architecture debt
creates coupling and unclear ownership. Test
debt produces slow or untrusted feedback.
Security debt leaves unresolved vulnerabilities
and weak controls. Data debt creates brittle
integrations, undocumented meaning, and
difficult migration paths. Platform debt forces
teams into repeated manual work. Operational
debt appears as outdated runbooks, excessive
toil, and fragile recovery procedures. Regardless
of its form, technical debt follows a common
pattern: it reduces delivery capability until it is
identified, managed, and treated as an
operational risk.

Debt should be made visible in terms that
leaders can understand. It is not enough to say
the system is messy. Teams should connect
debt to delivery delay, defect escape, security
risk, incident frequency, audit effort, cost, and
lost product capacity. The more clearly debt is
tied to operational and business impact, the
easier it becomes to fund the work needed to
reduce it.

Prioritization matters because teams cannot
pay back every debt item at once. Good debt
management separates annoying debt from
constraint debt. Constraint debt limits flow,
creates unacceptable risk, or prevents the
organization from meeting a strategic goal.
That debt belongs to the product and
transformation backlog, with ownership,
dates, and visible trade-offs.

Governance should keep debt from becoming
invisible again. Architecture reviews, platform
standards, security controls, observability
requirements, and delivery metrics can all
expose debt early. The goal is continuous
debt management, not a heroic cleanup
project after the system becomes painful to
change.

@ ©© © 0 0 0 0000000000000 0000000 000 0 0,
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Al-native systems also create
architectural debt when prompts,
models, datasets, generated code,

or evaluation assets change without
versioning, review, or control. Chapter
3 discusses the importance of
provenance and validation; in design
work, the concern is whether these
assets remain maintainable, operable,
secure, and fit for future change.
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Practical debt categories

Classify debt by its effect on flow,
quality, security, reliability, operability,
cost, and Al governance. Then ask
which items are blocking safe change.
That answer is usually more useful
than a large backlog of unlabelled
cleanup tasks.
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DECISION AND ACTION GUIDE

Executive decision: The
technology executive accountable
for architecture requires designs

to address testability, observability,
security, deployability, operability,
recovery, and Al validation, and funds
the technical-debt work needed to
meet those expectations.

Role-specific actions: Architects,
product owners, engineers, SREs,
testers, and security specialists
document quality attributes,
contracts, failure modes, and
validation responsibilities before
implementation.

Evidence to review: Architecture
decision records, non-functional
requirements, interface contracts,
recovery tests, telemetry acceptance
criteria, and a prioritized technical-
debt backlog.

6.3 Chapter
summary

Design for DevOps is a practical discipline.

It asks teams to treat operability, testability,
deployability, security, governance, and
observability as normal design concerns.
These concerns do not slow good
engineering; they reduce expensive surprises
later. The distinction is important.

The strongest design decisions are often
modest. A clear service boundary, a stable
contract, a useful trace identifier, a versioned
prompt, a reversible migration, or a platform
template can remove weeks of coordination
later.

Weak decisions compound in the opposite
direction. They accumulate into delays, fragile
releases, difficult audits, and incidents that
take too long to understand.

Al-native delivery makes this chapter even
more important. As Al assists with code, tests,
documentation, configuration, risk analysis,
and operations, the surrounding system must
express intent clearly. Architecture, validation
rules, telemetry, and guardrails become the
shared language that enables both people and
automated systems to operate safely within
defined boundaries. Design is a primary
enabler of flow, resilience, and continuous
improvement. In summary:

DevOps capability is enabled or constrained
by design decisions made long before the
pipeline runs.

Architecture should be evaluated through
ownership, testability, deployability,
observability, security, recovery, and
governance.

Observability, testability, and deployability
are design qualities that reduce operational
risk and improve feedback speed.

Internal developer platforms help scale
good design by reducing cognitive load and
making safe patterns easier to use.
Al-native delivery requires validation,
provenance, monitoring, and human
accountability to be designed into the
workflow.

Technical debt should be governed as a
delivery and operational risk rather than
handled as an occasional cleanup task.

Adding observability after the system is built
is costly. The strongest systems are designed
to explain themselves in production.

Design review checklist

The following questions can be used in design
review, architecture review, or readiness
discussions. The questions are deliberately
straightforward. A mature organization should
be able to answer them without heroic
investigation.



Table 6.2 Design review checklist

Design area

Architecture

‘ Question

Can the owning team change the service
without excessive coordination?

‘ Evidence to look for

Boundaries, contracts, owned data,
dependency map

Observability

Can the team explain production
behaviour and user impact?

Logs, metrics, traces, events, release
metadata

Can feedback be obtained quickly and

Automated tests, test data, environments,

Testability trusted by engineers? failure clarity
Deployability Can the change be released gradually and | Flags, rollout controls, rollback or
recovered safely? disablement path
Platform Is the safest path easy for teams to use? Golden paths, templates, self-service,
support model
Al validation Are Al-generated and Al-enabled changes | Provenance, checks, thresholds, audit trail,

governed by risk?

monitoring

Technical debt

.

Which debt items constrain safe change or
Create unacceptable risk?

Risk register, backlog, ownership, funded
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This chapter defines the delivery engine.
Continuous Integration and Continuous
Testing are treated here as operating
disciplines that determine flow, quality, risk,
and confidence in change. They allow teams
to integrate change frequently, validate it
continuously, and keep confidence intact as
delivery speed increases. This becomes
more important when Al-generated artifacts
enter the same delivery stream as human-
authored work (Hornbeek, 2024).

This chapter is most relevant to practitioners,
engineering leaders, test leaders, platform
teams, security teams, and anyone responsible
for keeping the mainline healthy. Leaders
should read it as an explanation of the
conditions teams need to move quickly
without sacrificing control.

The delivery engine of DevOps is often
mistaken for a set of pipeline tools. That view is
too narrow. Delivery pipelines matter
significantly: they compile code, run tests, scan
dependencies, package artifacts, and produce
evidence. A pipeline cannot compensate for
poor integration habits, long-lived branches,
shallow tests, weak ownership, or unclear
quality standards.

Continuous Integration and Continuous Testing
are separate Pillars because they represent
distinct practice domains: integration keeps
changes small, frequent, and compatible in a
shared mainline, while testing provides evidence
that those changes behave as intended. They
are covered together in this chapter because,
in practice, frequent integration depends on
continuous validation, and continuous testing
gains much of its value by providing rapid
feedback on integrated change.

They shape how teams make changes, how
often those changes meet other changes, how
quickly evidence is produced, and how
confidently a release candidate can move
forward. The value is not in the number of jobs
configured in a build system, but in the speed
and quality of feedback.

Al changes the pressure on this part of the
system. Generated code, generated tests,
generated configuration, and generated
documentation can increase the amount of
material entering the pipeline. That additional
volume is useful only when integration, testing,
security, and review practices are strong
enough to absorb it. Otherwise, the
organization simply creates more work faster
than it can validate it.

11 Continuous
Integration as
a practice,
not a pipeline

Continuous Integration begins with the way a
team behaves around change. The Cl server is
an automation mechanism. The real practice is
the frequent movement of small, reviewed, and
validated changes into a shared mainline.

A healthy team integrates often enough that
defects, conflicts, and misunderstandings
remain small (Fowler, 2006; Humble & Farley,
2010).



Continuous Integration

and Continuous Testing

In weak Cl environments, work can appear
calm for days and then fail suddenly when
branches, configuration changes, test data
changes, and dependency changes meet. The
integration event becomes a discovery event.
Teams then spend time untangling conflicts
that could have been detected while the work
was still fresh. This is one of the oldest failures
in software engineering, and the tools have
never fully solved it.

Mature Cl practice has a few recognizable
habits. Changes are small. Developers commit
or merge frequently. Automated build, test,
and security checks run on every meaningful
change. The mainline remains in a known state.
When the mainline breaks, the team treats it as
shared work, restores it quickly, learns from
the failure, and improves the integration
process before continuing. Figure 7.1 illustrates
how frequent integration, automated
validation, and shared ownership work
together to maintain a healthy (green) mainline:
developers make small commits that integrate
frequently into a shared mainline or trunk.
Automated validation provides fast feedback
through build, test, quality, security, and gate
checks, while team behaviours such as shared
ownership and continuous improvement
support its reliability over time.

Small changes matter because they reduce the
amount of unknown material entering the
system. A one-line change can still be
dangerous, but it is easier to reason about it
than a large bundle of unrelated work. Small
batches also improve review quality. Reviewers
can examine intent, architecture, security, and
test adequacy instead of scanning a large diff
and hoping the important problems are visible.

Fast feedback matters because slow feedback
changes behaviour:

When builds take too long, developers stop
waiting for the signal.

When tests are unreliable, teams stop
trusting the signal.

When failures are hard to diagnose, teams
work around the Cl system.

Cl becomes effective only when the feedback
is fast enough and clear enough to influence
decisions during the workday. The same Cl
discipline applies to Al-generated artifacts,
which must enter the shared mainline through
the same integration and validation process as
human-authored work. Chapter 3 provides the
broader requirements for Al validation,
evidence, and accountability.
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fix quickly, learn, improve

FELT AR Continuous Integration as a team practice
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OPero&éhg guidance

Treat a broken mainline as a stop-the-
line signal. Fix it before adding more
work. A team that tolerates a red build
is choosing uncertainty as its working
state.
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Healthy Cl also requires stewardship of the
delivery pipeline itself. Build time, test stability,
failure diagnosis, and dependency behaviour
should be treated as team concerns. When the
pipeline becomes slow or noisy, teams begin to
work around it. A Cl system that people avoid
has stopped serving its purpose.

Teams should review Cl performance as part of
normal improvement work. Useful questions
include how long feedback takes, how often
builds fail for environmental reasons, how
often tests are quarantined, and how quickly

a broken mainline is restored. These questions
are operational, not administrative. They show
whether the delivery engine is healthy enough
to support faster flow.

1.1.1 Trunk-based
development and
feature hranching:
trade-offs

Branching strategy determines how integration
happens in practice and, therefore, how
quickly teams receive feedback. A team can
have an impressive pipeline but still have weak
Clif most work stays isolated for long periods.
Integration frequency is a behaviour. The
branch model either supports that behaviour
or makes it harder (Humble & Farley, 2010;
DORA, 2024).

Trunk-based branching keeps the shared
mainline close to the current state of work.

Developers integrate small changes frequently,
often using feature flags or other release
controls to keep incomplete functionality
hidden from users. This pattern supports fast
feedback because each change meets the
system early.

Feature branches can be useful. They support
isolation, review, and experimentation. They
become risky when they are long-lived, large,
or treated as private workspaces. A branch
that lives for weeks is a deferred integration
problem. The team may feel productive while
the branch grows, but risk is accumulating out
of sight.

The issue is not whether feature branches
exist, but how long work remains isolated from
the shared mainline. The practical guidance is
straightforward:

Keep branches short-lived.

Keep changes small.

Use pull requests as a review mechanism,
not as a storage area for unfinished design.
Use feature flags when code must be
integrated before functionality is exposed.
Delete stale branches.

Track branch age as an operational signal,
especially in teams that struggle with late
merge conflicts.

Some organizations cannot move immediately
to pure trunk-based development. Large
legacy systems, regulatory evidence
requirements, or tightly coupled release trains
may require an intermediate pattern. In those
cases, the goal should be to shorten branch
life, reduce batch size, increase automated
validation, and move the integration point
earlier. The branch model should evolve
towards faster feedback rather than become
an excuse for delayed learning. In fact,
Al-assisted development makes frequent
integration even more important: generated
work may make a branch look ready before
the system has proved it through build, test,
dependency, and security checks.

Branch metrics should be interpreted carefully.
For example, branch age, merge conflict
frequency, pull request size, and review latency
can expose integration problems. However,
these measures should guide improvement,
not punish developers.
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Practical checle

Ask how old the oldest active branch
is. Then ask whether anyone would be
surprised if it failed to merge cleanly.
The answer usually tells you more
than the branch policy document.
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Therefore, the useful conversation is about
why work is staying isolated and what the
system needs to integrate earlier.

Release branches are a special case. They may
still have a place in some environments,
particularly where packaged software,
regulated deployment windows, or long-lived
customer versions are involved. Even in these
environments, the same principles apply. In
fact, release branches are most effective
when they remain short-lived, rely on
automated validation, have a clearly defined
purpose, and do not evolve into parallel
product lines.

1.1.2 Integrating human
and Al-generated
artifacts

Modern delivery systems now receive artifacts
from multiple sources. People author code,
tests, configuration, documentation, and
infrastructure definitions while Al systems may
generate or modify the same kinds of artifacts.
Regardless of their origin, all changes should
enter the same governed delivery pipeline.

The pipeline must handle both sources without
creating a second, weaker path for Al-assisted
work (NIST, 2024; DORA, 2025).

An Al-generated artifact is not production-ready
simply because it was generated. It becomes
trustworthy only after meeting the same
evidence requirements as any human-authored
change. These include provenance, review, build
and test (automated validation), security and
policy checks, and evidence (traceability). Figure
7.2 depicts this unified approach.

Provenance is important. Teams should know
whether an artifact was written by a person,
generated by an Al system, or produced
through a combination of both. They should
also know the prompt or source context when
that information is relevant and safe to retain.

Human
changes

~

E’rovenanca—b[ Review ]—»(

Build
and test ]_’

Al-generated
changes

HE0 Ay Unified pipeline for human and Al-generated artifacts
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Conkrol PoiME

Keep Al-generated work inside the
normal delivery evidence trail. If the
organization cannot explain where an
artifact came from, it will struggle to
explain why it should be trusted.
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This does not require heavy ceremonies,
but enough traceability to understand how
a change was produced and who accepted
responsibility for it.

Unified pipelines prevent shadow delivery.
The latter occurs when generated artifacts are
copied into systems, scripts, environments, or
documentation without normal controls. It
often starts with convenience. Someone

uses Al to generate a deployment script or
configuration change and applies it directly
because the work seems small. Small,
unreviewed changes can still create
production risk.

The pipeline should therefore be designed as
the common intake point. It should accept
human-authored and Al-generated changes,
attach context, run the required checks,
produce evidence, and reject work that cannot
be validated. This approach keeps the system
understandable while ensuring accountability
remains with the team rather than being
pushed onto the tool that generated the
artifact.

A unified delivery workflow does not need to
be slow. Most controls should be automated,
fast, and risk based. Low-risk changes can
move the pipeline through quickly when the
evidence is clean, whereas higher-risk changes
can trigger deeper review. The goal is
disciplined flow, not a pile of approval gates.

The metadata model should be practical. At
a minimum, teams should capture the author
or approver, artifact source, tool or model class

when relevant, change purpose, review status,
test evidence, and approval state. However,
sensitive prompts, customer data, and
proprietary context may need to be excluded
or redacted. In this way, traceability should
strengthen control without creating new
privacy or intellectual property risk.

A unified pipeline also supports learning.
When a generated change fails, the team

can see where it failed and why. That evidence
can improve prompts, coding standards, test
design, platform templates, and review
guidance. Without a common pipeline, these
lessons remain scattered across chat
histories, local scripts, and private
workstations instead of becoming shared
organizational knowledge.

1.2 Gontinuous
Testing: quality
as a system
property,
notagate

Continuous Testing is the practice of creating
useful quality feedback throughout the
delivery system. It is broader than test
automation. Test automation is one
mechanism. Continuous Testing includes test
strategy, test data, environment quality,
security validation, production monitoring,
defect learning, and the way teams interpret
evidence (Humble & Farley, 2010; Hornbeek,
2024).

Late testing is expensive because it finds
problems after many decisions have already
been made. The defect may be in code,
design, data, configuration, dependency, or a
misunderstood requirement. By the time a late
test finds it, the team must reopen context,
retest neighbouring behaviour, and often
renegotiate delivery plans. The rework is
visible, but the lost learning time is usually
larger.



Quality should be treated as a property of the
whole system. Design decisions affect
testability, while branching strategy affects
integration confidence. Infrastructure affects
environmental reliability, while security controls
affect whether a change can be released safely.
Moreover, observability affects whether a team
can detect quality issues after deployment.

A test phase at the end cannot compensate for
weak quality conditions upstream. Quality
emerges from the combined effect of design,
development, testing, deployment, operation,
and learning rather than from a single testing
phase. Figure 7.3 illustrates how quality is
continuously created across the delivery
lifecycle through validation and feedback at
every stage. Design, code, review, automated
tests, environments, pipeline evidence,
observability, and production feedback all
contribute to the quality signal.

Continuous Testing works best when every
level of validation has a clear purpose. Unit
tests provide rapid feedback that small pieces
of logic behave as intended. Contract tests
protect service boundaries before integration
becomes expensive. Integration tests validate
important interactions, while performance
and resilience testing expose risk before users
do. Production validation then confirms that
the service remains healthy after release. On
top of that, Al-enabled systems broaden the
quality model because generated artifacts
and probabilistic behaviour require forms of
validation beyond conventional deterministic
testing.
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Engineering reminder

A test that no one trusts is operational
noise. A smaller set of reliable,
relevant tests will usually improve
flow more than a large suite that fails
unpredictably.
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Teams should avoid treating testing as a gate
owned by someone else. The team that
changes the system needs access to quality
feedback while the change is still small. Test
specialists remain important, especially
strategy, risk analysis, exploratory testing,
automation design, and quality coaching.
Their value increases when they help the
whole system produce better evidence earlier.

The Definition of Done should include
evidence, not just completed tasks. Test
results, security findings, deployment
readiness evidence, observability updates
where appropriate, and a clear assessment of
risk provide the confidence needed to move
a change forward. This is particularly
important for shared services, where one
change may affect many teams.
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Ultimately, Continuous Testing depends on
clean test data and reliable environments.
Many teams blame automation for failures
that are caused by stale data, unstable
dependencies, or inconsistent configuration.
Test reliability is an engineering problem.
Reliable test environments are as important
as reliable production environments because
both determine how quickly and confidently
teams can learn from change.

1.2.1 Deterministic and
probabilistic testing:
what changes when
Alis inthe loop

Traditional software testing assumes that
software behaves deterministically. Given the
same input and the same system state, the
same output should occur. Much of the
delivery pipeline is built on this assumption;

a function returns the expected result, an API
produces the expected response, and a
configuration policy passes or fails. This model
remains essential for most software
components (Autio et al.,, 2024; NIST, 2024).

The distinction is straightforward.
Deterministic testing confirms that software
behaves as designed, while probabilistic testing
evaluates whether Al-enabled behaviour
remains acceptable under defined conditions
and continues to perform safely in production.

This does not mean Al testing should be vague.
Acceptance criteria still need to be explicit. On
that account, teams should define what level of
variation is acceptable, which errors are
unacceptable, which populations require
special attention, and what thresholds trigger
human review. They should also define how
the system will be monitored after release
because offline evaluation rarely captures the
full behaviour of production use.

A practical example is a support chatbot
connected to a knowledge base. Deterministic
checks can confirm that the service starts,
routes requests, authenticates users, and logs
interactions correctly. Probabilistic checks
evaluate whether:

@ ©© © 0 0 0000000000000 00000000 000 0 0,
.

Al-enabled systems introduce different
kinds of behaviour. Their outputs may
be probabilistic, context-sensitive,

or dependent on changing data,

so the same input may produce
acceptable variation rather than one
fixed answer. Testing must therefore
use broader evidence than a single
expected output. Teams may evaluate
distributions, confidence thresholds,
drift, bias, edge cases, curated
datasets, and human review samples.
Pass-or-fail decisions still matter, but
they are supported by a richer body of
evidence.
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Answers are grounded in approved or
reliable sources.

Citations are relevant to the answer.
Safety rules are followed.

Refusals are appropriate.

Escalation occurs when confidence is low.

The objective is not to replace one testing
model with another, but to apply each to
where it is most appropriate. Components
that should behave deterministically require
deterministic validation, while Al-enabled
components require probabilistic evaluation.
Nevertheless, treating everything as
probabilistic weakens control. In addition,
treating Al behaviour as deterministic creates
false assurance. Therefore, mature teams
combine both approaches through clearly
defined release criteria.
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Al-native standard

Al behaviour must be evaluated before
release and watched after release.
Drift, prompt changes, data changes,
and user behaviour can all change
system quality without a traditional
code defect.
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Evaluation datasets should be managed like
important test assets. They require versioning,
ownership, representativeness, and review.

A stale evaluation set can make a model look
stable long after real-world behaviour has
moved on. For high-risk systems, evaluation
should also include known failure modes, edge
cases, and historically under-served user
groups.

Production monitoring completes the test
model. A release can pass offline evaluation
and still fail when user behaviour changes,
data distribution shifts, or retrieval content
becomes stale. For this reason, teams should
define post-release signals before deployment,
including quality metrics, drift indicators,
escalation thresholds, and human review paths
where appropriate.

1.2.2 Test strategy across
the pineline

A strong test strategy decides which evidence
belongs at each point in the pipeline. The usual
mistake is to push every concern into one test
suite or one stage. This creates slow feedback,
unclear failures, and expensive maintenance.
A better approach uses layered tests with
different purposes, costs, and response times.

Each layer of testing serves a different
purpose. Specifically, unit tests belong close to
the developer. They provide fast feedback on
small pieces of logic and support safe
refactoring. Furthermore, component tests
validate larger units of behaviour without
requiring the full system. Accordingly, contract
tests protect service boundaries by validating
expectations between providers and
consumers, while integration tests confirm that
important parts of the system work together
correctly.

Performance tests, resilience tests, security
tests, and compliance checks often need
different timing. Some should run early and
often in lightweight form, whereas others
should run on a schedule or before higher-
risk releases because they are expensive or
require production-like environments. The
point is to match test depth to risk without
making every change wait for every possible
validation.

Security testing belongs in the test strategy,
not outside it. Dependency scans, secrets
detection, infrastructure checks, container
scans, and policy validation should be part of
the same evidence model that governs build
and release. These checks need to be tuned
so that they produce useful signals rather
than long lists of unprioritized findings. The
pipeline should therefore combine speed and
depth, since fast checks provide immediate
feedback on most changes and deeper checks
provide confidence in larger or riskier
changes. Production validation closes the
loop by confirming that the system behaves
correctly under real conditions. The strategy
should be reviewed regularly because the
system, risk profile, and team capability all
change over time.

%008 [EPYO | paepuels sdonsa aul [e3LNLISNISIONIA /£ | ],



DEVOPS INSTITUTE®| The DevOps Standard | Official Book 118

@ ©© © 0 0 0 0000000000000 0000000 000 0 0,

e ©© © 0 0 0000000000000 000000000 0000 o

Desigh rule

Put the fastest reliable signal as
close as possible to the point where
the defect is created. Put deeper
validation where it adds confidence
rather than routine delay.
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The familiar test pyramid remains useful as

a thinking tool, provided teams do not treat it
as arigid formula. Some systems need more
contract testing, whereas others need
stronger simulation. Other systems need
more production validation because pre-

production environments cannot reproduce
real conditions. The right shape of the test
strategy follows risk and architecture.

Very often, retiring weak tests is as important
as adding new ones. For this reason, test
suites should be curated rather than allowed
to grow unchecked. Slow, redundant, flaky, or
misleading tests consume attention and, over
time, reduce trust in the evidence the suite
provides. Periodic cleanup is therefore a
quality practice: it keeps the evidence
readable enough for teams to respond quickly
when meaningful failures occur.

Table 7.1 illustrates how different types of
testing contribute evidence at different stages
of the delivery pipeline. Although the exact
balance varies by architecture, risk, and
delivery model, every layer has a distinct
purpose; fast checks run early, whereas
deeper checks run where risk and exposure
warrant.

Table 7.1 Layered test strategy across the pipeline

Test layer ‘ Local ‘ cl ‘ Pre-release ‘ Production
Unit Primary; fast Required Selective Not applicable
API contract Fast checks Primary Targeted Synthetic where
useful
Functional Primary Targeted Limited Limited
Integration Limited Integration Deep, risk-based Not applicable
Regression Targeted Limited Extensive Not needed
Security Local scans Full scans Deep risk-based Continuous signals
testing
Non-Functional Developer feedback | Targeted Primary Capacity and
latency signals
User Acceptance | Limited Limited Primary Limited
Smoke and Optional Targeted Deployment Primary after
health rehearsal deployment
Al/probabilistic Local evaluation Automated Representative data | Drift, quality, and
\behaviour evaluation and human review

safety monitoring J
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Al-generated artifacts should be
addressed through the test strategy as
evidence-bearing delivery work, not as
a separate checklist. Generated code
should be tested like any other code,
but the test plan should also account
for why the Al output might be wrong.
The test strategy should consider
whether prompts provide sufficient
context, generated tests genuinely
validate behaviour rather than restate
the implementation, generated
configurations follow approved
patterns, and changes introduce
licensing, data handling,

or security risks.

Detailed guidance on Al provenance,
context, validation, risk, and
accountability is provided in Chapter 3.
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1.2.3 Shift-left quality:
moving validation
earlier without
siowing delivery

Shift-left quality means moving useful
feedback closer to the point where work is
created. It should not mean dumping more
responsibility onto developers without
support. When shift-left is done poorly, teams
receive more tools, more alerts, and more
obligations, while the underlying system
remains difficult to change. That creates
frustration and slower flow (NIST, 2022;
Hornbeek, 2024).

Effective shift-left practices give teams
feedback they can act on immediately. Local
checks should be fast, standards should be
clear, secure defaults should be available

through the platform, and test data should be
easy to provision. Additionally, policy failures
should explain what needs to change, and
developers should not need to become
experts in testing, security, compliance, and
infrastructure simply to make a routine
change safely.

Platform capabilities often determine whether
shift-left succeeds or becomes an additional
burden. Pipeline templates, local test
harnesses, approved base images, and
infrastructure modules, along with secrets
management, observability defaults, and
security policies allow teams to receive
meaningful feedback earlier without inventing
the supporting machinery themselves.

Earlier validation also changes the economics
of defects. A defect found during local
development is usually cheap to fix. By
contrast, a defect found after integration
costs more because other work may depend
on it. Ultimately, a defect found after release
can cost customer trust, incident response
time, audit effort, and product confidence.
The earlier signal is rarely perfect, but it often
prevents more expensive discoveries later.
The goal of shift-left is therefore to move
useful validation earlier without replacing the
need for production learning. Early feedback
reduces the cost of change, while later
feedback confirms how the system behaves
under real operating conditions.

Shift-left should be balanced with shift-right
learning. Some system qualities can only be
confirmed in production. Real user behaviour,
real traffic patterns, real data distributions,
and real dependency failures often reveal
issues that pre-production environments
miss. Mature teams combine early validation
with production monitoring, canary analysis,
feature flags, SLOs, and incident learning.

Shift-left also needs clear routing for
problems. If a security scan fails, the
developer should know whether to fix the
issue, request an exception, update a
dependency, or consult a specialist. If a policy
check fails, the message should explain the
rules and the remediation path. A vague
failure creates delay and teaches people to
distrust control.
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Practical caukion

If shift-left increases local cognitive
load faster than it improves feedback,
the system will resist it. Improve the
platform and the workflow before
blaming the team.

Shift-left succeeds only when feedback
is fast, relevant, and actionable.
Moving a slow or noisy gate earlier
does not improve delivery. It simply
moves the bottleneck closer to the
developer.
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Effective shift-left systems remain quiet when
work is healthy and precise when risk
increases. They avoid overwhelming
developers with unnecessary warnings.
Instead they highlight the issues that matter
for the change at hand, preserve evidence for
later review, and allow deeper checks to run
when the risk justifies the cost.

1.2.4 Al-assisted test
generation:
capability, limits,
and governance

Al can help teams produce tests faster.

It can suggest unit tests, identify edge cases,
create sample data, draft regression
scenarios, propose contract tests, and
summarize expected behaviour from existing
code. If used well, it reduces much of the
routine effort that has historically left systems
undertested (Autio et al., 2024; Hornbeek,
2024; NIST, 2024).

The risk is that Al-generated tests can look
convincing while adding little confidence.
An Al-generated test may follow the

implementation too closely, assert the wrong
behaviour, miss the important boundary
condition, or duplicate tests that already exist.
It may improve the coverage percentage while
doing little to reduce production risk. The
underlying testing problem is familiar; Al
simply accelerates both good and bad testing
practices. Teams should treat Al-generated
tests as candidate tests. They require review
for relevance, correctness, maintainability,
and risk coverage. Review should focus on the
following three questions: What behaviour
does the test protect? Which defect would it
detect? Does the assertion provide
meaningful evidence? Tests that cannot
answer those questions should not become
part of the permanent suite simply because
they were Al-generated.

Governance for Al-assisted test generation
should be light enough to preserve usefulness
and clear enough to prevent sloppy practice.
Teams should know which Al tools are
approved, what data can be shared, how
Al-generated tests are reviewed, who accepts
responsibility, and what evidence is retained.
Sensitive code, customer data, credentials,
and proprietary designs need explicit
handling rules.

The best use of Al in testing is often
collaborative. A tester or developer asks for
candidate scenarios, refines the output, adds
missing risk context, and turns the useful
pieces into maintainable tests. The Al system
accelerates discovery, while the human team
applies judgement. At the same time, the
pipeline provides evidence, and production
feedback then shows whether the test
strategy is improving real quality.

Al can also help maintain the test suite. It can
identify redundant tests, explain flaky failures,
suggest missing assertions, and summarize
test failures for faster diagnosis. However,
those uses still require validation because the
test suite is an engineering asset. For this
reason, it needs design, ownership,
maintenance, and periodic cleanup, like any
other asset.

Al-generated tests should address risk as well
as code structure. The quality of Al-generated
tests depends heavily on the quality of the




prompt. Effective prompts describe expected
behaviour, failure modes, boundary
conditions, security concerns, and user
impact rather than simply requesting tests for
a function. Narrow prompts usually produce
equally narrow tests. Teams should monitor
whether Al-assisted test generation improves
outcomes. Useful indicators include defects
caught earlier, reduced regression effort,
improved edge-case coverage, fewer flaky
tests, and lower defect escape rates. If the
only visible improvement is a higher coverage
percentage, teams should slow down and
reassess the practice.
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Grovernance test

If an Al-generated test fails six
months later, the team should

still understand why it exists, what
behaviour it protects, and who owns
its maintenance.
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Case B | Harbor Digital
Commerce (comlz:osif:e):
integrating human

and Al-generated tests

The saved-payment change from Chapter 6
entered Harbor's shared mainline in small
increments. An Al assistant generated a
large set of unit tests and several data-
migration tests. The volume looked
impressive, but reviewers found duplicated
assertions, weak negative cases, and tests
that repeated the implementation rather
than proving intended behaviour.

The team required every Al-generated test
to state the risk or behaviour it covered.
Human reviewers kept useful tests, rejected
redundant ones, and added contract tests
for the payment provider, compatibility tests
for old and new schema versions,
performance tests for peak checkout
demand, and security tests for sensitive
payment data.
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A generated happy-path migration test
passed while a manually designed partial-
failure scenario exposed a rollback defect.
The test strategy was changed so database
migration, feature-flag behaviour, and
recovery were validated together in a
production-like environment. Provenance
and review evidence for Al-generated tests
remained in the same continuous
integration and continuous delivery (CI/CD)
pipeline as human-authored tests.

Harbor finished with fewer Al-generated
tests than the initial assistant proposed, but
stronger confidence about behaviour,
integration, and recovery. Test count went
down while the quality of evidence went up.

Transferable lesson: Al can accelerate test
creation, but risk-based test design, human
judgement, layered validation, and
production feedback determine whether the
tests create confidence.
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The belief: This statement often
appears when a team wants simple
proof of quality. It is understandable.
Code coverage is easy to display,
compare, and celebrate.

The reality: Code coverage is easy

to misunderstand. Code coverage
shows that code was executed during
tests. It does not prove that the right
assertions were made, that important
risks were covered, that edge cases
were examined, or that the system will
behave correctly in production. A team
can reach a high coverage number
with shallow tests. Al-generated tests
can make this easier by creating large
volumes of low-value checks. The
dashboard improves while the real
confidence of the team stays flat.
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The damage from this anti-pattern is subtle.
Teams begin to optimize for a percentage
rather than confidence. Reviewers approve
weak tests because the metric improves.
Leaders assume quality has improved
because the number is high. Defects still
escape, and the team becomes puzzled
because the dashboard promised something
the tests did not actually prove.

The better pattern is confidence-based
quality measurement. Coverage can remain
one input, but it should be read with defect
escape rate, test effectiveness, mutation
testing where practical, flaky test rate,
production incidents, security findings, and
customer-impact data.

.
.
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The question should be whether the test
strategy helps the team make better release
decisions.

A useful test suite has several qualities.

It catches meaningful defects. It gives fast
feedback. It is stable enough to trust. It is
maintainable. It reflects real risk. It supports
refactoring and change. It helps a new
engineer understand expected behaviour.
Those qualities do not fit neatly into a single
percentage, which is precisely why quality work
still requires engineering judgement.

A stronger measure asks whether tests detect
the kinds of defects the system suffers from.
If production incidents repeatedly involve
configuration errors, integration behaviour,
performance degradation, or security findings,
then unit coverage alone will not provide
enough confidence. The test strategy should
follow the defect history and the operational
risk profile.

Leaders should be careful with quality targets.
A target that sounds precise can distort
behaviour when it becomes detached from
engineering judgement. Coverage can be
helpful when used by a team to find untested
areas. It becomes harmful when used as a
substitute for understanding what the tests
are proving.
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Al-generated outputs require
meaningful validation. In this
context, this means using Al to
broaden test thinking, not simply

to increase coverage numbers that
may reproduce the implementation’s
assumptions.

.
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Corrective action

Keep coverage as a diagnostic signal.
Pair it with outcome measures that
show whether tests are catching real
risk. Reward better confidence, not
higher percentages.

TIP

e ©© © 00 0000000000000 0000000 000 0,
® e e 0000000000000 00000000000 0 00

.

® e 0000000000000 000000000000000 00 ®

DECISION AND ACTION GUIDE

Executive decision: The engineering
executive sets expectations for
frequent integration, risk-based
testing, and acceptable feedback
time, and funds dependable test
infrastructure without imposing
vanity targets.

Role-specific actions: Developers
integrate small changes; test leaders
maintain the risk-based strategy;
platform teams keep pipelines

fast and reliable; security and Al-
assurance roles add proportionate
checks.

Evidence to review: Integration
delay, pipeline duration, flaky-test
rate, escaped defects, coverage of
material risks, and review evidence
for Al-generated tests.

1.3 Chapter
summary

Continuous Integration and Continuous Testing
form the delivery engine of DevOps. Their
value comes from disciplined engineering
practices: frequent integration, meaningful
validation, trusted evidence, and continuous

learning. Tooling supports those habits, but it
does not create them on its own.

Branching strategy shapes integration risk.
Long-lived branches delay learning and hide
conflicts. Short-lived branches, trunk-based
patterns, disciplined pull requests, and feature
flags allow teams to integrate more often while
controlling release exposure.

Al-generated artifacts belong inside the same
governed delivery system as human-authored
artifacts. They require provenance, review,
validation, and evidence. As Al accelerates
software delivery, disciplined Cl and testing
become even more important because more
material can enter the pipeline in less time.

Continuous Testing treats quality as a system
property. It combines design, review,
automation, security checks, environment
quality, test data, production monitoring, and
incident learning. The test strategy should
balance fast local feedback with deeper
validation, where risk warrants it.

Al-enabled systems require both deterministic
and probabilistic validation. Teams must test
predictable components with precise checks
while evaluating Al behaviour through
datasets, thresholds, human review, drift
monitoring, and production feedback.

Code coverage is a useful signal when
interpreted carefully. It becomes dangerous
when treated as proof of quality. The stronger
goal is confidence: evidence that the system is
fit for purpose, safe to change, and ready to
operate.
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Core Principte

Integration and testing are learning
disciplines. The goal is not to run more
pipeline jobs, but to learn earlier,

with enough evidence to make sound
release decisions.
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This chapter defines what it means to deploy
and release safely, frequently, and confidently.
It separates delivery capability from
deployment and release decisions, showing
how mature DevOps organizations keep every
validated change in a deployable, releasable
state while applying appropriate business,

operational, security, and governance controls.

Continuous Delivery and Continuous
Deployment are operating capabilities. They
allow organizations to move changes safely
through build, validation, deployment, release,
monitoring, and recovery with the right
balance of automation, governance, and
human oversight.

This chapter is most useful for engineering
leaders, release managers, platform teams,
SREs, security and compliance partners,
product owners, and senior practitioners
responsible for reducing the cost and risk of
change. It builds on Continuous Integration
and Continuous Testing by asking what
happens after a release candidate is created
and how the organization proves that the
change can operate safely in production.

A useful release system should feel routine on
an ordinary day and reliable on a difficult one.
The operational test is simple: when a serious
release decision appears, the organization
should already have evidence, ownership,
recovery paths, and visibility. If those things
must be invented during the release call, the
delivery system is still immature.

8.1 Continuous
Delivery versus
Continuous
Deployment

Continuous Delivery and Continuous
Deployment are related capabilities, but they
answer different operational questions.
Continuous Delivery asks whether every
validated software or configuration change can
be kept in a deployable, releasable state so it
can be deployed to production on demand;
the decision to expose the change to users
remains separate and risk-based. Continuous
Deployment automatically deploys every
change that satisfies required automated tests,
policies, and controls to production without a
separate manual deployment authorization;
user exposure may still be controlled
separately (Humble & Farley, 2010; Hornbeek,
2019; PeopleCert, 2026d).

The distinction matters because release
practice must fit the risk profile of the system.
A consumer web service with strong
automated testing, progressive exposure, and
rapid rollback may be able to deploy many
changes automatically. A payment platform,
medical device back end, or publicsector
eligibility system may require deliberate
release timing even when the software is
technically ready. Both environments can be
mature. The measure is confidence, control,
and recovery capability, rather than the
removal of every human decision.
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Figure 8.1 illustrates the common flow from . y
code through build and validation to a release Al-native delivery underlines the
candidate, and the point at which Continuous contrast between Continuous Delivery
Delivery and Continuous Deployment diverge. and Continuous Deployment. Al may

It highlights the different deployment increase the volume of candidate
decisions: on-demand deployment in changes, but the delivery system must
Continuous Delivery and automatic still determine what is releasable, what
deployment in Continuous Deployment. In Is safe to expose, and what requires

both cases, release to users may still be human review, applying the validation
controlled separately. and governance principles established
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in Chapter 3.
Continuous Delivery is often the more
fundamental organizational discipline because AI-RELATED
it ensures that every validated change remains I}ﬂNT'ENTA
in a deployable and releasable state. Achieving _ /1 1 \.
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As a result, exposing a change becomes

a choice based on business timing, risk, and
user impact rather than a rescue operation at
the end of a long development cycle.

Continuous Deployment works when the
surrounding system is mature enough to
absorb it. The pipeline must build repeatably,
tests must be meaningful, deployment
patterns must limit exposure, and telemetry
must confirm production health quickly.
Equally important is a well-defined recovery
strategy, because automated deployment
without fast detection and recovery simply
accelerates the path to operational damage.

8.2 Release
readiness
and decision
governance

A release decision should be based on current
evidence and explicit risk, not calendar
pressure or confidence in the room. Release
readiness, orchestration, and Al-assisted risk
analysis provide a connected decision system
that shows what is ready, which controls have
passed, which exceptions remain, and who is
accountable. This section explains how
governance can support faster flow by placing
policy and evidence inside the delivery
workflow.

8.2.1RRelease readiness
as evidence

Release readiness is the evidence-based state
of a release candidate. It is the point at which
the organization can say, with reasonable
confidence, that a change is fit for deployment
and that the team understands how to
respond if production behaviour differs from
expectation. This confidence should come
from evidence collected through the delivery
system, rather than from optimism, calendar
pressure, or seniority in the room (Humble &
Farley, 2010; Nygard, 2018).

A ready release candidate has several kinds of
evidence. The build has been completed
successfully. Automated tests have run and
produced useful results. Security checks have
been performed. Compliance evidence is
available where the service or organization
requires it. Performance and operational
criteria have been considered. The
deployment plan, rollback path, monitoring
readiness, and approval status are known. In
short, readiness means evidence exists, is
current, and supports an accountable
decision.

Readiness to deploy and readiness to release
are separate states. A change may be safe to
deploy into production while still hidden
behind a feature flag. A capability may be
technically ready and still await business
timing, migration coordination, customer
communication, or regulatory sign-off. Mature
delivery systems make these states visible
instead of blending them into one stressful
release event.

Automated evidence improves release
readiness because it reduces argument.
Teams spend less time asking whether

a control happened and more time
interpreting the meaning of the signal. The
evidence should be current, traceable to the
change, and accessible to the people who
approve, operate, audit, or support the
release. Good evidence does not need to be
ornamental. It needs to be trustworthy and
usable under pressure.



Table 8.1 Release readiness evidence checklist

Release readiness

evidence category

Typical evidence

Decision supported Named owner

Build and Versioned artifact, source, Is the release candidate Delivery team
provenance dependency inventory, traceable and immutable?

signature
Quality Automated tests, contract Does it meet acceptance Engineering/product

tests, performance results,
Al evaluations

and risk thresholds?

Scans, policy checks,

Securi.ty and approvals, recorded Is the rema?lmng exposure Security/control
compliance exceptions acceptabler owner
Operational Telemetry, SLI/SLO coverage, | Can the change be operated | Operations/SRE
readiness runbooks, support readiness | and detected?

Deployment and

Target environment, rollout

How will deployment Release owner

exposure strategy, flags, release and user exposure be
conditions controlled?
Recovery Rollback, roll-forward, Can failure be contained and | Service owner

disablement, traffic-shift
evidence

service restored?

Accountability

o

Decision record, exception
owner, human-review
threshold

Named accountable
owner

Who answers for the
deployment or release
decision?

/
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Al-generated outputs must be

treated as delivery work that requires
validation, evidence, and accountable
ownership (Chapter 3). Regarding
release readiness, this means that
generated code, tests, infrastructure
files, and configuration changes must
meet the same security, operational,
rollback, and evidence standards as
any other change. Al assistance should
not lower the release threshold; the
level of review and evidence should
remain proportionate to the risk and
potential impact of the change. Release
decisions should be based on the
evidence produced by the delivery
system, not on confidence in the Al tool
that generated or assisted the work.
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8.2.2 Application Release
Orchestration
and emhedded
governance

Application Release Orchestration coordinates
deployment and release decisions for services,
pipelines, environments, dependencies,
approvals, risk rules, evidence, exposure
controls, and recovery paths. It provides
control across the delivery system for a service
without turning release into a hand-managed
event. Coordination should reduce waiting, not
become a new layer of procedural ceremony.

Modern changes often involve multiple services,
shared environments, database changes,
security controls, feature flags, and customer
exposure rules. Teams need a way to
understand which components are ready to
deploy, which changes are ready to release,
what is waiting for approval, and what is blocked
by another dependency. The Application
Release Orchestration layer makes these
conditions visible and repeatable.
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It also creates an evidence trail that can be
reviewed later without reconstructing the

event from chat messages and meeting notes.

Governance belongs inside this orchestration
model. A low-risk change that passes
automated controls may proceed with
automatic approval. By contrast, a high-risk
change may require a human review because
it touches sensitive data, affects a critical
service, changes infrastructure policy, or
introduces a material compliance concern.
The approval path should follow the risk of
the change, not the habit of the organization.

Figure 8.2 illustrates how Application Release
Orchestration coordinates these
dependencies, environments, policy
decisions, evidence, and risk into a single
release process. It also shows movement
through test, staging, and production
environments while governance controls
provide policy, evidence, and risk oversight.

Embedded governance depends on clear
policy. Teams need to know which checks are
mandatory, which are advisory, and which
conditions require escalation. Policy as code
can enforce repeatable rules for security
scanning, test coverage thresholds,
environment promotion, segregation of
duties, evidence capture, and deployment
approval. Human review remains valuable for
judgement, context, and exception handling.
It should be reserved for decisions where
judgement is required.
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Al-assisted outputs should not replace
but support accountable human
decisions, as discussed in Chapter
3. This means that Al may help
summarize evidence, identify missing
approvals, highlight dependency risk,
or suggest rollout patterns, while
release thresholds, approval authority,
evidence controls, and audit trails
remain governed by the organization’s
release model. Section 8.2.3 applies this
principle to the selection and execution
of deployment and rollout patterns.
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Practice note

Approvals should follow risk. A low-risk
documentation update and a high-risk
payment authorization change should
not travel through the same approval
path.
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8.2.3 Al-assisted
risk-hased
deployment
decisions

Al can help teams make better deployment
decisions when the input signals are available
and the decision model is governed. Release
risk is rarely visible from a single check. It usually
emerges from the relationship between change
size, service criticality, test history, deployment
history, security findings, dependency
behaviour, production telemetry, and current
business conditions. A well-designed Al
assistant can help assemble those signals faster
than a release manager working manually (NIST,
2023a; Hornbeek, 2024; DORA, 2025).

Useful inputs include code complexity,
changed files, test outcomes, vulnerability
findings, infrastructure changes, dependency
updates, recent incidents, open problems,
service-level objective status, on-call load, and
customer impact. The output may be a risk
score, a recommended rollout pattern, a
proposed approval path, or a monitoring
checklist. These outputs should be explainable
enough for teams to understand the basis of
the recommendation. Figure 8.3 outlines how
these signals can be combined into an

Al-assisted risk assessment that recommends
an approval path while preserving human
accountability for material decisions.

Al should not become an unaccountable release
authority. Some changes require human review
regardless of a low predicted risk score. These
include changes to regulated workflows,
sensitive data handling, identity and access
control, production infrastructure policy,
safety-critical behaviour, financial transaction
logic, or high-impact Al model behaviour. The
organization must define these thresholds
before the release system is under pressure.

The model itself requires monitoring. Teams
should review how often Al recommendations
align with actual outcomes. They should look
for missed failures, unnecessary escalations,
drift in prediction quality, and unexplained
changes in risk scoring. When an Al-assisted
recommendation contributes to a poor release
decision, the post-incident review should
examine the model, the prompt, the data, the
governance rule, and the human decision path.

A practical starting point is modest. Use Al to
summarize release evidence, identify missing
controls, compare a change against historical
failures, or propose a rollout plan. Keep the
human decision clear. Over time, teams may
automate low-risk paths when the evidence
supports it.

-
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Change

Tests

Security —

Telemetry

Incidents

. J
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Low risk

Automated approval J

mmmmma Deployment
Human approval

High risk

Enhanced human J

approval

FE el Al-assisted risk-based deployment decision model

%008 [EPYO | paepuers sdonsa aul [e3LNLISNISIONIA  GZ |,



DEVOPS INSTITUTE®| The DevOps Standard | Official Book 130

e ©© © 0 0 0000000000000 0000000000 00 0,
.

Al-nakive conkrol po ik

Al can help evaluate deployment risk,
but the organization must define

the evidence, thresholds, exception
path, and human accountability
model before relying on the
recommendation.
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Mature Al-assisted release management grows
from proven signals, calibrated thresholds, and
accountable practice.

8.3 Controlled
deployment,
exposiire,
and recovery

Deployment safety depends on controlling
exposure and preserving practical recovery
options. Progressive patterns, separation of
deployment from release, rehearsed rollback
or roll-forward, and production validation allow
teams to learn from real behaviour without
exposing every user at once. The following
sections show how these controls turn failure
from an unmanaged event into a bounded and
observable condition.

8.3.1 Deployment
patterns for
controlled exposure

Deployment patterns reduce release risk by
controlling where change runs, who can see it,
and how quickly exposure increases. They are
operational design choices. A team should
choose a pattern based on the risk being
managed, the service architecture, the
available telemetry, and the recovery options.
The pattern is only useful when the
organization can observe behaviour and act
quickly (Humble & Farley, 2010; Nygard, 2018;
Hornbeek, 2019).

Blue-green deployment reduces cutover risk
by maintaining two production-ready
environments. Traffic moves from one
environment to the other when the new
version is validated. This pattern works well
when environments can be kept consistent
and data migration risk is manageable. It
becomes harder when state, cost, or
infrastructure complexity makes duplicate
environments expensive or fragile. Yet, all
patterns require monitoring, recovery, and
explicit release controls.

Canary release reduces exposure risk by
sending a small share of traffic or a small user
population to the new version first. The team
watches error rates, latency, business
transactions, and user signals before
expanding. Canary strategies require reliable
segmentation, fast telemetry, and a clear stop
condition. Without those controls, a canary
becomes a small release that still depends on
hope.

Feature flags decouple deployment from
release by allowing code to exist in production
while functionality remains hidden or limited.
This supports gradual exposure,
experimentation, emergency disablement,
and business timing. Feature flags also create
operational debt when they are not retired.
Teams need ownership, naming discipline,
visibility, and cleanup practices, or the flag
system becomes another source of
uncertainty.



Table 8.2 Deployment patterns for controlled exposure

Required Recover Release
Pattern Best use Exposure ed y
signal path control
Blue-green Environment One full Health, Switch traffic Switch or
replacement environment functional, and | back flag controls
with rapid traffic | before switch data validation availability
switch
Canary Limit risk while | Small cohort, SLOs, errors, Halt expansion | Staged,
validating real then expand latency, and and route back | evidence-based
behaviour business signals exposure
Separate Selected users, | Feature and -
. Explicit release
Feature flags deployment segments, or user-outcome Disable the flag b ) :
y configuration
from release features telemetry
Progressive Automate Increasing Continuous Pause, rollback, | Policy-driven
delivery staged cohorts, regions, | technical and or disable promotion
exposure by or traffic business signals

-

policy

J

Progressive delivery combines gradual
exposure, telemetry, and decision rules. The
release expands only as confidence increases.

until the organization is ready to expose it. This
allows teams to separate technical risk from
market timing, customer communication,

Al-assisted systems can support this pattern
by watching more signals than a human can
reasonably inspect in real time, including
latency shifts, error patterns, unusual user
behaviour, and rollback indicators.
Nevertheless, the decision rules still need
boundaries set by people. Automated
expansion should be tied to explicit health
criteria, not general confidence in the tool.

8.3.2 Decoupling
deployment
from release

Deploying code and releasing value are
different acts. Deployment moves a technical
change into an environment. Release exposes
functionality, behaviour, or value to users.
Many organizations still treat these as one
event, which increases pressure on release
windows and makes technical deployment
carry every business, operational, and
customer risk at once (Humble & Farley, 2010;
Hornbeek, 2019; PeopleCert, 2026d).

Decoupling deployment from release gives
teams much greater control over both
technical and business risk. Code can be
deployed into production, verified under real
infrastructure conditions, and remain hidden

migration readiness, and compliance review. As
a result, the deployment event no longer carries
the full weight of the launch, creating a calmer
and more predictable release process. Release
controls, such as feature flags, user targeting,
business approvals, and production telemetry
determine when and how functionality
becomes available to users. Figure 8.4 illustrates
this separation between technical deployment
and controlled user exposure.

Feature flags, permissions, user targeting,
configuration controls, dark launches, and
staged exposure all support this separation.

A team may deploy a new recommendation
component into production and route only
internal traffic to it. A publicsector service may
deploy a new eligibility workflow while exposing
it first to case workers in one region.

A commerce platform may release a payment
integration to a small customer segment while
monitoring abandonment and failure rates.

Practice requires discipline. Hidden code still
needs ownership, documentation, monitoring,
and cleanup. A flag left in place indefinitely can
create hidden branches inside production.

A partially released capability can confuse
support teams if the operational state is not
visible. Decoupling works when the release
controls are designed, tracked, and reviewed
as part of the same delivery system.
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Safe release depends on prevention and
recovery. Prevention matters, but complex
systems still fail. A release strategy that
assumes every defect will be caught before
production will disappoint the team
eventually. A mature delivery system accepts
that some changes will behave differently
under real load, real data, real dependencies,
and real users. It prepares for that moment
before deployment begins (Beyer et al., 2018;
Nygard, 2018; Hornbeek, 2019).

Rollback is one recovery strategy, but it is not
the only one. The appropriate response
depends on the nature of the failure and its
impact on the system. Some issues can be
corrected by rolling forward with a fix or
disabling a feature flag, while others may
require traffic to be redirected, configuration
to be restored, or an earlier version to be
reinstated. Data migration often demands

a carefully prepared forward correction
because reversing the schema could cause
more damage. Recovery strategies should be
designed and rehearsed before release.

Teams should know whether to roll back, roll
forward, disable a feature flag, shift traffic, or
restore data before production pressure arrives.

Database and data migration changes
deserve particular attention. Schema
changes, backfills, data transformations, and
index changes often limit simple rollback.
Teams should design migrations in small,
compatible steps. They should test forward
and backward compatibility, understand data
repair options, and document the recovery
path in operational language. A release plan
that says rollback is available without
explaining the implications for data recovery
is incomplete.

Recovery also depends on observability and
incident response. The team must know what
signals indicate failure, who is responsible for
the first action, how escalation works, and
what customer communication may be
needed. Recovery should be rehearsed for
critical services. A rollback process that has
never been used remains a theory, and
theories have a habit of becoming expensive
during an outage. Although Al may help
detect anomalies, summarize recent changes,
and suggest mitigation, recovery automation
should remain bounded, observable,
reversible, and subject to human override.



8.3.4 Deployment
verification
and production
validation

A deployment can succeed technically while
still failing operationally. The artifact may land
on the correct server, containers may start,
and health checks may pass while customers
still experience failed transactions, slow
responses, broken workflows, or incorrect

Al outputs. Deployment verification confirms
that the deployment was completed
successfully. Production validation confirms
that the service is behaving well enough to
continue exposure.

Verification begins with simple checks.

Did the expected version deploy?
Are the required services running?
Are dependencies reachable?

Did the smoke tests pass?

Are logs, metrics, and traces flowing?

These checks catch many common
deployment problems and should run
automatically after every deployment.

Production validation goes beyond deployment
verification by examining the behaviour users
experience. Synthetic checks confirm that
critical journeys, such as login, search, checkout,
claims submission, or payment authorization,
continue to function correctly. Telemetry reveals
latency shifts, error spikes, saturation, business
transaction failures, and regional degradation.
Business signals show whether conversion, task
completion, or support contact rates have
changed after exposure.

Production evidence should feed release
decisions. A progressive rollout should pause
when signals degrade. A feature flag should be
disabled when critical thresholds are crossed.
A successful deployment should improve the
team’s confidence in the release process. Over
time, production validation becomes more
than a release check; it becomes a continuous
learning system that improves future
deployment and release decisions.
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Deployment is not complete when
the pipeline succeeds. Itis complete
when production signals confirm that
the service is healthy, user impact is
acceptable, and rollback or feature-
disablement remains available.
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Al-enabled services require
production validation that goes
beyond availability and latency.
Where those systems affect users
or business outcomes, production
validation should include relevant
model, prompt, retrieval, safety, and
decision-quality signals. Chapter 11
provides further information on this
matter.
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8.4 Deployment
frequency,
release flow,
and capability
maturity

Deployment frequency is useful when
interpreted as a capability signal. Frequent
deployments often indicate that teams work
in small batches, integrate continuously,
automate validation, trust their deployment
process, and recover quickly. These are
healthy signs. Deployment frequency is
meaningful only when interpreted alongside
the quality, stability, and value delivered by
those deployments. A team can increase
deployment frequency with trivial changes
and still produce low value or high operational
risk; release exposure should be assessed
separately (Hornbeek, 2019; DORA, 2024;
DORA, 2026a).

Frequency should be read with quality,
stability, and value. Higher deployment
frequency paired with lower change failure
and faster recovery is encouraging. Higher
frequency with growing defect escape, rising
support calls, or worsening customer
outcomes deserves careful attention.

Table 8.3 From release event to release flow

Dimension ‘ Release event pattern

Batch size Large batch

The objective is to reduce the cost and risk of
change, not simply to increase the number of
deployments. Table 8.3 contrasts the
characteristics of traditional release events with
continuous release flow. The difference is not
simply one of speed, but of how confidence,
evidence, and coordination are created.

Many organizations begin with release events.
These are large, scheduled, carefully
coordinated efforts involving freeze windows,
manual checklists, release meetings, approval
chasing, and incident readiness. Release
events usually exist because changes are large,
and confidence is low. The event tries to
compensate for uncertainty with coordination.
It often makes the release more stressful
without removing the underlying risk.

Release flow is different. Work moves in
smaller batches. Evidence is collected
continuously. Governance is embedded into
the pipeline. Deployment is routine. Teams
release when the change is approved, and the
risk is understood. Product, operations,
security, and support teams still coordinate,
when necessary, but coordination is driven by
actual risk rather than inherited ceremony. In
addition, release flow becomes even more
important, since Al-native delivery increases
the volume of change entering the system.
Therefore, the safest option is disciplined
flow: smaller changes, stronger validation,
observable production behaviour, and
accountable release decisions.

‘ Release flow pattern
Small, validated batch

Coordination

Many meetings and release windows

Routine, automated orchestration

N

Evidence Manual assembly near the event Evidence produced continuously

Risk discovery Late, after work has accumulated Early, while change is small

Recovery Complex rollback across a large change Reversible patterns and limited exposure
Feedback Weak or delayed Continuous production and customer

feedback J
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Case B | Harbor Digital
Commerce (composite): from

uarterly release events to

aily deployment capability
Harbor began with a quarterly release train.
Checkout, search, pricing, and account
changes accumulated into one event.
Testing and governance evidence arrived
late, operations received incomplete change
context, and the release calendar became
the mechanism for creating temporary
coordination. The ceremony was large
because confidence was low.

The organization selected one checkout
value stream and reduced batch size before
pursuing more frequent deployment. Teams
integrated earlier, strengthened contract
and recovery tests, standardized release-
readiness evidence, added deployment

and release records, and instrumented the
customer journey. Feature flags and canary
exposure allowed deployment to production
without immediately releasing every change
to all users.

Harbor recognized that higher deployment
frequency should be an outcome of
capability, not a target to chase blindly.
Teams earn frequency through small
changes, reliable tests, automated evidence,
observability, and safe recovery.
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The first leadership target - daily
deployments - produced undesirable
behaviour. Teams split low-value changes

to improve the number and avoid higher-
risk work that needed deeper validation.
Leadership replaced the target with evidence
of on-demand deployability, lower wait

time, dependable recovery, and improved
customer outcomes.

Over several iterations, monthly and weekly
release events became less dramatic.

Some services became capable of daily
deployment, while release remained a
product and risk decision. The organization
did not require every team to deploy every
day; it required teams to maintain a safe path
to production when change created value.

Al-assisted delivery increased artifact
volume, but it did not change the acceptance
rule. Generated code, tests, infrastructure
changes, and release summaries followed
the same governed pipeline. Harbor treated
daily deployment capability as system
confidence, not as permission to move
unvalidated work faster.

Transferable lesson: Daily deployment
capability should emerge from smaller
batches, trustworthy evidence, embedded
governance, controlled exposure, and
rehearsed recovery. It is a capability to use
when valuable, not a quota to optimize.
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DECISION AND ACTION GUIDE

Executive decision: Product

and technology executives define
deployment and release decision
rights, risk tiers, approval thresholds,
progressive-exposure rules, and
recovery expectations, with a named
accountable release decision owner
for each product.

Role-specific actions: Engineering,
operations, SRE, security, and
product roles automate readiness
evidence, controlled deployment,
separate release records, production
validation, and recovery.

Evidence to review: Release-
readiness records, deployment

and release records, exposure
decisions, production-validation
results, recovery tests, and approved
exceptions.

8.9 Chanter
summary

Continuous Delivery and Continuous
Deployment are related but distinct
capabilities. Continuous Delivery keeps each
validated change in a deployable and
releasable state, while Continuous Deployment
automates deployment when the required
controls pass. In both cases, readiness must
be based on current evidence covering build
provenance, quality, security, compliance,
operational readiness, exposure, and recovery.

Governance belongs inside the delivery
workflow. Risk-based approval paths,
progressive exposure, reliable telemetry, and
rehearsed recovery make release routine
rather than ceremonial. Al can help assemble
evidence and recommend rollout decisions,
but its inputs, limits, audit trail, and human
accountability must remain explicit.
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This chapter defines the infrastructure layer as
an enabler of delivery speed, operational
control, security, governance, and cost
discipline at scale. It positions Platform
Engineering as the maturity path for
infrastructure, moving from manually
requested environments to self-service
capabilities that teams can use safely.

In this chapter, infrastructure refers to the
compute, storage, networking, runtime,
environment, identity, and related cloud or
on-premises resources needed to build and
operate services. Platform Engineering applies
product thinking to reusable internal
capabilities that help teams use this
infrastructure and other delivery services
safely and efficiently. Golden paths are
recommended, supported ways for teams to
use these capabilities for common delivery
tasks without removing their ability to choose
another approach when context requires it.

Infrastructure is now embedded in the delivery
system. Mature DevOps organizations treat it as
codified, elastic, observable, secure, cost-aware,
and available through internal platforms. The
most effective platform capabilities help teams
move faster while preserving control, evidence,
and accountability.

Figure 9.1 places infrastructure underneath the
delivery capabilities that support value
delivery, including code, continuous integration
and continuous delivery (CI/CD), testing,
security, deployment, observability, and
operation. The upward arrow indicates that
codified, elastic, and governed infrastructure
enables and supports this delivery flow.

The figure also shows how infrastructure
maturity contributes to reduced friction and
delay and to greater reliability, control, and
speed, reflected in outcomes such as faster
feedback, reliable change, stronger control,
identity, and known cost.
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Elastic Infrastructure and
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This chapter is most relevant to platform
teams, infrastructure engineers, site reliability
engineers (SREs), architects, security
practitioners, finance partners, and leaders
responsible for scaling delivery. Product teams
should also read it, as infrastructure choices
directly affect their daily work.

9.1 Infrastructure
as aDevOps
capahility

Infrastructure quality determines how quickly
teams can move, how confidently they can test,
and how safely they can operate. A weak
infrastructure foundation creates friction in
every part of the value stream. Developers wait
for test environments. Testers lose confidence
when staging behaves differently from
production. Operations teams inherit systems
that are difficult to observe, support, and
recover. Security teams find themselves
reviewing exceptions rather than seeing
approved controls applied consistently
(Humble & Farley, 2010; Hornbeek, 2019; CNCF
TAG App Delivery, 2023a).

In mature DevOps organizations, infrastructure
is part of the product delivery system. It is
versioned, reviewed, tested, deployed,
monitored, and improved with the same
discipline applied to application code. The
practical outcome is straightforward. Teams
can create and change environments without
waiting on manual tickets, and leaders can still
see evidence that the work followed policy.
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Opero&iohat guidance

+ Treat environment creation and
infrastructure change as delivery
work.

+ Keep infrastructure definitions in
version control and review them.

+ Define approved patterns for
common services instead of allowing
every team to invent its own.

+ Make cost, security, and reliability
signals visible to teams before
production.
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Building on that, Chapter 9 applies the
principle highlighted in Chapter 3: Al-native
delivery increases the load on infrastructure,
with a focus on repeatable patterns, validated
modules, access controls, telemetry, and cost
guardrails for Al-assisted work and model-
serving workloads.

A mature infrastructure capability provides

a predictable foundation for building, testing,
deploying, and operating services. It embeds
controls that reduce risk without forcing every
decision into a manual approval queue, while
giving teams and leaders visibility into the
operational and financial consequences of
engineering decisions.
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The old infrastructure model was built around
requests. Someone needed a server, a
database, a firewall change, or a runtime
dependency, and another team fulfilled the
request. That model can work for slow change,
but it struggles when software, data pipelines,
Al services, and security controls change
continuously. The modern model treats
infrastructure as a product, providing reusable
capabilities that teams can consume safely
through self-service and governed automation.

9.1.1Infrastructure
as Code and
environment
lifecycle

Infrastructure as Code (laC) changes
infrastructure from a collection of manual
actions into a governed engineering artifact.
The definition of an environment becomes
visible. It can be reviewed, tested, compared,
reused, and restored. This provides the
minimum foundation for reliable
infrastructure at scale (Humble & Farley, 2010;
Hornbeek, 2019; NIST, 2022).

The discipline is more than writing templates.
A mature laC lifecycle begins with clear
definitions, continues through version control
and peer review, applies automated
validation, and ends with monitored
environments. Drift detection closes the loop
by identifying manual changes and either

reconciling them automatically or requiring

a deliberate exception (Figure 9.2). The
benefits become evident quickly: teams know
which configuration was deployed, security
can review reusable modules instead of
individual console changes, and compliance
gains evidence of approval and deployment.
Operations can recreate environments during
recovery, and developers can test against
consistently provisioned environments. The
same principle also applies to Al-generated
infrastructure artifacts: they should follow the
governed laC lifecycle before production use,
just as human-authored templates do.

Teams often underestimate the cultural
change required. Manual changes often feel
fast in the moment, but they are difficult to
trace, reproduce, and explain during an
incident. Codified infrastructure requires
discipline initially, yet the investment pays off
during the next release, recovery exercise,
audit, or scaling event. Figure 9.2 illustrates
the laC lifecycle. It shows how version control,
review, validation, automated provisioning and
deployment (Apply), drift detection (Observe),
and reconciliation keep running environments
aligned with their approved definitions.

A reliable environment lifecycle should answer
the following four questions without heroics:
what changed, who approved it, how it was
validated, and how the running environment
aligns with the approved definition. If those
questions are hard to answer, the
organization still depends on memory and
trust where it needs evidence.

-
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[ Define ) —»[ Version ] —>[ Review ) - [ Validate )—»[ Apply )—»[ Observe )—» [Reconcile)

Infrastructure changes follow the same control model as application changes
reviewable - testable - auditable - recoverable

HEe A Infrastructure as Code lifecycle
-




9.1.2 Cloud-native
and elastic
infrastructure for
Al workloads

Cloud-native infrastructure is an operating
approach, not a location. Its useful
characteristics are automation, elasticity,
resilience, API-driven provisioning,
observability, and managed capabilities. These
principles can be implemented across different
environments. The choice of platforms is less
important than adopting these operating
principles consistently (NIST, 2024; FinOps
Foundation, 2025).

Elastic infrastructure gives teams the ability to
match resources to demand. While this
benefits most applications, it is particularly
important for Al-enabled systems, where Al
training, inference, vector search, batch
processing, and data pipelines generate highly
variable workloads. Some activities require
short bursts of computing, whereas others
demand steady, low-latency service. A single
static capacity model rarely satisfies both.

Elasticity should always operate within defined
boundaries. Autoscaling without workload
understanding increases cost without
improving user experience. Although managed
services reduce operational burden, they
introduce portability, governance, skills, and
cost considerations. Good engineering practice
makes these trade-offs visible before the
architecture is committed. Cloud-native design
should keep the same practical question in
view: what does this choice do to flow,
reliability, security, cost, and recovery? The
answer will vary by system. A citizen-facing
service, a trading platform, and an internal
analytics workload have different risk profiles.
The principle remains stable. Infrastructure
choices should make the system easier to
change safely.
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Al workloads need strong cost and
operational signals. Token usage,
accelerator consumption, model-
serving latency, batch job duration,
storage growth, and data movement
all affect the economics of the
platform. A team that cannot see
those signals will eventually learn
about them through a budget surprise
or an operational failure. Neither is
a good feedback mechanism.

Al-RELATED
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Desigi checks for elastic
nfrastructure

-+ Know which workloads are steady,
bursty, training-heavy, inference-
heavy, or data-heavy.

+ Define scale thresholds and rollback
thresholds before production use.

+ Expose cost and performance
telemetry to the team that owns the
workload.

+ Apply policy guardrails to expensive
or sensitive compute classes.
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9.1.3 Environment
consistency and
drift management

Environment consistency is one of the less
visible but most important foundations of
delivery confidence. Development, testing,
staging, and production environments do not
need the same size or capacity. They should,
however, share consistent configuration,
dependencies, deployment behaviour,
security baselines, and policy rules. When
those conditions diverge, test evidence
becomes weaker.

Drift usually starts innocently. A patch is
applied directly during an incident.

A configuration setting is changed in staging
to unblock testing. A temporary access
exception becomes permanent. A
dependency version changes in one
environment and not another. Each change
may have a reasonable explanation. Together
they create a system where teams no longer
know whether a successful test means much.

Drift management makes these differences
visible through immutable infrastructure,
automated reconciliation, configuration
scanning, policy checks, and environment
comparison. The goal is not to prevent every
manual action but to ensure that any manual
change is explicit, temporary, and reviewable.
As explained in Chapter 3, Al-native delivery
expands the scope of environment
consistency; drift management must
therefore include Al artifacts, runtime
dependencies, data access policies, and
model-serving conditions.

Production-like environments are essential
because meaningful feedback depends on
realistic operating conditions. A test
environment that lacks realistic configuration,
representative data patterns, or comparable
network paths may provide comfort while
missing the failure mode. Mature teams use
scaled-down environments where
appropriate, but they preserve the behaviour
that matters for validation.
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Environment drift weakens every later
signal. A test that passed in an unlike

environment does not provide strong
evidence for production readiness.
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A practical test for environment maturity is to
ask whether a new engineer can provision a
compliant test environment without relying on
the one person who knows the old scripts. If
the answer is no, the organization still depends
on tribal infrastructure knowledge hidden in
the delivery path rather than a repeatable
delivery capability.

9.2 Platform
Engineering
as adiscipline

Platform Engineering is the discipline of
designing and operating internal platforms that
help delivery teams build, deploy, secure,
observe, and operate software more
effectively. The platform transforms repeated
engineering work into reusable capabilities. It
gives teams a golden path for common work
while allowing specialized routes where the
system genuinely requires them (CNCF TAG
App Delivery, 2023a; Fournier & Nowland,
2024; Skelton & Pais, 2025).

This discipline grew out of infrastructure work,
yet it is broader than infrastructure operations.
Infrastructure operations tend to focus on
running technical components.



Platform Engineering focuses on the
experience of the teams consuming those
capabilities. It asks whether the capability is
discoverable, usable, documented, supported,
reliable, secure, and improving. A platform that
requires weeks of explanation before a team
can use it is still carrying too much operational
folklore.

The platform should reduce friction without
removing accountability. Product teams still
own the outcomes of the services they build
and operate. The platform team provides
common capabilities such as CI/CD templates,
infrastructure modules, service catalogues,
deployment workflows, secrets handling,
observability patterns, and compliance
evidence. The best platforms make the safe
path the easiest path.

Platform Engineering provides a practical
foundation for governing Al-enabled delivery.
Approved model endpoints, prompt
management patterns, Al workload
environments, data access controls, policy
checks, and observability conventions can be
built into platform capabilities. Teams get
usable paths. Governance teams get evidence.
Security teams get consistency. Product teams
get less accidental complexity.

A platform team should be careful about its
own failure modes. It can become a ticket
gueue. It can become a centralized approval
body. It can standardize the wrong abstraction
and force teams into workarounds. These
problems usually appear when the platform is
treated as an internal mandate rather than an
internal product.

Platform maturity typically progresses from
manual support to reusable automation, and
ultimately to governed self-service. Its success
is measured by whether product teams can
deliver faster, with lower cognitive load,
stronger governance, and greater operational
confidence.

9.2.1Internal developer
platforms with
emhedded
governance

@ ©© © 0 0 0 0000000000000 0000000 000 0 0,
.

.

Internal Developer
Platform (IDP)

A product-managed internal platform
that provides self-service paths for

building, testing, deploying, observing,
securing, and governing delivery work.

DEFINITION
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An Internal Developer Platform is the practical
implementation of Platform Engineering.

It provides self-service access to approved
capabilities. A product team should be able to
Create a service, provision infrastructure,
configure a pipeline, and deploy through
approved workflows. It should also capture
evidence, connect observability, and manage
secrets without starting a chain of manual
requests (CNCF TAG App Delivery, 20233;
Fournier & Nowland, 2024).

An important word is approved. Self-service
without governance quickly becomes
unmanaged variation. Embedded governance
incorporates controls into templates,
workflows, policies, service catalogues, and
evidence capture. Teams do not need to
remember every standard because the
platform applies many of them by design.

Good Internal Developer Platforms usually
include a service catalogue, reusable
templates, infrastructure modules, deployment
workflows, access patterns, documentation,
support routes, and observability conventions.
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Al-native capabilities should be
delivered through the Internal
Developer Platform model, with
approved services, reusable patterns,
clear access controls, and monitoring
for model behaviour. When these
capabilities are easy to discover and
use, teams can adopt Al responsibly
without creating fragmented or weakly
governed local solutions.
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They also include feedback mechanisms.

Teams need a way to report friction, request

changes, and understand the platform
roadmap. The platform should make

onboarding faster. It should also make day-two
operations better. A new service that is easy to

deploy but hard to observe, patch, recover, or
manage costs has only moved the problem.
Mature Internal Developer Platforms include

the operational details that teams tend to
forget when under delivery pressure.

© 0006006000000 000000000000000000000000e 00"

.
® e 0000000000000 00000000000000000®

Figure 9.3 illustrates how an Internal Developer

Platform packages reusable capabilities into
a governed self-service experience, enabling
product teams to consume approved services

while reducing operational friction. The
platform includes golden paths, CI/CD
templates, infrastructure modules,
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A platform capability is
ready when:

* teams can find it without asking

the platform team directly

+ the usage path includes

documentation and support
expectations

+ security, evidence, observability,

and cost rules are embedded

+ the platform team measures

adoption and friction, then improves
the service.

KEY
MESSAGE

environment provisioning, observability
patterns, secrets management, security
scanning, policy as code, deployment
automation, and related self-service
capabilities.

9.2.2 The platform team

as a product team
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A platform team has customers. They are the
internal product, service, data, security, and
operations teams that depend on platform
capabilities to do their work. This framing
changes the behaviour of the platform team.

4 )
Internal developer platform
) )
Product Golden S Outcomes
CERTE paths Cl/cD Infrastructure Provisioning Deployment
o faster onboarding
— — .
© consistent control
consume
golden paths o lower toil
L Security Service
Observabllity SR scanning as code catalogue
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HEeRed) Internal developer platform capabilities
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It must understand users, prioritize needs,
manage a backlog, publish a roadmap, provide
support, and measure whether its services are
helping (Fournier & Nowland, 2024; Skelton &
Pais, 2025).

Adoption is one useful signal, although it needs
interpretation. Strong adoption may show that
the platform provides real value. Weak
adoption may show that the platform is hard to
use, poorly documented, missing important
capabilities, or slower than local workarounds.
It may also show that leadership has mandated
a platform before it has earned trust. The
platform team should be curious about the
reason, not defensive about the number.

Platform product thinking also changes how
standards are introduced. A standard that
improves security but creates a painful
developer experience will generate exceptions.
A standard built into a well-designed workflow
can become normal practice. The platform
team should work with security, compliance,
architecture, finance, and product teams to
turn required controls into usable capabilities.

Service management also matters. Platform
services need service-level expectations,
support channels, incident handling, change
notices, documentation, and deprecation
practices. Internal users build their own
commitments on top of the platform. If the
platform is unreliable or unpredictable, every
service that depends on it inherits that
uncertainty. Figure 9.4 shows the platform
team operating as an internal product team,
continuously learning from users, prioritizing
improvements, providing support, and evolving
the platform through ongoing feedback.
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Responsible Al adoption also requires
approved capabilities to be easier to
discover and use than unmanaged
alternatives. For platform teams, this
means embedding Al services,
validation hooks, data-handling
controls, and monitoring patterns into
the platform offering rather than
relying on policy alone.
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9.2.3 Cognitive load,
governance,
and cost awareness
atscale

Platform investment pays back when it reduces
unnecessary cognitive load. Product teams
already carry domain complexity, user needs,
operational behaviour, security requirements,
and delivery pressure. Asking every team to
master every infrastructure detail, policy rule,
deployment pattern, runtime behaviour, and
cost model creates overload. Overloaded
teams make more mistakes, move more slowly,
and rely on local shortcuts (FinOps Foundation,
2025; Skelton & Pais, 2025).
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Platform team
builds and runs the platform

as an internal product

/

FEIEeR S Platform team as a product team
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There is a difference between essential
complexity and accidental complexity. Product-
specific behaviour, regulatory requirements,
and customer workflows may be essential.
Rewriting common pipeline logic, recreating
secrets patterns, or learning bespoke
provisioning steps is usually accidental.
Platforms should absorb repeated accidental
complexity while leaving teams close to the
parts of the system they must understand.

Governance and cost awareness should be
built into this same operating model.
Infrastructure governance becomes harder at
scale because the number of teams,
environments, services, data stores, regions,
and policies increases. Manual review cannot
keep up. Policy as code, automated tagging,
approved modules, access controls, audit trails,
budget thresholds, and evidence dashboards
allow the organization to govern continuously.

Cost awareness is now an engineering concern.
Elastic infrastructure gives teams the power to
create resources quickly. Al workloads can
increase spending quickly as well. Finance
teams can report cost after the fact, but
product teams and platform teams need cost
signals while decisions are being made.

Tagging, allocation, forecasting, alerts, and
budget guardrails should be part of daily
engineering practices.

This is where platform, finance, and
governance interests meet. The organization
should not treat cost control as financial
policing. It should treat cost as one of the
operational signals of the system. Teams need
to know whether a design choice increases
cost in exchange for better performance,
resilience, or value. Those trade-offs are often
valid. Hidden trade-offs are a problem.

At scale, platform governance must include
policy, security evidence, approved patterns,
and cost visibility. Otherwise, self-service
becomes another source of uncontrolled
variation.

Useful controls include automatic expiry for
unused development and test environments,
cost-anomaly routing to the accountable team,
and approved service or model tiers.

Al workloads should be reviewed for token

or accelerator cost, fallback and human-
escalation cost, and cost per useful outcome.
Shared visibility and showback should normally
precede punitive chargeback, because the first
objective is better decisions.

Table 9.1 Cost governance as an engineering feedback loop's

Step ‘ Practical expectation

Attribute

Associate infrastructure, platform, environment, model, and service cost with
a product, service, value stream, or accountable owner.

Express unit cost

Use meaningful units such as cost per successful transaction, environment hour,
build, deployment, Al request, completed inference, or customer outcome.

Set guardrails

Apply budgets, quotas, approved service or model tiers, environment expiry,
scaling boundaries, and cost-anomaly thresholds.

Review trade-offs

Examine cost alongside SLOs, latency, quality, security, resilience, support load,
sustainability, and customer value.

Act and verify

o

Change architecture, scaling, model routing, caching, scheduling, environment
lifecycle, or workload design, then verify that the whole outcome improved.

/




© © © 0 0 0 0 00 0000000000 0000000000000 0000000000 000000000000 0000000000000 000 0o

© © 0 0 0 0 0 000 0000000000000 000000000000 0000000000000 0000000000000 0000000000000

Case B | Harbor Digital Commerce
(composite): turning a platform
portal into a platform product

Harbor's first internal developer platform was
a portal over existing infrastructure tickets. It
standardized request forms but did not
remove waiting, and teams continued to build
local scripts because the platform path did not
support their delivery needs. Adoption reports
looked healthy because every request passed
through the portal, while cognitive load
remained high.

The platform team treated product teams as
internal customers. It observed onboarding,
interviewed teams about repeated work, and
selected one high-friction journey: creating a
production-ready service. The resulting golden
path provided versioned infrastructure, a Cl/
CD pipeline template, identity and secrets
integration, default telemetry, security policies,
cost tags, and a documented exception path.

@ &

Adoption was not mandated. The platform
team measured time to first deployment,
repeat support demand, reliability of the
platform services, user satisfaction, control
failures, and cost visibility. Teams could deviate
when the standard path did not fit, but
exceptions were visible and reusable needs fed
the platform’s roadmap.

The trade-off was deliberate. A product-
managed platform required sustained funding
and support, and it could not satisfy every
edge case. It reduced repeated work because
teams chose it for usefulness rather than
because a central function had renamed

a ticket queue.

Transferable lesson: An internal developer
platform is a product and self-service
capability. Adoption, reduced cognitive load,
dependable operation, and safer delivery are
stronger evidence than the existence of a
portal.
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Al-native infrastructure is subject to
the same cost-governance logic.
Al-related choices must be evaluated
through evidence, not assumed value.
A model-serving option may improve
latency or output quality, but it should
be assessed against cost, reliability,
performance, security, support effort,
and operational risk.
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Anti-pattern: every
team manages its own
infrastructure

This anti-pattern usually starts with a
reasonable intention. A team needs speed,

and the shared process is too slow. Engineers
create their own infrastructure scripts, choose
their own runtime patterns, configure their own
monitoring, and manage their own secrets.

The team feels more autonomous at first. Over
time, the organization pays for that autonomy
through duplication, uneven security, rising cost,
and unclear operational responsibility.

The damage appears gradually. One team
patches a runtime dependency quickly. Another
team remains exposed. One team has useful
logs. Another team cannot diagnose incidents.
One team has working cost tags. Another team
creates unallocated spending. A third team uses
an Al service without approved data controls
because the official path was not ready. Each
local decision has context. The overall system
becomes difficult to govern.

The better pattern is shared platform capability
with team autonomy inside clear guardrails.
Teams should still own their services and make
meaningful engineering decisions. The platform
should provide reusable foundations, so teams
do not need to rebuild common infrastructure,
security, observability, and compliance patterns
from scratch.

This distinction matters. Central control over
every decision creates queues and resentment.
Unmanaged variation creates operational risk.

A mature platform model provides standards
where consistency helps, and extension points
where teams need local choice. It also treats
exceptions as data. If many teams need the same
exception, the platform likely needs to change.
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Warning signs:

+ Several teams maintain separate
infrastructure templates for the
same pattern.

+ Security and compliance evidence is
collected manually for each team.

+ Environment drift is discovered
during incidents or release windows.

+ Al workload patterns appear outside
approved data, security, and cost
controls.
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MESSAGE

@ ©© © 0 0 0 0 0 0 000 0000000000000 0000000000000 00 0 g
® e 0000600600000 000000000000000000000000e0o00 e

® e 0000000000000 000000000000000 00 ®

9.3 Governed
infrastructure
and platform
capahility

Infrastructure maturity is measured by delivery
confidence, not by the number of tools in use.

A mature infrastructure model allows teams to
move quickly because common capabilities are
codified, tested, documented, observed, and
governed. It does not depend on a small group
of people remembering how the platform works.

The maturity path is practical. First, teams
move away from manual provisioning and
define environments as code. Next, they apply
validation, review, and drift detection. Then



they design for elasticity, resilience, and cost
awareness. As needs repeat across teams, those
patterns become platform capabilities. Finally,
the platform becomes a product that supports
secure, reliable, Al-ready delivery at scale.

This progression also applies to Al-native
environments, where infrastructure discipline
must cover generated artifacts, model-serving
workloads, data pipelines, and Al-assisted
operations, ensuring they remain governed,

observable, and reusable as delivery accelerates.

Leaders should fund platform work as

product work. Engineering teams should treat
infrastructure changes as code. Security and
compliance teams should help define controls
that platforms can apply automatically. Finance
should provide cost signals that engineers

can act on. When those responsibilities come
together, infrastructure stops being a queue
and becomes part of how the organization
delivers value.

Infrastructure maturity is visible when
environments are codified, secure, observable,
cost-aware, recoverable, and delivered through
governed self-service rather than ticket queues.

DECISION AND ACTION GUIDE

Executive decision: Technology
leadership funds the internal developer
platform as a product, defines its target
users, scope, service expectations, and
acceptable variation, and names an
accountable platform product manager.

Role-specific actions: The platform
product manager conducts discovery
and owns the roadmap; platform
engineers provide governed self-
service; security and finance embed
guardrails; product teams adopt the
paths or justify exceptions.

Evidence to review: Target-team
adoption, self-service completion
time, platform reliability, developer
satisfaction, repeated-work reduction,
cost-allocation coverage, unit-cost
signals, budget variance, idle-resource
cost, cost-anomaly response, and
exception trends.

9.4 Chapter
summary

Infrastructure is a DevOps capability because
every delivery practice depends on consistent,
secure, observable, recoverable, and cost-aware
environments. laC, automated validation, and
drift management make those environments
repeatable and auditable, while elasticity allows
capacity to respond to changing demand,
including Al workloads.

Platform Engineering turns repeated
infrastructure and delivery needs into product-
managed, governed self-service capabilities.
Internal developer platforms should reduce
cognitive load without removing product-team
ownership. Their value should be demonstrated
through adoption, usability, reliability, reduced
repeated work, stronger controls, and visible
cost outcomes.
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This chapter establishes security as a first-class
DevOps discipline and describes DevSecOps in
practical operating terms. This chapter also
addresses Al-specific security challenges that
now sit inside the delivery system, including
model integrity, prompt injection, data
governance, and Al supply chain risk.

Continuous Security means security is
designed, automated, measured, and improved
throughout the delivery system. Specific
security checks may occur at particular points,
but security is a daily operating discipline that
connects design, engineering, platform work,
release governance, operations, and incident
learning.

This chapter is most relevant to engineering
leaders, security leaders, platform teams, SREs,
release managers, architects, risk teams, and
practitioners responsible for building secure
delivery into everyday work.

10.1 DevSecOps:
from security
gate to system
property

The old pattern treated security as a review at
the end of the work. That pattern came from
a slower delivery world, where large batches
moved through stage gates, and security
teams could inspect a release after most
decisions had already hardened. Modern
delivery moves too quickly for that model.
Moreover, Al-assisted delivery increases the
volume of artifacts entering the system,
making late inspection even less reliable.

Security becomes stronger when it is
distributed throughout the system with clear
ownership. Engineering teams own the security
of what they build and operate. Security
specialists define standards, interpret risk,
build patterns, support teams, and handle
specialist analysis. Platform teams make
approved controls easy to consume. Leaders
fund the work and remove incentives that may
encourage teams to bypass controls.

This does not mean developers are expected
to become full-time security engineers. It
means the delivery system gives them usable
guardrails, fast feedback, secure defaults, and
clear escalation paths. Security capability
becomes embedded in the workflow, while
expert support remains available when the risk
or complexity justifies it (NIST, 2022; CISA et al.,
2023; Hornbeek, 2025).
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DevSecOps: security embedded within each stage of the value stream

v
Design ) Build ) Test ) Release ) Deploy ) Operate >

security controls only at the end of the value stream

[Design] ) [ Build] > [ Test ] ) [Release] > [Deploy] ) [Operate] > [Learn] ) Latf;,?:wity [ ?Izldalfg: ] ) [ Rework ]
L J

T
Security gate at the end

RO Contrasting DevSecOps with traditional late-stage security
/
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. . Figure 10.1 contrasts security embedded
Practice note throughout the delivery system with security
applied as a late gate. Security is shown
across design, build, test, release, deploy,
operate, and learn, reinforcing the chapter’s
treatment of DevSecOps as a system

property.

.

A team should be able to point to the
controls that operate at each step of
its delivery flow. If the answer is a
meeting, a manual checklist, or a
person who always remembers to ask
the right question, the control is
fragile. Start by making the most
common controls visible, then
automate those that repeat frequently
and create little judgement value.

10.1.1Security
requirements and
threat modelling
at design time

Security begins while the system is still being
shaped. Architecture choices create trust
boundaries, data flows, identity models,
integration paths, and operational exposure.
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Threat modelling gives teams a disciplined way
to reason about those choices before code,
pipelines, and infrastructure make them
expensive to change (Deogun et al.,, 2019; NIST,
2022; Hornbeek, 2025).

The threat landscape is the set of threats,
attack paths, vulnerabilities, assets, actors, and
potential impacts relevant to the system and
its operating environment. It changes as
architecture, dependencies, data, users,
infrastructure, and Al-enabled capabilities
change. Understanding this landscape helps
teams decide which risks require prevention,
detection, mitigation, transfer, or explicit
acceptance.

A useful threat model does not need to be

a ceremony that slows delivery. For most
teams, it is a structured conversation
supported by lightweight artifacts. The team
identifies what the system protects, who might
misuse it, how data moves, where trust
changes, and what controls should exist. It
helps the team assess and prioritize security
risks and select controls appropriate to the
level of risk. The output should feed directly
into engineering work: security requirements,
abuse cases, logging needs, test cases, and
pipeline checks.

Threat modelling feeds security risk
management. Teams should assess identified
threats according to likelihood, potential
impact, exposure, and the effectiveness of
existing controls. The response should then be
explicit: reduce the risk through design or
controls, avoid the risky activity, transfer the
risk where appropriate, or accept the residual
risk through an authorized decision. The level
of evidence and approval should be
proportionate to the risk.

Early security thinking matters most where the
system handles sensitive data, regulated
workflows, identity decisions, financial
transactions, safety concerns, or Al-enabled
decisions. Al-native systems add another layer
of complexity. Teams must decide which
prompts, models, datasets, tools, and
generated outputs require additional controls.
They must also define when human review is
mandatory and what evidence should be
retained.
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Practice note

Threat modelling works best when it
follows real design changes. A new AP,
a new data store, a new Al integration,
or a new deployment path should
trigger a short review of trust
boundaries and failure modes. The
output should be work the team can
use, such as a test, a logging
requirement, a control, or a backlog
item.

KEY
MESSAGE

@ ©© © © 0 0 0 0 0 0000000000000 000000000000000 00000

® e 0000000000000 000000000000000 00 ®

10.1.2 Shift-left security
and pipeline
feedhack

Shift-left security moves useful feedback
closer to the point where work is created. It is
most valuable when it helps teams fix issues
while the context is fresh and the cost of
correction is low. A secret detected in a local
commit, a vulnerable dependency flagged
during a pull request, or an unsafe
infrastructure setting caught before
deployment is easier to handle than the same
issue discovered in production.

Common shift-left practices include:
secrets management
threat modelling
dependency scanning with Software
Composition Analysis (SCA)
Static Application Security Testing (SAST)
Dynamic Application Security Testing (DAST)
container scanning
Infrastructure as Code (laC) scanning
penetration testing
configuration checks
Interactive Application Security Testing (IAST)
security policy validation
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Figure 10.2 illustrates how security checks can
be distributed across the pipeline, from design
through to runtime. These checks provide
earlier and more continuous feedback by
combining fast, local checks, such as secrets
detection, SAST, and dependency scanning,
with later-stage activities, such as Dynamic
Application Security Testing (DAST), runtime
protection, and penetration testing.

Dynamic testing and runtime security remain
important, because some risks appear only
when the system is assembled and exercised
under realistic conditions.

Good security feedback spans the pipeline,
with fast checks early and deeper checks
where they add confidence.

The practical problem with shift-left security
is noise. Tools that produce long lists of
unprioritized findings train teams to ignore
security feedback. A mature pipeline
classifies findings by severity, exploitability,
exposure, service criticality, and business
context. It gives developers clear
remediation guidance and it separates
urgent defects from hygiene work that
should enter the backlog.

-

Secrets management

=)+ () (@) (> () =+ )+ (=)

! I ! !

! I ! !

Find security issues close to where they are created

Fast, usable, prioritized feedback

SN0 Shift-left security checks across the pipeline

J
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Al-generated code and configuration
make secure delivery controls
essential, not optional. Generated
artifacts should follow the same
review, validation, provenance, and
pipeline evidence requirements as
human-authored work.
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Practice note

Early feedback must be fast enough to
keep developers in the flow of work.

A check that takes hours or produces
hundreds of vague findings will be
bypassed, delayed, or treated as
background noise. Security teams
should tune tools in collaboration with
engineering teams and remove noisy
rules that do not change decisions.
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10.1.3 Security as code
and continuous
compliance

Security as code expresses policies, controls,
compliance rules, and guardrails in versioned,
reviewable, and testable forms. Policy as code
makes the desired control behaviour explicit,
and it allows the same rule to be applied
consistently across infrastructure, pipelines,
access, deployment approvals, and runtime
configuration (NIST, 2022; SLSA, 2026).

Figure 10.3 shows how security and
compliance controls are versioned, reviewed,
tested, automated, and enforced. It maps
these controls to infrastructure, CI/CD
pipelines, access control, deployment, runtime
operations, and audit evidence so that
compliance evidence is generated through
normal delivery work.

The value is consistency. Manual interpretation
drifts as teams, environments, and deadlines
change. Codified controls create a shared
source of truth.

They can be reviewed like any other
engineering artifact, tested before adoption,
and improved as risk changes. They also create
a better audit trail because policy decisions
and evidence are captured as part of the
normal workflow.

Continuous compliance applies the same logic
to regulatory and governance needs. Evidence
should be generated as work moves through

the system, rather than reconstructed later
from screenshots, emails, meeting notes, and
change tickets. A pipeline can record build
results, test evidence, approval decisions,
security scans, access checks, configuration
baselines, exception approvals, and
deployment records.

Control owners still matter. Some policy
decisions require judgement, legal
interpretation, or formal risk acceptance.
Mature DevOps systems reserve human
review for exceptional or high-risk conditions
and automate the routine evidence collection
that once consumed so much time. This
approach protects both delivery flow and
governance confidence.
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Practice nobe

Compliance evidence has the most
value when it is generated by the work
itself. A build record, signed artifact,
policy decision, access approval, test
result, and deployment record can
form a defensible evidence chain. This
reduces audit effort and gives control
owners greater confidence in the
operating system.
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10.2 Modern
supply chain
and Al security

Modern delivery depends on a broad supply
chain of source code, dependencies, build
systems, and artifacts, and also relies on
models, prompts, datasets, plugins, and
external services. Security must establish
provenance, integrity, approved sources,
access boundaries, and validation across this
chain, including the new attack paths
introduced by Al-enabled systems. This section
extends established DevSecOps controls to
the assets and dependencies that now shape
production behaviour.

10.2.1 Software supply
chain security

Software supply chain security protects the
chain of artifacts, tools, services, and
dependencies that feed the delivery system.
Modern software depends not only on open-
source libraries, container images, package
registries, and build tools, but also on
deployment automation, third-party services,
and increasingly Al-generated code and
Al-assisted tooling. Each component can
introduce risk (NIST, 2022; Hornbeek, 2025;
OpenSSF, 2026; SLSA, 2026).

A strong supply chain programme starts with
provenance. Teams should know where
dependencies come from, who approved
them, how they were built, and whether they
have known vulnerabilities. To protect the
software supply chain, organizations must
secure both their development assets and
their release processes. On the asset side,
this involves using software bills of materials
(SBOMs), artifact signing, and trusted
registries. Simultaneously, the release process
must enforce dependency scanning, build
isolation, and controlled package promotion.

The build pipeline deserves particular
attention. Attackers often target the systems
that build and deploy software because those
systems are trusted by default. Build agents,
credentials, signing keys, package publishing
rights, and deployment tokens must be
protected with the same seriousness as
production systems. Access should be limited,
logged, rotated, and reviewed. The control set
should culminate in an evidence-based
promotion decision. Table 10.1 provides a
baseline rather than a universal assurance
level; higher-risk products and services may
require stronger provenance, independent
verification, segregation, or formal approval.
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Al expands the software supply chain
beyond code and dependencies to
include models, prompts, datasets,
plugins, and third-party Al services.
Continuous Security must therefore
ensure that these assets are
approved, traceable, scanned where
possible, governed by clear use
restrictions, and assigned to
accountable owners.
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Table 10.1 Minimum software-supply-chain evidence before promotion™

Control area ‘ Baseline expectation ‘ Evidence retained

Source and
dependency
control

Use approved sources, pinned versions,
integrity checks, and dependency policies.

Dependency manifest, source record,
integrity results, policy decisions, and
Software Composition Analysis (SCA)
results.

Build integrity

Use a controlled or isolated build, a least-
privileged build identity, and protected
credentials and signing keys.

Build record, builder identity, access log,
and key-use record.

Component
transparency

Generate and retain an SBOM for each
release candidate.

Versioned SBOM linked to the artifact
digest.

Provenance and
attestation

Record source, inputs, builder, and build
process, then verify the provenance against
defined expectations.

Signed provenance or equivalent
attestation and verification results.

Artifact integrity

Sign artifacts and verify signatures and
digests before promotion.

Signature, digest, signer identity, and
verification results.

Registry and
promotion

Use trusted registries and approved,
traceable promotion paths.

Registry history, access record, and
promotion record.

Vulnerability and
policy decision

Evaluate vulnerabilities, licensing
obligations, policy requirements, and
exceptions before promotion.

SAST, DAST, SCA, and policy results plus
a named, time-bound exception where
required.

Al-related assets

-

Record models, prompts, datasets, plugins,
generated code, and third-party Al services
that influence the release.

Asset version, provenance, approval,
validation evidence, restrictions, and

owner. J

10.2.2 Al-specific
security: model
Integrity, prompt
injection, and data
governance

Al-specific security is now part of
Continuous Security. Al-assisted
development and Al-enabled services
introduce assets and attack paths that
traditional application security programmes
may not fully cover. Prompts, models, datasets,
embeddings, and retrieval indexes, as well as
agents, generated code, and tool connections
all need controls. These controls extend
existing security practice rather than creating
a separate security lane (NIST, 2024; Hornbeek,
2025; OWASP Foundation, 2025a). Figure 10.4
summarizes the Al assets and outputs
requiring protection and the principal security
controls applied across them.

Prompt injection is one of the most visible
examples. An attacker may try to manipulate
an Al system into ignoring instructions,
exposing hidden context, calling unauthorized
tools, or producing unsafe outputs. Defensive
design should include not only input handling,
prompt filtering, and tool-use restrictions, but
also retrieval controls, output validation, and
monitoring for abuse patterns. Teams should
also apply least-privilege access to Al tools and
retrieval systems to limit the impact of
compromised prompts or model behaviour.

Model integrity is another concern. Teams
need approved model sources, controlled
model versions, documented deployment
records, and monitoring for unexpected
behaviour. Training data and retrieval content
require governance because they can affect
decisions, recommendations, and generated
responses long after code has been deployed.
Changes to models, datasets, and retrieval
content should therefore be traceable and
subject to appropriate review before reaching
production.
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Access rules Data governance _Prompt and Model validation Monitoril:ng Human oversight
input controls and audit

SR DY Al-specific security controls in DevSecOps'’

Al security controls

. : Data governance is especially important.
Practice note Sensitive information can enter prompts, logs,

traces, training sets, embeddings, or human
review queues if teams do not design controls
deliberately. Al workflows should define:

what data may be used

what must be redacted

where logs are retained

who may access them

how incidents are handled.

Al controls should be designed around
actual use cases. A coding assistant,

a customer-facing chatbot, a fraud
model, and an autonomous
remediation agent do not carry the
same risk. The control set should
reflect the data involved, the actions
the Al can influence, and the
conseqguences of a wrong or
manipulated output. Controls should
become stronger as access, autonomy,
and potential impact increase. Where
Al can influence production systems or
high-impact decisions, teams should
define explicit authorization
boundaries, monitoring, and recovery
mechanisms.

The practical rule is clear: Al changes the
security surface, so DevSecOps must expand
its control model accordingly.
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10.3 Continuous
security
operations and
improvement

Security capability is incomplete when findings
remain in scanners, dashboards, or incident
reports. Vulnerability management, operational
feedback, champion networks, and meaningful
measures should convert security evidence
into owned remediation, better tests, stronger
platform guardrails, and improved design.

This section focuses on the operating loop

that allows security to learn and improve
continuously.

10.3.1Vulnerahility
managementina
Continuous Delivery
environment

Vulnerability management changes when teams
release frequently, because periodic scanning
and quarterly remediation planning cannot
keep pace with systems that change every day.
Vulnerabilities must be discovered, triaged, and
assigned as part of the normal delivery flow.
Continuous vulnerability management should
therefore extend beyond discovery and triage to
include remediation and verification. While this
process also requires exception handling and
learning, the weakness in many organizations is
not scanning; it is the absence of accountable
follow-through (NIST, 2022; Hornbeek, 2025;
OWASP Foundation, 2025b).

The hardest part is prioritization. A raw count
of vulnerabilities tells leaders very little. To
prioritize effectively, teams need to analyse

factors across two dimensions. On the technical
side, they need to understand exploitability,
exposure, asset criticality, and compensating
controls. From a business perspective, they
need to evaluate service ownership, customer
impact, and regulatory context. A low-severity
issue on an internet-facing identity service

may deserve faster action than a high-severity
finding on an isolated development component.

Remediation work should enter the same
backlog and planning system as other product
and reliability work. Emergency fixes need a fast
path with clear authority. Less urgent findings
need service-level expectations, ownership, and
visibility. The security team can help classify risk,
but the team that owns the service must be
able to act.

Verification closes the loop. A vulnerability is not
resolved simply because a ticket has changed
state. The fix must be built, tested, deployed,
and confirmed. In Al-enabled systems,

teams may also need to verify that prompts,
model versions, retrieval sources, or agent
configurations have been updated safely. This

is the same engineering discipline applied to
security work.

@ ©© © 0 0 0 0000000000000 0000000 000 0 0,
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Practice note

Vulnerability management improves
when it is connected to ownership.
Every finding should map to a service, a
team, a risk decision, and a target
response time. Findings without
ownership become inventory, and
inventory without action creates a false
sense of control.
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10.3.2 Security operations
feedback into
DevOps

Security operations produce signals that should
improve engineering work. These signals
include alerts, incidents, attack patterns, and
penetration test findings. They also involve
threat intelligence, vulnerability trends, and
runtime telemetry. Together, they reveal how
systems behave under pressure. However, they
lose value when they remain inside dashboards
or incident reports (Adkins et al., 2020;
Hornbeek, 2025).

A mature feedback loop converts security
operations findings into backlog items, test
cases, and detection rules, as well as platform
guardrails, design changes, and policy updates.
If an incident reveals weak secrets handling, the
result should include improved secret scanning,
platform defaults, rotation procedures, and
developer guidance. If attackers repeatedly
target an API pattern, architecture and testing
practices should change.

e ®© © 0 0 0000000000000 00000000 0000 0
.

Practice nobe

Security operations should not be
treated as a separate world that only
responds to alerts. The best signals
from operations become better
defaults, better tests, better detections,
and better architecture decisions. This
is where security becomes a learning
system rather than a permanent
emergency response function.
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Security incidents should be reviewed with the
same learning discipline as reliability incidents.
Blame slows learning and hides the real causes.

The useful questions are about conditions:

Why did the control fail?

Why did detection arrive late?

Why was recovery difficult?

What should the delivery system do
differently next time?

This feedback loop connects Continuous
Security to Observability. Logs, metrics,

traces, and deployment metadata help teams
reconstruct what happened, while identity
events, access records, and business impact
signals help them decide which controls
deserve investment. Production security
telemetry should shape the next design and
the next platform improvement. To achieve
this, security operations should feed delivery
decisions with evidence from incidents,
detections, exploit attempts, vulnerabilities,
misconfigurations, and control failures. The goal
is to improve design, tests, platform guardrails,
and runbooks.
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Case A - Northstar Financial
Services (composite): responding
to software-supply-chain risk

A critical vulnerability was disclosed in a widely
used open-source dependency. Northstar's
nightly scanner found most affected services,
but several teams had built artifacts from
different registries and could not prove which
dependency version had entered production.
One high-value service also could not accept
the recommended upgrade without a breaking
interface change.

Northstar used the event to strengthen the
delivery system. Teams routed dependencies
through approved registries, generated
software bills of materials, signed build
artifacts, captured build provenance, and
evaluated policy before deployment. Security
findings entered the product backlog with
service criticality, exploitability, exposure, and
compensating controls rather than an
undifferentiated list.

An Al assistant proposed version changes and
summarized likely exposure, but the security
and product teams reviewed the
recommendation. Most services moved
through the normal governed path. The
incompatible service used an emergency
change path with a time-bound exception,
network restrictions, additional monitoring,
and a named owner for the follow-up
remediation.

The incident did not produce a claim that every
vulnerability could be eliminated immediately.
It produced better traceability, faster
identification of affected artifacts, and a
clearer decision path for risk that could not be
removed at once.

Transferable lesson: Software-supply-chain
security is an evidence and decision system.
Provenance, approved sources, signed
artifacts, risk context, exception ownership,
and operational monitoring matter as much
as the scanner.
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10.3.3 Security champions
and metrics
for continuous
security

Security champions help scale security
knowledge across teams. A champion is

usually a practitioner embedded in a product,
platform, data, or operations team who receives
additional support, training, and access to
security specialists. The role helps translate
security expectations into everyday engineering
decisions. Security champions should help
teams interpret findings, improve patterns, and
raise risks early rather than becoming informal
gatekeepers.

A good champion model avoids two bad
outcomes. It does not make the champion the
only person responsible for security within

the team. It also does not turn the central
security group into a ticket queue for routine
questions. Security champions help teams
understand patterns, review designs, raise
risks early, support threat modelling, and guide
remediation. The central security team provides
standards, expertise, coaching, and escalation.

Security measurements should support the
same intent. Useful metrics show whether the
system is preventing, detecting, responding,
remediating, providing evidence, and learning
effectively. Examples include time to remediate,
vulnerability age, policy pass rate, secrets
detection rate, dependency freshness, security
test effectiveness, incident recurrence, and
evidence of completeness.
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Practice note

A champion network needs time,
recognition, and practical support. It
fails when champions receive
responsibility without authority or
training. It succeeds when the central
security team equips champions with
patterns, examples, escalation paths,
and a community where hard
questions can be handled quickly.
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Metrics can damage trust if leaders use them to
rank or punish teams. Raw vulnerability counts
are especially misleading because they reflect
discovery rate, scanning coverage, asset count,
and reporting culture as much as security
posture. Metrics should guide conversations
about risk and improvement. They should help
leaders fund the right platform work, reduce
noisy findings, and make secure delivery easier
for teams.
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Anti-pattern: “Security ’ : h
- Practice note

reviews the release every

quarter’

The quarterly security review pattern belongs to
a slow, batch-heavy delivery model. It assumes
that security can inspect a large release after
most decisions have been made and still
provide meaningful control. In continuous
delivery environments, that assumption breaks
down quickly. Risk accumulates between
reviews, findings arrive late, and remediation
competes with release pressure.

The purpose of the anti-pattern is not
to eliminate human judgement, but to
reserve it for decisions that require it.
Routine changes should produce
evidence automatically, while high-risk
changes should reach the right people
with enough context to make a sound
decision. This approach reduces
unnecessary manual effort while
keeping meaningful oversight in place.
It also helps teams apply consistent
controls without slowing down low-risk
The better pattern is continuous, evidence- delivery.
based, and risk-aware security. Low-risk
changes should pass through automated
controls with evidence captured along the way.
High-risk changes should trigger human review
when the system detects conditions that justify
it. This preserves judgement while reducing the
gueue for routine approvals.
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This applies equally to Al-native changes,
where prompts, models, retrieval sources,
permissions, and generated artifacts may

all affect production behaviour. Continuous
Security keeps these changes visible, governed,
and accountable as they move through normal
delivery flow.

DECISION AND ACTION GUIDE

Executive decision: Security and
technology executives should set risk
appetite, minimum software-supply-
chain controls, exception authority,
remediation expectations, and an
accountable owner for each material
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Security reviews the release every

.
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@ ©© © 0 0 0 0 0 0 0000000000000 00000000000 00000

quarter. The organization treats
security review as a scheduled
inspection event rather than an
embedded delivery capability. Teams
wait for approval, security teams
become overwhelmed by late findings,
and leaders receive a false sense of
confidence because the process exists
even when the control is weak.
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control.

Role-specific actions: Security
specialists should define threat
models and guardrails; engineering
teams should own secure
implementation and remediation;
platform teams should automate
provenance, signing, software bills of
materials, policy checks, and evidence
collection.

Evidence to review: SBOM
coverage, provenance attestations,
signature and digest verification,
builder identity, policy results,
vulnerability age, dependency-
exception age, remediation evidence,
and incident-learning actions.



10.4 Chapter
summary

Continuous Security turns security from a

late inspection activity into an operating
discipline. It connects design, engineering, and
platform capabilities with release governance,
production telemetry, and learning. This is
how security keeps pace with delivery without
becoming invisible or careless.

Al-native delivery broadens the security
surface. DevSecOps must therefore extend
normal controls, evidence, validation, and
monitoring to Al-generated artifacts,
Al-assisted decisions, and the models,
prompts, datasets, agents, and toolchains
that support them.

Security is strongest when it is built into
everyday work. Threat modelling moves risk
discovery earlier. Shift-left controls provide fast
feedback. Security as code and continuous
compliance make controls repeatable. Supply
chain security and Al-specific security extend
the control model to modern delivery. Metrics
and champions help scale capability without
turning security into a bottleneck.
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This chapter defines observability as a
feedback capability that helps the DevOps
system detect, understand, and respond to
changing conditions. It distinguishes
monitoring from observability, explains the
telemetry foundations that make diagnosis
possible, and shows how production signals
influence reliability, product, architecture,
security, and Al governance decisions.

DevOps is incomplete when software merely
reaches production. It becomes complete
when production evidence informs the next
decision.

Monitoring and observability are related but
distinct capabilities. Monitoring tracks known
conditions through predefined signals,
thresholds, and expected states. Observability
uses telemetry and system context to help
teams investigate behaviour, including
conditions they did not anticipate in advance.
Monitoring helps teams detect that something
is wrong; observability helps them understand
what is happening and why. Together, they
provide the operational visibility needed to
detect, diagnose, learn from, and improve
system behaviour.

This chapter is most relevant to engineering
leaders, SRE teams, platform teams, product
owners, operations teams, security leaders,
and practitioners responsible for making
production behaviour visible and useful.

11.10hservability
foundations

Observability begins with a clear distinction
between detecting known conditions and
explaining unexpected behaviour. It depends
on deliberate instrumentation and correlated
evidence across logs, metrics, traces, events,
deployment context, business signals, and user
impact. This section establishes the
foundations for turning production evidence
into trustworthy and useful information.

11.1.10bservability as
the DevOps
nervous system

Production is the only environment where the
whole system is present. The real users are
there. The real networks are there. The real
data shapes, traffic spikes, third-party
dependencies, feature flags, security controls,
and operational habits are present as well.

A delivery system that stops learning when
code reaches production is running with half
its senses removed (Beyer et al,, 2016;
Hornbeek, 2024; Majors et al., 2026).

Observability is the mechanism by which
production speaks back to the organization.
It turns runtime evidence into learning. That
evidence may arrive as logs, metrics, traces,
events, deployment metadata, user
behaviour, incident records, cost signals,
security alerts, or Al behaviour indicators.
The important question is whether the
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organization can interpret these signals and

use them to improve the next change. In Al-enabled systems, a chatbot may

remain available, fast, and cheap while
answer quality degrades after a prompt
change. A recommendation or fraud
model may keep operating while user
behaviour or attacker patterns shift.
Therefore, Al broadens observability
beyond availability and cost to include

A mature operating model behaves like a
self-correcting control system. Production
emits telemetry, teams interpret the signals,
decisions lead to change, and validation
checks whether the change achieved the
intended outcome. The results then feed back
into production, where new telemetry begins
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Consider a checkout service that appears
healthy on a traditional dashboard. CPU is
normal. Uptime is green. Hosts are responding.
Yet customers abandon carts at a higher rate
after a release. The useful evidence sits across
several signals. Traces show a slow call to
payment integration. Logs show retries only for
one region. Metrics show a rise in tail latency
rather than average latency. Release metadata
shows a feature flag change. Business
telemetry shows checkout abandonment.
None of those signals alone tells the full story.
Together, they explain the issue.

11.1.2 Monitoring and
ohservability:
known conditions
and unknown
hehaviour

The distinction between monitoring and
observability becomes practical when teams
use production evidence to investigate system
behaviour. Monitoring is the repeated
observation of systems, services, practices,
pipelines, or other entities to detect events
and keep their current status known. It
answers questions about known conditions:

Is the disk almost full? Has the error rate
crossed the agreed threshold? Is request
latency outside the expected range? These are
valuable questions, and teams need them
answered quickly (Majors et al., 2026;
PeopleCert, 2026d). Monitoring therefore
checks whether the system is operating within
expected limits, using dashboards, alerts, and
runbooks to identify and respond to
predefined conditions.

Observability goes further by helping teams
understand the internal state and behaviour of
a system from its external outputs and signals,
especially metrics, events, logs, traces, and
release context. It supports investigation when
the condition is unexpected and the team does
not yet know which threshold matters.
Observability asks why the behaviour is
happening, where the failure path travels, which
users are affected, and what changed before
the symptoms appeared. This approach helps
teams examine unexpected behaviour through
hypotheses, tests, and correlated evidence,
rather than simply detecting that something has
gone wrong. Figure 11.2 summarizes this
distinction as a simple decision tree.

The difference matters because modern
systems fail in ways that do not respect
organizational boundaries. A problem may
appear only for users on one mobile application
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version, in one region, after one feature flag
change, when a third-party dependency is slow.
A dashboard that shows service-level uptime
may be correct and still miss the user-visible
failure. In that situation, more dashboards do
not create better observability. Better
correlation, context, and evidence that teams
can investigate are needed.

A simple disk space alert is monitoring. Disk
usage reaches 90 per cent, the alert fires, and
the runbook explains the response. A regional
latency increase after a feature flag change is an
observability problem. The team must correlate
request traces, release metadata, logs, client
versions, and regional infrastructure behaviour.
The investigation begins with a question, then
forms a hypothesis, tests it against evidence,
and learns from the result.

DevOps teams cannot improve what they
cannot see. They cannot move safely at higher
speeds without trustworthy feedback.
Production evidence must be close enough to
development decisions to influence what the
team builds, tests, refactors, automates, funds,
or removes next.

11.1.3 Telemetry
foundations:
instrumenting
the system

Observability is not magic. It depends on
telemetry: metrics, events, logs, traces, and
other signals emitted by systems, delivery
pipelines, and Al-enabled components for
monitoring, analysis, and decision support.
Useful telemetry starts with deliberate
instrumentation. Weak telemetry relies on
whatever logs or counters happen to exist
after the system has already failed
(OpenTelemetry, 2026).

Telemetry moves from sources such as
applications, application programming
interfaces (APIs), infrastructure, CI/CD pipelines,
and Al systems through instrumentation
(including software development kits),
collection, processing, and storage, before it is
used for analysis and decision-making. To make

telemetry trustworthy and useful, signals should
include consistent context such as service,
environment, version, region, deployment ID,
flags, and trace IDs. They should also be
governed by quality controls covering naming,
timestamps, cardinality, sampling, retention,
and privacy. Figure 11.3 illustrates this telemetry
pipeline and the context and quality controls
that support it.

Instrumentation should cover more than the
application’s runtime to provide observability
across the entire delivery and operating
environment. At the application level,
instrumentation records request paths, errors,
business events, and domain behaviour, helping
teams understand how the software functions
in practice. Infrastructure instrumentation
complements this by monitoring resource
saturation, network behaviour, environment
state, and overall platform health.

Observability is also needed throughout the
software delivery lifecycle. CI/CD and
deployment instrumentation tracks builds,
tests, approvals, versions, deployment IDs,
rollback events, and feature flag changes,
creating a record of how changes move into
production. User experience instrumentation
focuses on what people encounter when using
the system, capturing real user behaviour,
client-side performance, abandonment, and
task completion. Business event
instrumentation links technical behaviour to
value impact, connecting operational
performance with business outcomes.

OpenTelemetry has become an important
vendor-neutral framework for generating,
collecting, processing, and exporting telemetry
data such as traces, metrics, and logs. Its
practical value is not that it solves every
observability problem. Rather, it gives teams a
common instrumentation model and reduces
the cost of moving telemetry across tools and
platforms.

Metadata turns raw signals into evidence. Every
service should emit enough context to make
investigation possible. Ordinary details, such as
service name, environment, version, region,
deployment ID, feature flag state, customer
segment where privacy-safe, trace ID, and
correlation ID, become essential during an
incident.
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A log line without a request ID is weak evidence.
A metric without a service version cannot
identify whether a deployment caused
degradation. A trace without business context
may reveal latency while hiding user impact.

Telemetry quality needs the same care as
product quality. Therefore, teams should
standardize naming, control cardinality, keep
timestamps accurate, define sampling
strategies, set retention policies, and redact
sensitive data before it becomes a problem.
Cardinality deserves special caution. A metric
label that includes unbounded user IDs, session
IDs, or free-form prompts can turn an
observability platform into an expensive noise
generator.

Telemetry should be treated as part of the
product, since it is part of the production
interface between the system and the people
who operate, improve, secure, and govern it.
Teams that defer telemetry design usually pay
during incidents, when the missing signal
cannot be reconstructed.

11.1.4 Logs, metrics, and
traces: correlating
the evidence

The three classic pillars of observability are logs,
metrics, and traces. The phrase is useful as

a teaching model, although observability is
broader than these three data types. Events,
profiles, deployment metadata, feature flag

records, user analytics, cost data, and
Al-specific telemetry all add context. Still, logs,
metrics, and traces remain the foundation for
most production investigations (Majors et al,,
2026; OpenTelemetry, 2026).

Logs are records of events. They explain what
happened at a point in time. Structured logs are
far more useful than free-form strings because
they can be queried, filtered, correlated, and
aggregated. A useful log event commonly
includes timestamp, service, severity, request
ID, account or session identifier where
appropriate, error code, deployment version,
and feature flag state. Logs are especially useful
for discrete events, exception analysis, audit
trails, and reconstructing the narrative of

a failure.

Logs carry risk. They can be noisy, expensive,
inconsistent, and dangerous when they contain
sensitive data. Poorly structured logs create a
kind of ‘'string soup’. They may appear readable
to a person skimming one line but fail as
evidence because they cannot be queried
reliably. Mature teams standardize their
structure and apply privacy controls early.

Metrics are numeric measurements over time.
They show trends, rates, distributions, and
thresholds. Counters, gauges, histograms, and
percentiles each answer different questions.
The four golden signals from SRE practice,
latency, traffic, errors, and saturation remain

a useful starting point for user-facing systems.
Tail latency deserves particular attention
because averages often hide the users who
have the worst experience.



Metrics should include business behaviour
where possible. Conversion rate, checkout
success, search relevance, support contacts,
churn indicators, and Al escalation rate often
explain why a technical change matters.

A latency spike is useful. A latency spike that
correlates with abandoned checkout attempts
is more useful.

Traces show a request path through distributed
systems. A trace is built from spans. Each span
records one unit of work, with attributes, timing,
status, and parent-child relationships. Traces
are essential in microservices, serverless
systems, event-driven systems, and Al pipelines
because failures often emerge across service
boundaries. A checkout trace may cross the AP
gateway, authentication service,
recommendation service, payment service,
database, and an external API. The trace shows
where time was spent and how causality moved
through the system.

Practical value comes from their correlation.
Logs, metrics, and traces become powerful
when they share correlation identifiers, service
metadata, deployment versions, environment
context, and business context. Without this
shared context, the signals remain fragments.
A trace identifies where a request slowed. Logs
explain what happened inside the relevant
span. Metrics show whether the behaviour is
isolated or systemic. Business telemetry shows
whether users were harmed. Together, these
signals support a diagnosis that is operationally
useful.

11.2 From telemetry
to operational
decisions

Telemetry creates value only when it changes
an operational, product, or engineering
decision. AlOps, feedback loops, SLls, SLOs, and
error budget practices help teams interpret
signals, prioritize action, and balance change
with reliability. This section explains how
evidence moves from observation to
accountable decisions and verified
improvement.

11.2.1Al0ps: from
signal reduction
to hounded
operational action

AlOps applies Al and machine learning to
operational telemetry, service context, and
workflows to reduce noise, detect and correlate
conditions, support diagnosis and prediction,
recommend responses, and execute bounded
and reversible actions where explicitly
authorized. It extends observability and
operations; it does not replace SRE, incident
management, or human accountability (Dang
etal., 2019; Chen et al., 2025).

Table 11.1 AlOps use, practical purpose, and required control®

AlOps use ‘ Practical purpose

Noise reduction

‘ Required control

and correlation

Group duplicate or related alerts and
connect them to services, changes,
dependencies, and user impact.

Preserve source signals and measure
both noise reduction and missed-event
risk.

Detection and
prediction

Identify anomalies, saturation, degradation,
or emerging failure conditions.

Monitor false positives, false negatives,
drift, and changing baselines.

Triage and
diagnosis support

Assemble deployment history, topology,
telemetry, incidents, and plausible
hypotheses.

Link conclusions to source evidence,
expose alternatives, and label uncertainty.

Response
recommendation

Suggest a runbook, rollback, escalation,
capacity change, or diagnostic step.

Keep accountable human review for
material operational decisions and record
acceptance or override.

Bounded Execute predefined, low-impact, reversible | Use allow-listed actions, least privilege,
automated action within an approved class. audit logs, monitoring, post-action
\response verification, rollback, and a kill switch. J
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The control boundary changes as AlOps moves
from analysis to action. Read-only correlation
can normally operate with ordinary data,
privacy, and quality controls. Recommendations
require links to supporting evidence and, where
relevant, indications of uncertainty. Production
actions require allowlisted targets, least
privilege, preconditions, post-action verification,
recovery, monitoring, and an accountable
owner. AlOps is therefore not a synonym for
autonomous operations.

A small starter set of measures is sufficient:
alert-volume reduction paired with missed-
event rate; time to assemble useful incident
context; recommendation acceptance and
override rates; automated-action success and
rollback rate; reduction in on-call toil; and cost
per useful operational outcome. AlOps has
failed if it suppresses noise while hiding
incidents or automates work that responders
must then repair.

Teams should begin with read-only correlation
and diagnosis, validate performance against
known incidents and controlled failure
exercises, and expand authority only when
accuracy, blast radius, recovery, and audit
evidence are acceptable. The Harbor case later
in this chapter applies the same principle:
Al-assisted correlation supports responders,
but evidence and accountable judgement
govern mitigation.

11.2.2 Feedback loops:
production signals
to development
decisions

Telemetry becomes valuable when it changes
decisions. Passive visibility is the ability to look at
the system. Active feedback is the ability to
change the system because of what has been
observed. Many organizations have the first and
call it observability. The second is what DevOps
needs.

Feedback loops operate at several levels.
Immediate operational feedback supports
alerting, incident response, rollback, and
mitigation. Team feedback supports defect

analysis, retrospectives, backlog refinement,
test improvement, and toil reduction. Product
feedback supports decisions about adoption,
abandonment, conversion, user paths, and
feature value. Architecture feedback exposes
recurring bottlenecks, service coupling, scaling
constraints, and failure patterns. Business
feedback connects reliability, speed, cost, trust,
and customer experience. Together, these
levels show how production evidence flows
back into development and team learning,
along with product decisions, architecture
improvement, and business outcomes. Figure
11.1 above illustrates this production-to-
development feedback path.

Production telemetry should become part of
the ordinary work of the organization. Sprint
planning should consider incidents, operational
toil, recurring defects, and service-level risk.
Architecture reviews should include traces,
saturation trends, dependency behaviour, and
deployment failures. Incident reviews should
produce changes to code, tests, runbooks,
dashboards, and platforms. Capacity planning
should use real demand patterns rather than
hopeful forecasts. Product roadmap
conversations should include user behaviour
and reliability evidence, not only feature
requests.

The pattern is familiar: repeated database
saturation becomes an architecture
investment. Feature flag telemetry shows low
adoption and a high error rate, so the roadmap
changes. Trace data reveals excessive service
hops, so a team simplifies the service
boundary. Alerts show repeated manual
remediation, so the platform team automates
the recovery path. None of this happens
because data exists. It happens because the
organization has a disciplined path from
evidence to decision.

Ownership is important. Developers own the
operability of the code they build. Operations
and SRE teams help provide platforms,
observability patterns, guardrails, and
reliability coaching. Product teams consume
telemetry as evidence for product decisions.
Security teams use production signals to
improve controls and detection. Leadership
funds the improvements that telemetry
reveals.



When telemetry has no owner, it becomes
another reporting artifact.

A useful feedback loop is short enough to
matter and disciplined enough to avoid
overreaction. Teams should not change
direction because of every noisy signal. They
should form hypotheses, check the evidence,
make focused changes, and validate whether
those changes helped.

11.2.3 Sl S10,
and error budget

SRE practices turn observability into reliability
management. The core contribution is a
disciplined way to describe reliability in terms
that users care about, then use that description
to make delivery and risk decisions (Beyer et al.,
2016; Beyer et al., 2018; Hornbeek, 2024).

Figure 11.4 depicts how user journeys are
translated into SLIs, SLOs, and error budgets.

When the error budget is healthy, teams can
continue with planned change; when it is
consumed too quickly, reliability work, release
restraint, or architecture investment becomes
the responsible decision.

A Service Level Indicator (SLI) is a
measurable indicator of service behaviour.
Good SLis describe user-relevant behaviour.
Availability, latency, error rate, freshness,
durability, correctness, and throughput are
common categories. A database CPU metric
may be useful to an operator, but it is rarely
the best SLI for a user path. A checkout
success rate, search response latency, or data
freshness measure is closer to the experience
that matters.

A Service Level Objective (SLO) is a target
value or range for an SLI. An SLO may state
that 99.9 per cent of checkout requests should
succeed over a 30-day window. The exact
target is a product and risk decision. It should
reflect user expectations, business criticality,
system cost, and operational reality.

-
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A Service Level Agreement (SLA) is an
external or contractual commitment. Teams
should keep the distinction clear because
contractual commitments carry obligations
that internal objectives may not.

An error budget is the amount of
unreliability allowed by the SLO. If the
checkout SLO is 99.9 per cent of successful
requests over 30 days, the error budget is 0.1
per cent of failed checkout requests during
that window. That small number is more than
a technical curiosity. It is a way to make
trade-offs explicit.

An error budget policy defines how a team
uses its allowable level of service unreliability
to balance delivery speed with reliability,
including what actions to take when the
budget is at risk or exhausted.

One hundred per cent reliability is usually the
wrong target. It may be impossible,
economically irrational, or harmful because it
slows learning and delivery without improving
the user experience in proportion to its cost.
Error budgets help teams have better
conversations. When the budget is healthy,
the team may ship faster within agreed
guardrails. When the error budget is being
consumed too quickly, the team reduces
release risk and investigates. When the
budget is exhausted, reliability work takes
priority until the system returns within its
agreed risk boundary.

Burn-rate alerting connects SLOs to
operational alerting and response. Instead
of paging because a server has crossed

an arbitrary threshold, the team pages when
the error budget for user-facing reliability is
consumed too quickly. This does not remove
the need for diagnostic metrics. It changes
which signals trigger a response and which
signals support investigation after paging.

SLOs are stronger when they are tied to user
paths and reviewed with product owners.
Reliability is a product decision as much as an
infrastructure target. If reliability work has no
product owner, it will compete poorly against
visible feature work until an incident forces
the issue.

11.3 Extending
the scope of
ohservability

Modern observability must cover more than
application health. Al behaviour and the
delivery system itself can degrade through
drift, weak review, slow flow, unstable
pipelines, or missing context, even when
traditional infrastructure signals remain green.
This section extends observability to the
systems that create and change software,
connecting operational evidence to user
outcomes, governance, and learning.

11.3.1 Monitoring
Al hehaviour
in production

Al-enabled systems add a different kind of
production responsibility. Traditional software
can fail after a code change, a configuration
change, an infrastructure event, or a
dependency failure. Al systems can degrade
even when the code has not changed. Inputs
shift. User behaviour changes. A prompt
template evolves. A retrieval index becomes
stale. A model behaves differently across
regions, languages, customer segments, or
over time (Autio et al., 2024; DORA, 2025).

Figure 11.5 illustrates how Al behaviour is
monitored across the flow from live inputs,
through Al services, including models,
prompts, and retrieval, to outputs and
resulting actions. It extends production
observability to Al-specific signals such as
model behaviour, prompt or retrieval quality,
drift, decision accuracy, human escalation,
latency, and cost.

Predictive Al systems need monitoring for data
drift, concept drift, prediction drift, training-
serving skew, model performance degradation,
calibration, fairness indicators, feature quality,




and missingness. Offline validation remains
necessary, but it cannot prove that the model
will remain fit for purpose after deployment.
Production behaviour must therefore be
monitored continuously.

Generative Al systems need additional signals.
Several signals matter: latency, token usage,
cost per request, refusal rate, grounding
indicators, hallucination indicators, safety policy
violations, prompt injection attempts, retrieval
quality for Retrieval-Augmented Generation
(RAG) systems, tool-call failures, and human
escalation rate. Some of those signals are
operational. Some are quality signals. Some are
governance signals. The point is that availability
and latency are no longer enough.

Machine Learning Operations (MLOps) adds
data validation, model validation, continuous
training patterns, and production model
monitoring to the normal CI/CD practices. In
practice, a model deployment, prompt change,
retrieval index update, feature pipeline change,
safety policy update, or tool integration should
be treated as a production change. Each needs
appropriate post-deployment monitoring
alongside provenance, validation, rollback or
mitigation options.

Explainability and auditability become part of
observability. Depending on risk, this may
include feature attribution, reason codes,
model cards, decision records, example-based
explanations, prompt and model version
traceability, dataset lineage, or human-
readable audit trails. The level of evidence
should match the risk of the decision. Higher-
risk decisions affecting credit, employment,
public benefits, or safety require a much
stronger evidence model.

Al governance also belongs to the production
feedback loop. Risk management guidance
such as NIST's Al Risk Management
Framework points organizations towards
trustworthiness in design, development,

use, and evaluation. DevOps provides the
operating path for making that practical.

It connects design controls, deployment
evidence, production telemetry, incident
learning, and remediation actions.

The examples are straightforward. A fraud
model may maintain precision offline while
recall drops in production because attacker
behaviour changes. A recommendation model
may increase click-through while weakening
retention.
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A chatbot may maintain acceptable latency
while its hallucination rate rises after

a prompt change. A RAG system may produce
poor answers because the index is stale. Each
problem is a production problem. Each
requires observability.

11.3.2 Delivery-system
ohservahility:
DORA metrics
and flow metrics

Application observability explains the
production behaviour of a digital product or
service. Delivery-system observability explains
how work moves through the engineering
system that changes it. Both views are needed
because a reliable service can still be
constrained by long queues, unstable builds,
slow reviews, weak release evidence, or
excessive work in progress (Kersten, 2018;
DORA, 2024; DORA, 20264a).

Delivery-system observability connects pipeline
events, deployment records, incidents, work
items, DORA metrics, and flow metrics so that
teams can see how the delivery system itself
behaves.

The delivery system view combines signals from
version control, build, test, security, deployment,
release, incident, service management, and
value streams. The objective is to take
traceability from a change through validation
and deployment to production behaviour and
user impact. This traceability helps teams locate
constraints and determine whether an
improvement changed the system.

DORA metrics and flow metrics are important
inputs, but this chapter does not reteach their
definitions or governance. Chapter 14 is the
canonical narrative on balanced measurement,
interpretation, data quality, and metric use.
Appendix B provides the concise metric
catalogue for implementation reference.

Within observability practice, the working
requirement is therefore simple: instrument the
delivery system well enough to answer where
work waits, what changed, what evidence
supported the decision, what happened in
production, and what should improve next.

11.4 Alerting, on-calli,
and blameless
learning

Alerting is a socio-technical system. It affects
users, responders, sleep, trust, and recovery
time. A good alert protects users and helps
responders take useful action. A bad alert
burns attention, trains people to ignore the
pager, and slows recovery when a real incident
arrives (Edmondson, 1999; Beyer et al., 2018).

The terms should be clear. An alert is a signal
generated by a rule or detection mechanism.
A page interrupts a person because urgent
action is required. A ticket records work that
should be handled but does not require
immediate interruption. A notification
informs an audience without necessarily
demanding action. A dashboard is for
inspection, whereas a report is for trend
analysis. Confusing these channels creates
noise.

The practical paging standard is strict. A page
should be urgent, actionable, and user-visible
or imminently user-visible. It should have an
owner, a clear statement of user impact, a
runbook link, a severity level, recent
deployment context, an SLO or business-
impact reference, an expected first action, and
an escalation path. If an alert lacks those
properties, it may still be useful, but it probably
should not wake someone.



Symptom-based alerting usually protects users
more effectively than cause-based alerting.
Users do not care which internal component
caused the failure. They care that checkout is
failing, search is slow, or responses are unsafe.
Cause-based alerts can support diagnosis or
early warning, but pages should usually reflect
user-visible symptoms. This keeps attention
focused on the service experience and reduces
noise from internal conditions that do not
matter.

Sustainable on-call requires design. Fair
rotations, training, shadowing, escalation
support, incident command, psychological
safety, and recognition all matter.

Teams should track alert volume, sleep-
impacting pages, noisy alerts, and alerts that
are not actionable. Removing a bad alert is
often reliability work. It improves the human
system that protects the technical system.

Postmortems should be learning artifacts.

A useful postmortem records the incident
summary, timeline, user impact, detection
path, response, contributing causes, what went
well, what went poorly, where luck was
involved, and action items with owners and
dates, as well as alerting or observability gaps.
The purpose is to improve the system. Blame
narrows the search for causes. Learning
widens it.

The best postmortems feed backlog and
architecture decisions. They improve tests, E
runbooks, dashboards, alerts, deployment
practices, service boundaries, capacity plans,
security controls, and product expectations.

A postmortem that produces no change is only
arecord. A postmortem that changes the
system is observability doing its job.
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Case B | Harbor Digital Commerce
(composite): when green
infrastructure hid a broken
checkout

During a seasonal promaotion, Harbor's
infrastructure dashboards remained green
while checkout completion fell. CPU, memory,
and basic availability were within expected
thresholds. Customers were abandoning
payment because a downstream provider was
intermittently slow, and the application retried
in a way that amplified latency.

The team correlated traces, payment-provider
timing, recent deployment context, customer-
journey events, and support contacts.

A checkout-completion SLI and SLO made the
user impact visible. Error-budget burn changed
the release decision: the product team paused
a planned feature release and directed work
towards the payment dependency and retry
behaviour.

Al-assisted triage grouped related signals and
highlighted the provider dependency, but
responders verified the source traces before

acting. The first Al summary overweighted an
infrastructure anomaly that was not causal, so
the workflow was changed to show evidence
links, alternative hypotheses, and missing
context rather than a single confident
explanation. Harbor then tracked time to
assemble incident context, recommendation
acceptance and override rates, and missed
conditions. It did not authorize automated
mitigation; that would require repeated
evidence of accuracy, narrow blast radius,
tested rollback, and complete auditability.

Production evidence then changed the
roadmap. Harbor funded a payment
abstraction and resilience work instead of
another visible checkout feature. The decision
combined observability with product
judgement; telemetry did not make the
decision automatically.

The experience also gave Harbor a practical
observability maturity path. The levels below
are useful only when they represent a stronger
explanation, decision support, and learning,
not a larger inventory of monitoring tools.

Continued on next page

.
.

.

© © © 0 0 0000 0000000000 0000000000000 000000000 0000000000000 000000000c0 o



© © 0 0 0 0 0 00 0 00000000000 0000000000000 0000000000000 0000000000000 000000000000 0000000000000 000000o0

.

@ ® © © 0 0 0 0 0 0 0 00 000 0000000000000 000000000000 000000000000 0000000000000 0000000 00 00,

Continued

Table 11.2 Observability maturity path

Level ‘ Capability

‘ Evidence expected

‘ Next improvement

1 Basic uptime monitoring Availability and basic health Instrument critical user
signals journeys and services.
2 Service dashboards and Service status, latency, errors, Correlate signals across the
threshold alerts and alert history service.
Correlated logs, metrics, and Cross-signal diagnosis with Define SLIs, SLOs, and an
3 traces release context actionable alert policy.
4 SLOs, error budgets, and Error-budget decisions, on-call | Connect telemetry to roadmap
actionable alerts response, and learning actions | and architecture decisions.
5 Telemetry drives roadmap and | Production evidence changes | Extend observability to
architecture priorities and design software delivery and Al
behaviour.
6 Software, delivery, and Al Traceability from change and Continuously validate
observability model behaviour to user automation, models, and
outcomes uardrails.
. 8 4

Harbor used the maturity path to sequence

improvement from basic detection to

correlated explanation, reliability decisions,

and product learning.

A practical checklist remained useful. Could
the team detect user-impacting failure, explain
why it happened, connect behaviour to a

Transferable lesson: Observability is an

organizational learning capability. Green

infrastructure does not prove that the user

journey is healthy, and an Al-generated

judgement.

deployment or dependency, act on an SLO,

complete learning actions, and monitor
Al-enabled workflows after deployment?

© © © 0 0 0 0 0000000000000 000000000000 00000000000 0000000000000 0000000000000 00000 0 o

SCENARIO

explanation does not remove the need for
correlated evidence and accountable

.
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DECISION AND ACTION GUIDE

Executive decision: The accountable
product or service executive should
approve the SLO and error-budget
policy for critical services, the
required on-call investment, and how
production evidence will influence
product and release decisions.

Role-specific actions: Product, SRE,
engineering, operations, and security
roles should define SLIs, instrument
critical paths, tune alerts, review
incidents, and monitor Al behaviour
where applicable.

Evidence to review: SL| and SLO
performance, error-budget decisions,
alert actionability, telemetry coverage,
AlOps recommendation accuracy

and override rates, missed-event
rate, automated-action success and
rollback, completed incident actions,
and Al drift or safety signals.

11.5 Chapter
summary

Continuous Monitoring and Observability
provide production feedback that allows the
DevOps system to correct itself. Monitoring
detects known conditions; Continuous
Monitoring and Observability explains
unexpected behaviour by correlating logs,
metrics, traces, deployment context, business
signals, and user impact. SLIs, SLOs, error
budgets, and actionable alerts turn that
evidence into reliability and release decisions.

Al-enabled systems expand the required
telemetry to include quality, drift, safety,
explainability, and cost, as well as prompts,
models, retrieval, and human escalation. AlOps
can reduce noise and support diagnosis, but
automated action must remain bounded,
reversible, evidenced, and accountable. The
mature outcome is telemetry-driven learning
in which production evidence changes
architecture, roadmaps, platforms, security
controls, and the next delivery decision.
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PART THREE puts the DOI® Operating Model
into practice. This section is concerned with
what organizations do after they understand
the model: assess where they are, choose
where to improve, build a transformation plan,
measure the right signals, and scale without
losing control.

The practical starting point is assessment.
Many DevOps programmes begin with tools,
automation, platforms, restructures, or training
before the organization has understood its real
constraints. That is usually expensive and
rarely disciplined. A serious improvement
effort begins with evidence. It asks what teams
can do today, what slows flow, where reliability
breaks down, and where governance creates
friction. It also examines where security arrives
late, where Al-enabled work is entering the
system, and which constraints matter most.

PART THREE is written for leaders,
transformation sponsors, senior practitioners,
platform teams, assessors, coaches, and
governance stakeholders who need to turn the
DEVOPS INSTITUTE® model into a working
improvement programme. The section is
practical. It provides the bridge from
framework understanding to operational
change.

ChaPEer 12

Explains how to assess current maturity. It
introduces the use of the DevOps Nine Pillars
as an assessment structure, with Appendix A
providing the practical assessment method
and guidance. The chapter distinguishes
between aspirational maturity, operational
maturity, and evidence-based maturity. It also
warns against using assessment as blame.

A good assessment should reveal the condition
of the system so that leaders can prioritize
investment intelligently.

Chapﬁ:er 13

Provides the transformation playbook. It
explains why transformation should begin with
strategy and goal alignment, followed by
current-state assessment and value stream
mapping. The subsequent stages are
future-state mapping, solution options,

implementation planning, implementation
verification, operationalization, expansion,
and sustained improvement. It gives readers

a sequence for the first 90 days, guidance for
building the transformation case, and practical
advice for scaling from team to programme to
organization.

Chap&er 14

Defines the measurement system. It treats
metrics as feedback control, not reporting
decoration. The chapter explains the balanced
domains of Flow, Quality, Stability, and Value,
and extends the measurement model to Al
behaviour, drift, decision quality, explainability,
and operational Al cost. It also places DORA
metrics in context, explaining their value while
warning against shallow comparisons, gaming,
and false confidence.

Chap&er 18

Addresses DevOps at scale. Scaling is where
many DevOps efforts stall because the
constraints move beyond individual team
practices. Dependencies, architecture
coupling, shared services, enterprise
platforms, portfolio funding, compliance,
governance, measurement, and coordination
overhead become the main issues. This
chapter explains how organization-wide
DevOps requires a coherent operating model
across teams, value streams, platforms,
governance, architecture, funding, and metrics.

The chapters in PART THREE share a simple
discipline. Do not improve randomly. Assess
the current state, identify the constraint,
choose a focused intervention, measure
whether it helped, and use the evidence to
decide the next investment. This discipline
matters even more in Al-native delivery, where
the speed of artifact generation can make a
weak delivery system noisier and harder to
control.

PART THEE moves the DevOps
Standard book from definition to action. It
gives organizations a way to use the DEVOPS
INSTITUTE® model without turning it into

a ceremony.
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This chapter gives organizations a practical way
to understand their current DevOps maturity
before they invest in improvement.
Assessment is the prerequisite for targeted
transformation because it separates belief
from evidence and aspiration from operational
reality.

The DevOps Nine Pillars (Chapter 4) provide
the primary practice-domain lens for
assessment. The complete DEVOPS
INSTITUTE® Maturity self-assessment tool also
evaluates four cross-cutting system capabilities
that extend across the Operating Model.
Al-native readiness is assessed as one of those
cross-cutting capabilities and through its
application within the relevant Pillars.

The chapter is written for leaders,
transformation teams, assessors, and senior
practitioners. It gives them a disciplined way to
read the system, locate constraints, and
convert findings into improvement investment.
A maturity assessment should make the
organization calmer and more precise. When it
Creates anxiety, rivalry, or defensive scoring,
the organization has already started using the
instrument incorrectly.

12.1 Assessment
foundations

Effective assessment begins with a shared
understanding of purpose, scope, maturity,
and evidence. The objective is not to award

a score or compare teams; it is to reveal the
current capability of the system, the pattern
of strengths and weaknesses, and the
constraint that matters most. DevOps maturity
assessment is a structured way to understand
the system in order to improve it. This section
establishes the assessment concepts needed
before the process is conducted.

12.1.1 Assessment hefore
improvement

Many DevOps initiatives begin with a solution
before the organization has established the
problem. A platform is purchased, a pipeline
programme is announced, teams are
reorganized, a new automation backlog is
created. Yet no one has shown where the
constraint sits. The organization may remain
busy without addressing what is actually slowing
delivery, increasing risk, or exhausting teams
(Humble et al., 2014; DORA, 2024).

Assessment prevents random transformation.
It gives leaders and teams a shared current-
state picture before money, effort, and political
capital are committed. Assessment asks a few
hard questions: how work moves, where it
waits, which controls are trusted, which
practices are repeatable, and which outcomes
can be shown with evidence.



Assessing where you are

Three views of maturity often coexist.
Aspirational maturity is what leaders believe
or intend to be happening. Operational
maturity is what teams experience in daily
work. Evidence-based maturity is what can
be demonstrated through practices, data,
records, and outcomes. When these views
disagree, the disagreement is useful. It tells the
organization where perception and reality have
drifted apart.

Consider a common scenario. An organization
may believe that it has mature DevOps
because it has CI/CD tooling, automated builds,
and several cloud environments. Assessment
may reveal a different picture: weak incident
learning, fragile environments, manual
approvals, late security evidence, and product
feedback that rarely reaches the backlog. In an
Al-enabled team, generated code may enter
the pipeline quickly, while test-coverage
reviews, provenance tracking, and model-risk
checks remain inconsistent. The important
outcome in this case is a clearer understanding
of where improvement is required. Sometimes
it is monitoring, leadership decision rights,
platform self-service, or the way teams own
production outcomes. Good assessment
narrows the field of action.

Appendix A provides the practical assessment
guidance for this book. Use it as a structured
conversation supported by evidence, not as a
survey completed in isolation. The assessment
approach should help teams understand
current capability, identify constraints, and
choose the next responsible improvement.

12.1.2 Maturity levels: from
Initial to optimizing

A maturity level describes system capability,
not the worth of a team or the competence of
individuals. This distinction matters because
teams can behave intelligently inside badly
designed systems. A team may work hard,
collaborate well, and still be trapped by
manual approvals, brittle environments,
missing telemetry, or governance rules that
create unnecessary waiting. The five-level
scale?® used in this chapter gives organizations
a common language for progression.

Level 1: Initial

Initial maturity describes work that is ad hoc
and dependent on individuals. Deployments
are irregular, documentation is thin, and
incidents are handled reactively. Success often
depends on a few people who know where the
fragile parts are and how to work around them.

Level 2: Managed

Managed maturity means that some
repeatable practices exist. Teams can follow
known procedures, and local standards may
be present. Basic automation may help with
build, testing, or deployment work. The
weakness is variation. One team may have

a useful pipeline, and another may still rely on
manual release coordination. In Al-native
contexts, one team may review generated code
carefully while another treats generated output
as ordinary work with no provenance or special
validation.

%008 [EPYO | paepuers sdonsa aul [e3LNLISNISIONIA €8,



DEVOPS INSTITUTE®| The DevOps Standard | Official Book 184

Level 3: Defined

Defined maturity means that shared standards
exist across teams. The organization has
common expectations for CI/CD, testing,
monitoring, security, infrastructure, and delivery
controls. At this level, people can explain what
good practice looks like. The limitation is that
outcomes may still be weakly measured. A
defined process can look mature on paper while
still producing long lead times, escaped defects,
or noisy incidents.

Level 4: Measured

Measured maturity means that practices are
instrumented and evaluated. Teams use
delivery, flow, reliability, incident, security,
product, and Al behaviour signals to understand
how the system is performing. Leaders can see
bottlenecks and constraints. Measurement is
used to improve the system rather than to
punish individuals.

Level 5: Optimizing

Optimizing maturity means that continuous
improvement is embedded in the operating
model. Teams run controlled experiments,
learn from production signals, improve the
platform, complete post-incident actions, and
adjust governance based on risk and
evidence. Al-enabled delivery at this level
includes validation, traceability, monitoring,
and human accountability as normal
operating practices.

The following figure shows maturity
progressing from Initial to Managed, Defined,
Measured, and Optimizing. It reinforces that
maturity should be viewed as a progression in
capability, rather than reduced to a single
score.

Greater
capability

' 3

L5 Optimizing

Measured

L3 Defined

L2 Managed

Initial

m DevOps maturity levels?’
o

continuous improvement

evidence guides choices

shared standards

repeatable locally




12.1.3 Assessing the Nine
Pillars and cross-
cutting capabilities

The DevOps Nine Pillars prevent a narrow
assessment. Without them, organizations tend
to over-read the parts of DevOps they can see
easily. Pipelines, tools, dashboards, and
deployment frequency are visible. Leadership
alignment, psychological safety, architecture
fitness, test data, incident learning, and
security ownership are often harder to see.
They are also where many constraints exist.

A useful assessment reads horizontally
across the Pillars, and vertically within
each Pillar. Horizontal reading shows balance
across capabilities. A team may be strong in
Continuous Integration and weak in
Continuous Monitoring and Observability,

which means it can integrate changes faster
than it can understand them in production.
Vertical reading shows depth and
completeness of a capability. A team may
have infrastructure automation yet still lack
versioned modules, drift detection, recovery
testing, or cost controls.

The Nine Pillars provide the practice-domain
structure for assessment. Each Pillar is
realized through the three enabling
dimensions of people, process, and
technology, as established in the DOI®
Operating Model. Assessment considers how
effectively these dimensions work together
within each Pillar and extends the view to
measurement and evidence. This helps
determine not only whether relevant practices
exist, but whether they are operating
effectively and producing meaningful results.
Table 12.1 summarizes the assessment criteria
for each Pillar.

Table 12.1 Assessment criteria across the DevOps Nine Pillars

Pillar People Process Technology | Measurement | Evidence
Leadership Sponsorship Vision and Decision Transformation | Leadership
strategy support progress and decisions
performance
Collaborative | Ownership Cross-team Shared ways of | Learning and Autonomy and
Culture collaboration working team health feedback
Architecture
. Operabilit Distributed Testable and S\é'geenére]dence
Design for P y architecture observable Resilience P
DevOps mindset . . of modules,
practices services
observable by-
products)
Continuous Team Merges, builds, Cl automation Mainline health Release
Integration ownership and | tests, and and fast candidate
short branches | packaging feedback evidence
Continuous Development | Automated test | Test harness Coverage and Test results
Testing and quality generation, and test data defects
assurance (QA) | environment
teams orchestration,
test execution,
and results
analysis
Elastic Skills in 1aC, Self-service GitOps, Scale, flexibility, Recovery and
Infrastructure | configuration provisioning infrastructure and resource environment
as code, and and container utilization evidence
containers orchestration, (setup and
and recovery time,
configuration environment
\ tools failures) J

Continued on next page
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Pillar People Process Technology | Measurement | Evidence
Continuous Development | Threat Security Security posture | Policy
Security and security modelling, scans, | scanners (SCA, compliance
teams and penetration | SAST, DAST, reports
testing RASP, IAST) and
penetration
testing tools
Continuous Delivery and Deployment Deployment Failure rate, Release
Delivery and | deployment strategies tools recovery time readiness and
Deployment ownership (DORA) deployment
health
Continuous DevOps and Monitoring and | Alerts, Operational Telemetry and
Monitoring SRE teams observability dashboards performance, Al signals
and practices (SLOs, data and SLIs
Observability logs, metrics,
traces, and
\_ events) W,

. The evidence-based assessment logic 12'1'4 nead“_lg
maturity patterns

across the DevOps Nine Pillars applies

to Al-native delivery as well.

Al-generated artifacts, Al-assisted Assessment results usually form patterns.

decisions, and Al-enabled services These patterns often matter more than the
numeric scores. A simple average hides the

shape of the system, and that shape helps

must be reviewed, governed,
monitored, and improved within the

leaders identify where to act. Mature assessors
look for imbalances, constraints,

DOI® Operating Model, rather than
managed through a separate checklist
or side process. dependencies, and contradictions.
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AI-RELATED One common pattern is tool-rich but
CONTENT culture-poor. The organization has many
T l tools, but trust is low, approvals remain manual,
[ & AlEY teams remain siloed, and ownership is unclear.
o & This usually means the transformation focused

© 0000000000000 0000000000000000000000o0e0e "

1
. on technology while leaving the work system
intact. Al tools can make this worse by increasing
artifact volume while the review culture remains

fragile.

@ ©© © 0 0 0 0 0 0 0000000000000 00000000000 00000

® e 0000000000000 000000000000000 00 ®

A second pattern is strong Cl with weak
release management. Builds are automated,
tests may run reliably, and integration looks
healthy, yet deployments remain manual and
infrequent. Change failure remains high because
release coordination, environment readiness,
rollback, and production validation have not
matured alongside integration.
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Athird pattern is fast delivery with weak
reliability. Teams deploy often, but
monitoring is thin, incident learning is weak,
SLOs are unclear, and on-call load is rising.
The organization has accelerated change
without sufficient feedback and recovery
capability. In Al-enabled services, the
equivalent pattern appears when prompts,
models, or retrieval indexes change faster
than the monitoring of quality, drift, safety,
and explainability can keep up.

Another pattern is strong local teams with
weak organizational alignhment. Some
teams have mature practices, while others
work in very different ways. Shared platforms
are missing, governance varies, and common

standards are thin. Maturity exists in pockets.

The organization has success stories, but it has
not yet built the conditions that let good
practice spread.

Security as a late gate remains a stubborn
pattern. Reviews happen near release, findings
cause delay, developers lack usable tooling,
and security teams become bottlenecks.

Measurement without learning is equally
common. Dashboards and metrics provide
visibility, but the evidence does not lead to
changed behaviour or improvement.

The shape of the maturity profile matters more
than the average score. Tool-rich, culture-poor
profiles require different actions from those
needed for fast-but-fragile profiles or strong-
local-team profiles.

Table 12.2 Interpreting common DevOps maturity patterns

Maturity pattern ‘ Typical symptoms ‘ Improvement focus

Tool-rich but
culture-poor

Strong tooling, weak trust and ownership | Culture, collaboration, decision rights

Strong Cl,
weak release
management

Fast integration, difficult releases

Release and deployment practices

Fast delivery, weak

reliability

High speed, weak feedback and recovery

Observability, reliability, recovery

Strong local teams,
weak alignment

Mature teams, inconsistent organization-
wide practices

Platforms, standards, governance

Security as a late
gate

Late reviews create delays and
bottlenecks

Embedded security and controls

Measurement
\without learning

Visibility does not lead to improvement

Learning, decisions, action
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12.2 Gonducting and
interpreting the
assessment

An assessment becomes useful through
disciplined participation, evidence, and
interpretation. Teams should apply a consistent
process, record the basis and confidence for
each rating, and read the results as a maturity
pattern rather than as one average score. This
section explains how to use the assessment
instrument to produce a credible current-state
view and practical findings.

12.2.1 Gonducting
the internal
assessment

The internal assessment should be scoped
clearly. Ateam, value stream, platform group,
business unit, and an organization do not share
the same boundaries, evidence, or decision
rights. The scope must be stated before scores
are discussed so local excellence is not
averaged into an enterprise claim and
organization-wide constraints are not assigned
to one team (Hornbeek, 2019; DORA, 2024;
PeopleCert, 20264d).

Participants should represent the system being
assessed and include people who understand

how work moves. The evidence should combine
operational records with informed judgement.
Toolchain data, pipeline results, incidents,
architecture, security findings, service evidence,
product outcomes, and Al-governance records
are more reliable than a consensus reached in a
workshop unsupported by facts.

Appendix A provides the canonical assessment
method and guidance for the DEVOPS
INSTITUTE® Maturity self-assessment tool.

It defines the fields, scoring rules, confidence
rating, participant guidance, evidence
expectations, and interpretation approach.
This chapter retains the principles so leaders
can govern the assessment without duplicating
the detailed assessment materials.

Figure 12.2 depicts the internal assessment
workflow and emphasizes an evidence-based
assessment process and reassessment rather
than a one-time maturity exercise.

The assessment should have a named
accountable owner, such as the value stream
owner, transformation lead, or executive
sponsor, who is responsible for reviewing the
findings, tracking improvement actions, and
commissioning reassessment. During active
improvement, assessment evidence should be
reviewed monthly and a structured
reassessment should be conducted after each
60-t0-90-day improvement cycle. Once a stable
improvement cadence has been established,
a full reassessment should be conducted
quarterly or semi-annually, according to the
scope, risk, and rate of change.

Self-

Eviden
ence assesment

Participants

mmtemal assessment process

Discussion

Next assessment cycle

Review scope, evidence, confidence,
constraints, and action backlog

Improvement

Findings backlog

Priorities




12.2.2 Using Appendix A
to interpret results

The first output is a current-state profile,

not a roadmap. Read the distribution of scores,
the strength of evidence, the confidence rating,
and the dependencies among pillars. Averages
can hide the constraint: a mid-level capability
may be the area that limits several stronger
capabilities, while the lowest score may not yet
be the active bottleneck.

Interpret disagreement as evidence about the
system. Leaders may see a documented
process, while practitioners experience
unreliable execution. Security, operations,
product, platform, and delivery teams may hold
different parts of the record. The facilitator
should make those differences visible and
resolve them through evidence rather than
hierarchy.

Appendix A explains the maturity model,
scoring approach, confidence guidance, and
interpretation of results. The chapter-level
interpretation should summarize the maturity
profile, evidence quality, material risks, principal
constraints, and a small number of
improvement themes. Section 12.3.1 then turns
those themes into investment choices.

Interpretation should compare scores, evidence
quality, confidence rating, and operating
outcomes. A low score with strong evidence is
more useful than a high score based on
aspiration alone.
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Case A - Northstar Financial
Services (composite): reading an
evidence-based maturity profile

Northstar assessed the payments value
stream before selecting another automation
programme. Leaders initially described the
value stream as highly mature because it had

a modern pipeline and frequent test execution.
Engineers scored the same value stream lower

because test data was unreliable,
environments drifted, release evidence was

assembled manually, and production alerts did

not describe customer impact.

The assessment team scored individually, then
compared evidence. Continuous Integration
was relatively strong, but confidence in the
score was high only for build and merge
practices. Continuous Testing and Continuous
Monitoring and Observability were weaker.
Security controls existed, yet evidence quality
varied by service. The most important
constraint was not simply the lowest score:

© © 0 0 0 0 0 000 0000000000000 000000000000 0000000000000 0000000000000 0000000000000

shared test data and weak customer-journey
telemetry constrained testing, release
readiness, recovery, and learning at the same
time.

The team recorded confidence alongside
maturity. Where evidence was incomplete, it
did not average opinions into a false sense of
precision. The resulting improvement theme
was to strengthen test data, service-level
telemetry, and release-readiness evidence
before investing in a new pipeline product.

The assessment changed the investment
conversation. It replaced a tool request with
a system problem supported by operational
facts and a small number of testable
improvement hypotheses.

Transferable lesson: A maturity score is
useful only when it is supported by evidence
and interpreted as a system. Prioritize the
capability that constrains several outcomes,
not automatically the lowest number or the
most visible tool gap.
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12.3 Improvement
investment,
henchmarking,
and governance

Assessment creates value when its findings
change priorities, funding, and control
decisions. Improvement investment should
address the constraint, benchmarking should
add context rather than competition, and
governance should use defensible evidence
while preserving a learning mindset. This
section connects assessment results to action,
accountability, and reassessment.

12.3.1 Prioritizing
improvement
investment

Assessment without prioritization becomes
reporting theatre. A maturity profile may be
accurate and still be useless if it does not
change investment. The organization should
use assessment results to choose a small
number of high-value improvements and fund

them properly. Trying to raise every pillar one
level at the same time usually creates
scattered activity and weak outcomes
(Humble et al., 2014; Kersten, 2018).

Prioritization should consider the following
criteria: user impact, business value, risk
reduction, removal of delivery bottlenecks,
reliability improvement, security exposure,
cost of delay, implementation effort, and
dependencies. Together, they keep the
discussion grounded, helping leaders see why
invisible work matters. Test data management,
environment consistency, observability,
platform reliability, security automation, and
technical debt reduction often look less
exciting than feature work. Yet they may be
the work that makes feature delivery safe and
predictable.

The assessment should lead to improvement
themes rather than a long, unranked backlog.
Foundational fixes may address environment
consistency, source control hygiene, build
reliability, or access management. Flow
improvements may reduce approval queues,
large batches, and dependency delays.
Reliability improvements may introduce SLOs,
incident learning, and production validation.
Security integration may move controls into
pipelines. Platform enablement may reduce
repeated work and cognitive load.
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A practical 90-day improvement plan selects
two or three high-leverage constraints. It
defines the outcome, leading indicators, owner,
funding model, and review cadence. For
example, if Continuous Testing is weak and
deployments are slow, the first investment may
be test automation quality, test data, and
contract testing. If Continuous Monitoring is
weak and incidents are frequent, the first
investment may be service telemetry, SLOs,
and alert cleanup.

Leadership matters at this point. If Leadership
scores low, beginning with tooling rarely helps.
The organization may need clear sponsorship,
decision rights, funding, and accountability
before technical improvement can take hold.
If Continuous Security scores low, the first
investment may be pipeline controls, threat
modelling, secrets management, and security
champion support. If Al-native governance is
weak, the organization may need provenance,
validation, and monitoring controls before
scaling Al-assisted delivery more broadly.

The following figure illustrates how assessment
findings become constraints. These are then
filtered through impact, risk, and effort to
produce priority themes, a 90-day improvement
plan, and measured outcomes. It reinforces that
assessment has value only when it changes
investment decisions.

12.3.2 Benchmarking
responsibly

Benchmarking compares assessment results
or performance data with external reference
points. It can calibrate ambition, reveal blind
spots, support investment cases, and help
organizations learn from comparable peers. If
used well, benchmarking sharpens questions.
If used badly, it becomes a ranking exercise
with misleading precision (DORA, 2024;
Hornbeek, 2024).
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The main risk is comparing unlike systems.

A small digital product team, a regulated
payment platform, a public-sector case-
management system, and an Al-enabled clinical
decision-support workflow may all use DevOps
practices. Even so, their regulatory exposure,
architecture, team size, release risk, data
sensitivity, and customer impact differ
substantially. A single benchmark number
cannot capture all that context.

Responsible benchmarking compares similar
contexts and uses ranges rather than exact
rankings. It focuses on trends more than
snapshots. It combines external data with
internal evidence. A team that is slower than
a benchmark may be blocked by approval
queues, architecture coupling, manual evidence
gathering, or missing platform support. The
benchmark points to a question, while the
internal assessment helps explain the likely
constraint.

DORA metrics and flow metrics can support
benchmarking when definitions are clear. The
DevOps Standard book uses four DORA
measures: deployment frequency, lead time for
changes, change failure rate, and failed
deployment recovery time. Teams should
document scope, calculation rules, start and
end points, exclusions, and data sources before
comparing results.

Flow metrics add a value-stream view. They help
leaders see work movement, load, distribution,
and waiting time. Maturity assessment explains
capability. Benchmarking compares outcomes.
Both should be read together. Moreover, one
team may have respectable DORA numbers
and still struggle with customer value, product
feedback, or team sustainability. Conversely,
another team may look slower because it
handles high-risk work with more extensive
compliance evidence. Benchmarks should be
used to ask better questions, not to rank unlike
teams. Compare similar contexts, use ranges
rather than exact targets, and combine external
data with internal evidence.
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In Al-enabled contexts, delivery
benchmarks should be interpreted
alongside the behaviour, governance,
and risk evidence introduced in earlier
chapters; otherwise, speed
comparisons may overlook changes in
quality, accountability, or exposure.
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12.3.3 Audit, governance,
and reassessment

An assessment used for improvement has a
different purpose from an assessment used for
audit or governance. An improvement
assessment focuses on learning, prioritization,
team engagement, capability growth, and
bottleneck removal. The tone should be
collaborative and evidence-seeking. The best
result is a clearer understanding of the system
and a funded improvement backlog (DORA,
2024; PeopleCert, 2026d).

An audit or governance assessment focuses on
control effectiveness, risk exposure, policy
adherence, regulatory obligations, traceability,
and accountability. The tone is more formal
because the output may need to be
independently reviewed. Evidence standards
are higher. Scoring must be defensible. Findings
may require remediation tracking, documented
exceptions, named risk owners, and mappings
to control requirements.

The difference in purpose should not remove
the learning mindset. Governance should
strengthen DevOps rather than turn
assessment into punishment. Good governance
uses evidence, avoids blame, tracks
remediation, and connects findings to
improvement. It also rewards transparent
reporting. Teams should not learn that hiding
problems protects them.

.
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Audit evidence may include change records,
approval history, deployment logs, access
control records, security scan results, incident
reports, postmortem actions, SLO reports,
pipeline configuration, model approval records,
prompt version history, and Al decision logs. In
mature systems, much of this evidence is
created automatically by pipelines, platforms,
observability systems, and policy as code
controls.

Reassessment completes the learning cycle.
Active transformations may be reassessed
quarterly. Stable organizations may be
reassessed semi-annually. Major platform
changes, organizational changes, significant
incidents, delivery failures, or Al governance
events may also justify reassessment. Compare
Pillar scores, evidence quality, outcome metrics,
completed actions, and new constraints.

Reassessment can be gamed if leaders reward
inflated scores or punish honest low scores.
Require evidence. Review outcomes, not
practices alone. Keep the assessment
connected to real work.

Reassessment should update the roadmap,
funding, governance attention, and
improvement backlog. If the organization is
trying to win against the model rather than
improve the system, the model has stopped
helping.

12.4 Honest
assessment as
a leadership
practice

Assessment reveals current capability. The
DevOps Nine Pillars prevent a tooling-only view.
Maturity levels describe progression. Patterns
reveal system constraints. Appendix A turns the
model into a practical instrument. Prioritization
converts findings into investment. Benchmarking
adds an external perspective when context is
respected. Audit use requires stronger evidence
and clearer governance discipline.
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DevOps maturity assessment is not a
judgement of people. It is a structured
way to understand the system so the
organization can improve it.

KEY
MESSAGE
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DevOps maturity is not a badge. Treating it that
way encourages inflated scoring, defensive
workshops, and weak improvement plans.
Honest assessment requires leadership
courage. Leaders must be willing to hear
uncomfortable truths, fund invisible work, and
improve systems rather than blame teams.
This is where assessment becomes more than
analysis. It becomes leadership practice.

The organizations that benefit most from
assessment are usually the ones that make it
safe to report reality. They ask teams what
blocks flow and check whether postmortem
actions are completed. They fund reliability
when it is the constraint, while investing in
platforms when repeated work is consuming
delivery capacity. They strengthen Al validation
when Al-generated artifacts and Al-enabled
services move faster than governance and
monitoring.

The practical test is simple. After the
assessment:

Does the organization understand itself
better?

Did the conversation reveal the real
constraints?

Did leaders fund the work that teams need
to do?

Did measurements improve decisions?

Did reassessment show that the system
changed?

A maturity model earns its place only when it
helps answer those questions.
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DECISION AND ACTION GUIDE

Executive decision: The executive
sponsor authorizes the assessment
scope, evidence access, participation,
and non-punitive use of results, and
assigns an accountable owner to act
on the findings.

Role-specific actions: Assessors
facilitate evidence-based scoring;
practitioners validate evidence and
confidence; leaders identify the
constraining capability and convert
the result into funded improvement
work.

Evidence to review: The maturity
profile, evidence notes, confidence
rating, constraint hypothesis,
prioritized backlog, decision record,
and reassessment date.

12.5 Chapter
summary

Assessment should begin before
transformation investment. Read maturity
across the DevOps Nine Pillars, look for
patterns, and prioritize the constraint that
limits system performance. Use
benchmarking carefully, adapt evidence
standards for audit, and reassess after real
change. In Al-native delivery, include
Al-generated artifacts, Al-enabled services,
model behaviour, prompt changes, and
governance evidence in the assessment
scope.

Assessment results should lead to specific
improvement actions rather than become an
end in themselves. Reassessment should then
provide evidence that those actions have
strengthened system capability.
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This chapter provides a practical, sequenced
guide to DevOps transformation from starting
point to organizational scale. It helps leaders
and practitioners move from assessment to
action, with enough structure to guide
investment and enough humility to adjust
when evidence changes.

DevOps transformation succeeds when an
organization improves its organization-wide
delivery framework in deliberate steps. The
work starts with strategy and evidence, proves
value in a real value stream, then expands
through reusable capabilities, lightweight
governance, and continuous learning.

Chapter 12 explained how to understand the
current state. This chapter explains how to act
on that understanding. The practical problem
is familiar: leaders approve a transformation,
teams receive new tooling, ceremonies
multiply, and six months later the same
approvals, dependencies, fragile releases, and
incident patterns remain. Activity increased.
Capability did not.

A better transformation begins with a business
problem that matters. It selects a scope small
enough to learn from, funds the invisible work
that blocks flow, and measures outcomes
before declaring progress. Al-native delivery
raises the stakes, requiring the surrounding
delivery system to provide stronger validation,
governance, observability, and accountability.

This chapter focuses on how transformation is
sequenced and governed as it scales; Chapter
15 describes the enduring organization-wide
operating design that supports DevOps at
scale.

13.1 Transformation
sequence: the
first 90 days

A DevOps transformation should begin with
strategy and goal alignment. Before teams
change tools or processes, leaders need to
agree on which outcomes matter. These may
include faster product delivery, safer releases,
lower operational risk, better customer
experience, improved audit evidence, or more
sustainable engineering work.

Strategy gives improvement work a reason to
exist. Without that reason, transformation
becomes a collection of activities searching for
justification (Humble et al., 2014; Hornbeek,
2019; Kim et al., 2021).

The next step is an honest diagnosis. The
evidence-based assessment from Chapter 12,
combined with current-state value stream
mapping, provides a view of the principal
constraints, wait states, control friction, and
improvement opportunities. In Al-native
environments, this view also includes how
Al-generated artifacts, model changes, prompt
updates, and automated recommendations are
reviewed and controlled.

Future-state value stream mapping then gives
the organization a practical direction. It should
describe how work will move with fewer
handoffs and better ownership. It should also
define approaches to achieving earlier
validation, clearer controls, and faster
feedback. The future state is not a fantasy
architecture. It is a concrete operating model
that teams can test in a real value stream.
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Solution options should be compared before
implementation planning begins. A team may
improve flow through test automation, platform
self-service, policy as code, observability,
deployment patterns, or changes to decision
rights. The right option depends on the
constraint. A weak testing system calls for
different investments than weak leadership
alignment or fragile environments.

Readiness means the organization has enough
sponsorship, team participation, data access,
and scope control to make progress. It does not
require perfect maturity. It requires a starting
point where the pain is visible, the business
impact is credible, the team can participate
across functions, and the dependencies are
manageable enough to enable learning within a
bounded period.

Start with a value stream that matters. Avoid
a politically impossible area, a low-value pilot
that nobody cares about, or a platform-only
effort disconnected from product outcomes.
The first scope should have enough business
relevance to justify attention and enough
operational friction to reveal what the
organization must fix next.

Figure 13.1 outlines the full transformation
sequence: strategy and goal alignment,
current-state assessment and value stream
mapping, future-state value stream mapping,
solution options, implementation planning,
implementation and verification,
operationalization, expansion, and the combined
step of sustainment and improvement. It
positions transformation as phased, evidence-
driven adoption rather than a big-bang change.

-
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13.1.1 Starting the first
90 days

A 90-day period is recommended because it
is long enough to mobilize teams, implement
a focused set of improvements, and gather
evidence of progress, while remaining short
enough to sustain urgency and enable rapid
learning. It is a practical planning horizon, not
a fixed requirement. A shorter or longer
period may be appropriate depending on the
scope, organizational readiness,
dependencies, risks, and regulatory
constraints. Whatever period is selected, it
should have clear priorities, measurable
outcomes, and a defined review point.

The first 90 days should prove that targeted
improvement is possible. They should not
promise organizational transformation. The
work is to establish credibility, create shared
understanding, reduce a meaningful
constraint, and produce evidence that leaders
can use for the next investment decision
(Humble et al., 2014; Hornbeek, 2019).

Figure 13.2 divides the first 90 days into three
phases: Days 1-30 align, assess, and map;
Days 31-60 improve, automate, and
instrument; Days 61-90 measure, learn, and
decide how to scale. It also highlights the
need to prove improvements in flow, risk
reduction, and feedback, create evidence and
momentum, and avoid big-bang and tool-first
behaviour.

Days 1-30: Align - Assess - Map

During the first 30 days, the team aligns on the
business problem, completes a focused
assessment, maps the current value stream, and
selects a small measurement set. This is where
many organizations rush. They want to do
something quickly, so they skip the map and
start automating a process they do not
understand. This usually makes the wrong work
faster.

Days 31-60: Improve - Automate -
Instrument

Days 31 through 60 should concentrate on two
or three improvements with visible effect.
Typical examples include removing a manual
approval queue, stabilizing test data, adding
deployment telemetry, improving rollback
capability, integrating a security check into the
pipeline, or creating a self-service environment
pattern. Al may help summarize incidents,
generate test ideas, or assess change risk, but
those suggestions need review and evidence
before they affect release decisions.

Days 61-90: Measure - Learn - Decide

Days 61 through 90 should stabilize the change
and measure the results. The team should ask
whether lead time improved, deployment risk
declined, feedback accelerated, quality
improved, or on-call load reduced. The
organization should also document what
blocked the work. Those blockers are often
more valuable than the success story because
they reveal the next scaling constraint.

—
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Days 1-30 Days 31-60 Days 61-90
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flow, risk and feedback

< Big-bang and tool-first >
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The first 90 days should avoid too many metrics.
Five good signals are usually enough: one flow
metric, one quality metric, one stability metric,
one customer or business signal, and one team
health indicator. If the pilot involves Al-enabled
delivery, add a signal for validation quality,
exception rate, or human review burden.

Leadership discipline matters during this period.
Leaders should protect the scope, fund the
improvement work, and prevent the pilot team
from becoming a special exception. A pilot that
succeeds only because it receives unusual
privileges, extra staffing, or exemption from
normal controls gives the organization a story,
not a model.

By the end of the first 90 days, the organization
should have evidence that it can reduce at least
one real constraint without weakening security,
reliability, or governance. A team can own build,
run, and improve responsibilities with proper
support. Evidence can guide investment better
than opinion, reporting pressure, or tool
preference.

13.1.2 Building the
transformation
case and defining
outcomes

A credible transformation case starts with
current pain. Slow lead time, fragile
deployments, production incidents, manual
compliance work, high rework, and team
overload are not only technology problems.
They affect revenue and service quality, while
also impacting customer trust, employee
retention, audit cost, policy delivery, and risk
exposure (Hornbeek, 2019; DORA, 2024;
PeopleCert, 2025¢).

The case should use evidence from
assessment, value stream mapping, incident
data, flow metrics, reliability signals, security
findings, and team interviews. A maturity
score alone is rarely persuasive. Leaders need
to see what the score means in operational
terms. For example, weak Continuous Testing
may explain why deployments are slow.

Weak Continuous Monitoring and
Observability may explain why deployment
frequency is low. Weak Leadership may
explain why teams cannot remove cross-
functional blockers.

Buy-in is not a single approval. It must be
maintained through visible progress and
honest reporting. Product leaders need to
understand how flow affects customer
learning. Security and risk leaders need
confidence that controls are improving rather
than being bypassed. Finance needs to see
why platform, reliability, and technical debt
work deserve funding even when the work
does not appear as a feature on a roadmap.

Outcomes should be defined before
improvement work begins:

Activities count effort: teams trained, tools
installed, dashboards created, workshops
completed.

Capabilities describe what the organization
can now do: automated testing, deployment
automation, observability, policy as code,
platform self-service.

Outcomes show whether the system
improved: shorter lead time, fewer severe
incidents, faster recovery, lower defect
escape, stronger security posture, better
customer experience, or lower operational
cost.

A balanced set of measurements protects the
transformation from distortion. A speed
metric should be paired with a safety metric.
Lead time should be read with change failure
rate. Throughput should be read with defect
escape. Deployment frequency should be
read with recovery and customer impact.
Al-assisted delivery should be read with
validation quality, model or prompt change
traceability, and human accountability.

The transformation case should acknowledge
trade-offs. Some reliability work will delay a
feature. Some platform work will require
investment before teams feel the benefit.
Some governance automation will require risk
and audit teams to participate in design.
Honest trade-offs build trust because they
show that transformation is being managed
as a system, not sold as a slogan.
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Table 13.1 Transformation cases

Technical pain

Slow lead time

Business translation

Delayed market or mission response

Likely investment

Flow redesign and test data

High change failure rate

Customer trust and support cost risk | Release safety and observability

Manual compliance

Audit cost and release delay

Policy as code and evidence automation

\Fragile environments Unpredictable delivery

Platform self-service and laC /

Finally, a credible transformation case connects
current pain and assessment evidence to its
business impact. It links target outcomes and
investment to the measured benefit. A maturity
score without an improvement decision is only
reporting.

13.1.3 Sequencing
improvement
across the DevOps
Nine Pillars

The DevOps Nine Pillars should guide
sequencing, not create a checklist race. Trying
to raise every pillar equally at the same time
usually creates shallow activity across the
organization. Mature transformation focuses
on the minimum practice set needed to
improve flow safely.

Leadership and Collaborative Culture create
conditions for change. They provide
sponsorship, decision rights, funding,
psychological safety, and shared ownership.

If these are weak, tooling initiatives tend to stall
because teams cannot change the system
around the tool. Leaders must remove
constraints, not only approve work.

Design for DevOps comes early because
architecture determines what delivery can
realistically do. Systems with tight coupling,
shared databases, unclear ownership, and
poor operability resist automation. Continuous

/.
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Integration and Continuous Testing follow
because fast feedback is the engine of safe
flow. A team with weak tests should be
cautious about increasing deployment
frequency.

The Elastic Infrastructure and Continuous
Delivery and Deployment pillars reduce
friction. They make environments repeatable,
deployments less manual, releases more
controlled, and recovery more predictable.
Continuous Monitoring and Observability
protect reliability, while Continuous Security
manages security risk. Observability gives
teams confidence that production behaviour is
understood. Security embedded in pipelines
and platforms prevents late-stage gates from
becoming the default control mechanism.
Sequencing also depends on context.

A regulated organization may need automated
evidence and DevSecOps controls earlier.

A product team with severe production
instability may need observability and Service
Level Objective (SLO) work before release
acceleration. A platform-heavy organization
may need infrastructure self-service before
multi-team flow can improve. The sequence
should follow the constraint, not fashion.

Build enough capability across the relevant
pillars to make the next improvement safe. Do
not accelerate a system that cannot detect
failure, recover quickly, or explain user impact.
Treat Al-generated change as an amplifier: it
increases the need for sequencing discipline
because it increases the volume and speed of
artifacts entering the delivery system.
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Al-native delivery connects all Nine
Pillars, but in different ways.
Leadership defines accountability,
Collaborative Culture supports critical
review, and Design for DevOps
establishes validation and observability
requirements. The technical and
delivery Pillars ensure that Al-related
work is integrated, tested, supported
by appropriate infrastructure, secured,
monitored, and released under
control.
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13.1.4Value Stream
Mapping and
pilot design

Value Stream Mapping turns transformation
from general ambition into visible work. It
shows how an idea becomes delivered value.
A good map includes work steps, wait states,
handoffs, approvals, rework, tool transitions,
defects, environment delays, information gaps,
and production feedback (Kersten, 2018;
Hornbeek, 2024; Pereira & Davis, 2024).

The map should distinguish process time from
wait time. Many delivery systems spend
surprisingly little time doing active engineering
work compared with the time spent waiting for
approval, clarification, environment access,
test data, security review, release windows, or
dependency resolution. That waiting is where
many transformation opportunities live.

.
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Current-state mapping should be blunt,
evidence-based, and respectful. It should not
blame teams for workarounds they use to
survive the system. If an operations team
manually approves every release, ask what risk
that approval is trying to manage. If security
review happens late, ask which evidence is
missing earlier. If developers avoid a platform,
ask what makes the platform difficult to use.

Future-state mapping should remove
unnecessary handoffs, shift feedback earlier,
and automate controls where appropriate,
while reducing batch size, clarifying ownership,
and improving visibility. In an Al-native context,
future-state maps should also show where Al is
permitted, where Al outputs are validated,
where human approval is required, and where
evidence is captured.

The pilot tests the future-state model. A useful
pilot uses a real value stream with real users,
measurable outcomes, and cross-functional
participation. It should have a clear baseline,

a bounded improvement backlog, leadership
support, and a plan to capture learning. It
should also include normal security,
compliance, and operational constraints unless
alternative controls have been designed and
approved.

Pilots fail as learning mechanisms when they
become special cases. Innovation labs
disconnected from production often produce
polished demonstrations and weak scaling
evidence. Hero teams produce morale-
boosting stories but not repeatable capability.
A pilot should produce improved metrics,
reusable practices, platform requirements,
governance lessons, and clear evidence for the
next scale decision.
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Figure 13.3 connects value stream mapping to 13 1 5 nncnnr case

pilot design. It depicts the current flow of work,

including feedback loops, and highlights the case n: “Ie ﬁrSt 90
need to identify wait time, handoffs, and davs n' a regulated

rework. It then shows how the identified

constraints inform a future state, a pilot in ‘,alue Stream
a real value stream, reusable patterns, and B
an evidence-based scale decision. trans'nrma“nn
Starting point: Northstar used the Chapter
Pilok design checles . 12 assessment to select one payments value
stream. The system already had a pipeline, but
test data, customer-journey telemetry, release
evidence, and dependency coordination were
weak. The sponsor defined a practical
outcome: to reduce the wait between an
approved payment change and a safe release
while improving reliability and audit
confidence. The programme deliberately
avoided an organization-wide tool rollout.

+ Choose a real product, service,
platform capability, or value stream.
It should have visible delivery or
reliability pain and a sponsor who
can remove blockers.

+ Define boundaries clearly. Include
what is inside the pilot, what is
outside, what dependencies will be
accepted, and what decisions the
team can make without escalation.

- Treat Al-assisted work as part of
the scope where it already exists.
Generated code, generated tests,
Al-assisted risk scoring, and model-
related changes need the same
discipline as other production
changes.

The first month produced an uncomfortable
result. The proposed transformation backlog
was too large and mixed product features with
platform work, security remediation, training,
and reporting. The sponsor narrowed the
scope to one customer journey and protected
capacity for test data, observability, and
release-evidence work. A cross-functional
value-stream group met to discuss decisions
and evidence rather than status reporting.

The second month exposed a failed
intervention. A central platform team supplied
a mandatory pipeline template and expected
teams to migrate quickly. Product teams
bypassed parts of it because it did not support
their mainframe dependency, generated slow
feedback, and duplicated existing controls.
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Table 13.2 Transformation 90-day startup activities

Period ‘ Operating decisions ‘ Evidence expected

Days 1-30 Confirm the value-stream boundary, Current-state map, baseline measures,
sponsor, accountable owners, baseline, | decision rights, risk and evidence gaps,
principal constraints, risk tiers, and and a small, prioritized backlog.
outcome hypothesis. Map work, wait
time, evidence gaps, and dependencies.

Days 31-60 Strengthen test data, customer-journey | Repeatable test data, SLI and SLO,
telemetry, release-readiness evidence, release evidence record, platform
and the platform path. Define approved | adoption feedback, and Al-control
Al uses and provenance requirements. evidence.

Deliver small changes, use controlled Flow and wait-time changes, quality
deployment and release, rehearse and stability results, release decisions,

Days 61-90 recovery, review outcomes, and adjust recovery results, team feedback, and
the intervention. audit evidence.

After day 90 Reassess the constraint, stop activities Updated maturity profile, decision
that do not improve the system, scale record, reusable platform or policy
reusable patterns, and fund the next pattern, and the next improvement

\ capability. hypothesis. /

Northstar stopped treating non-adoption as
resistance. Platform engineers worked with the
pilot team, separated mandatory evidence
contracts from optional implementation
choices, and improved the golden path around
the real workflow.

During the third month, the team delivered
small payment changes through the revised
path. Deployment of production and release to
customers was recorded separately. A canary
cohort, service-level telemetry, automated
policy evidence, and rehearsed recovery
supported the decision. Al-assisted code and
incident summaries were allowed only through
approved tools and the same provenance and
review path as other artifacts.

Outcome and trade-off: Northstar did not
declare the value stream transformed after 90
days. It reduced avoidable waiting, improved
release and audit evidence, and made
customer-impact telemetry part of decision-
making. One planned feature was deferred,
and the platform path still required work for
legacy services. The review nevertheless
produced enough evidence to continue
funding the capability and scale the reusable
evidence contract to a second value stream.

Transferable lessons: A first-90-days plan
should create evidence and learning, not
a miniature organization rollout.

Select one meaningful value stream, protect
enabling work, test the operating model
through real change, and be willing to stop or
redesign an intervention that does not help
teams deliver safely.

DECISION AND ACTION GUIDE

Executive decision: The sponsor
selects the pilot value stream, names
the accountable value-stream owner,
approves the 90-day outcome,
funding, and risk boundaries, and
defines the stop, continue, or scale
criteria.

Role-specific actions: Product,
engineering, platform, security,
finance, risk, and governance

roles execute the sequence; the
transformation lead removes
dependencies and protects enabling
work.

Evidence to review: A pilot charter,
baseline and target, funded backlog,
dependency log, review cadence, 30-,
60-, and 90-day evidence, and the
resulting decision.
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13.2 Scaling and
governing the
transformation

A successful pilot does not scale by copying
every local practice across the organization.
Scale requires reusable patterns, product-
managed platforms, clear funding, embedded
governance, and decision rights that preserve
local accountability while reducing repeated
work. This section explains how transformation
expands from one value stream to broader
organizational capability without recreating
central queues.

13.2.1 Scaling from team
to programme
o organization

Scaling begins when the pilot stops being only
a local improvement and starts revealing
system constraints. At team level, the focus is
on local flow, ownership, testing, deployment,
observability, and feedback. At programme
level, the main work becomes dependency
management, shared environments, release
coordination, architecture, funding, and
platform support (Humble et al., 2014;
Hornbeek, 2019; Skelton & Pais, 2025).

Programme scaling should not copy the pilot
everywhere. It should extract reusable
patterns, identify systemic constraints, and
create enabling capabilities for several teams.
These capabilities may include shared backlog
visibility, programme-level value stream
mapping, reusable pipeline templates,
common observability patterns, platform
services, security guardrails, and programme-
level metrics.

The organization should be careful about what
it scales. Reusable patterns are worth scaling.
Local workarounds and hero behaviour, along
with manual approvals, tool sprawl, and
metrics without context should be retired.
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Al changes scaling pressure by
increasing the volume of work
entering the DevOps system. The
challenge is not simply to
accommodate greater output, but to
help teams absorb the additional work
safely through shared patterns while
preserving local ownership and
accountability.
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A workaround that was tolerable in a pilot can
become a serious drag when fifty teams
depend on it.

Organization scaling changes the problem
again. The work expands into operating
models, portfolio funding, governance,
architecture, risk, compliance, talent,
outsourcing, and platform strategy.
Organization-wide DevOps requires
standardization where it reduces friction and
local autonomy where teams need context-
sensitive decisions.

Architecture becomes a scaling discipline.
Repeated service coupling, shared data
dependencies, brittle integrations, and
environment conflicts create coordination
costs. Organization-wide architecture should
help reduce dependency load through clear
service ownership, Application Programming
Interface (API) contracts, contract testing,
platform guardrails, deployability patterns, and
observability requirements. Architecture that
only reviews designs after decisions have
already hardened usually arrives too late.
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13.2.2 Governance,
platiorm
enablement,
and funding

Transformation governance should maintain
alignment, remove blockers, prioritize
investment, manage risk, track outcomes, and
share learning without becoming another
approval queue. The governance forum
should focus on constraints and decisions,
using guardrails rather than gates, automating
evidence collection where possible, reviewing
outcomes rather than activity volume, and
escalating dependencies that teams cannot
resolve locally. Status reporting is useful only
when it helps someone act (Humble et al.,
2014; FinOps Foundation, 2025).

Risk review still matters, and material policy
decisions, regulatory interpretation, and
high-risk exceptions may require human
judgement. The difference is that evidence
should travel with the work rather than be
reconstructed at the end.

Platform enablement provides the reusable
capability that lets improvement scale.

Product teams should not have to invent their
own pipeline patterns, environment
provisioning, secrets management,
observability setup, policy checks, and
deployment automation each time. A good
internal platform reduces cognitive load and
makes the safest path the easiest path.

The platform team should operate as a
product team. Its users are internal
engineering teams. Adoption, developer
satisfaction, time saved, lead time reduction,
compliance friction, operational reliability, and
support quality are meaningful signals.
Mandating a weak platform usually creates
avoidance behaviour. Building a useful
platform creates adoption through value.

Sustained funding is essential. Project-only
funding creates predictable damage: teams
disband, knowledge is lost, platform work is
postponed, reliability work competes badly
with features, and improvement becomes
optional. Product and value-stream funding,
platform product funding, risk-based
modernization funding, and dedicated
transformation investment all have a place
when used deliberately.

Table 13.3 Transformation governance practices and pitfalls

Governance should provide ‘ Governance should avoid

Extra approval gates with no risk reduction

Investment decisions based on evidence

Dependency escalation and blocker removal

Status theatre and reporting burden

Risk-based guardrails and exception paths

Punitive metric reviews

Learning shared across teams

N

Central command and control
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Al-native transformation requires
explicit funding. Teams need
protected capacity to adapt policies,
strengthen validation, maintain
oversight, and build the skills needed
to use Al responsibly. Treating Al
adoption as cost-free productivity only
shifts effort into hidden review work,
quality exposure, and unclear
accountability.
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13.3 Adapting and
sustaining the
transformation

Transformation must remain responsive to
evidence because constraints, risks,
technologies, and business priorities change.
Anti-patterns and context-specific starting
points help leaders recognize when the chosen
approach is distorting the system, while an
adaptive roadmap keeps funding, capability
building, and reassessment connected. This
section focuses on sustaining improvement
after the initial programme energy has passed.

13.3.1 Anti-patterns and
context field notes

Transformation anti-patterns usually announce
themselves early. The organization installs
tools and flow does not improve. Dashboards
multiply, but decisions stay the same.
Reporting lines change and dependencies
remain untouched. Automation makes a bad
process faster. A central DevOps group owns
the label while teams continue to wait for
enablement. Security remains a late gate. The
pilot succeeds and never spreads. Metrics
become a weapon, so teams hide problems.

The big-bang anti-pattern deserves special
attention. It usually begins with good intent
and poor sequencing. Leaders launch
organization-wide changes before local proof,
restructure teams before capability exists,
position tool rollout as transformation, and set
aggressive timelines without understanding
system constraints. Teams experience
confusion, overload, and compliance pressure.
Leaders may see activity, while the delivery
system barely changes.

The better pattern is phased and evidence-
driven. Start with one value stream, prove
measurable improvement, capture reusable
patterns, and scale deliberately. Reassess as
the system changes. This approach may look
less dramatic from the outside. It is usually
more durable because it creates learning
before it creates scale.




Table 13.4 Transformation anti-patterns and corrections

Anti-pattern

‘ Early signal

‘ Correction

experience overload.

Tool-first Tools are installed, but flow does not Map the value stream, target the
improve. constraint, and measure outcomes.
Big bang Everything changes at once; teams Pilot one value stream, learn, and scale

deliberately.

Reorganization only

Reporting boxes change while
dependencies remain.

Redesign ownership, interfaces, and
decision rights around value.

Automate the old
process

Queues and rework move faster but
remain.

Simplify the process and remove waste
before automating it.

Central DevOps
ownership

Teams wait for a central group to enable
delivery.

Use central teams for platforms and
coaching; keep outcome ownership with

delivery teams.

Late security Security becomes a release blocker. Build threat modelling, policy, and

evidence into design and pipelines.

Problems are hidden, and local
optimization increases.

Punitive metrics Use metrics for learning and system

improvement, not ranking.

Pilot trap

o

The pilot succeeds, but reusable
patterns do not spread.

Capture patterns, fund adoption, and
reassess as the system changes.

/
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Context matters. A technology organization
with strong engineering talent and existing
tools may begin with observability, SLOs,
platform enablement, and delivery consistency.
Its constraints may be fragmentation, cost,
architecture, and reliability at scale. The
transformation emphasis is on standardizing
golden paths without slowing high-performing
teams.

Al adoption does not follow a single
path. The same playbook should be
applied differently depending on
organizational purpose, risk,
regulation, and public impact. What
stays constant is the evidence-based
approach; what changes is the order
of implementation, the level of
assurance required, and the emphasis

A regulated organization has different placed on certain controls.

constraints. Legacy systems, approval gates,

segregation of duties, and audit expectations AI-RELATED
shape the operating model. Its first move may CONTENT
be value stream mapping, automated 7 l
evidence, DevSecOps controls, and Al =
deployment risk reduction. The transformation 17 .

emphasis is on replacing manual gates with
automated controls while building trust with
risk and audit teams.
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A public sector body often works under

policy-driven outcomes, procurement limits, °
funding cycles, legacy contracts, public '
accountability, and skills constraints. A sensible

/.

(]
starting point may be one citizen-facing service ° )
or an internal value stream. Incident learning, ® _ l ) /// e
environment consistency, and delivery : o L Y
. . ° , bl .
transparency can improve service outcomes ‘." - P ;
and public trust without pretending S S ...' . Ps
governance constraints will disappear. . .’ o o
. : / , \ e
[ ]
o N / o\
// * \ v Q
:\
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Table 13.5 Context-specific starting points

Context

Technology
organization

Typical constraints

Fragmentation, cost,
architecture, reliability at
scale

Sensible starting point

Observability, SLOs, platform
enablement, delivery
consistency

Control emphasis

Standardize golden paths
and Al platform governance
without slowing strong
teams.

Regulated
organization

Legacy systems, approval
gates, segregation of duties,
audit expectations

Value Stream Mapping,
automated evidence,
DevSecOps controls, lower-
risk deployment

Replace manual gates

with automated controls;
strengthen explainability and
traceability.

Public sector
body

Policy outcomes,
procurement and funding
cycles, legacy contracts,
public accountability, skills

One citizen-facing or internal
value stream; incident
learning, environment
consistency, delivery

Protect accessibility,
fairness, public trust, and
procurement obligations.

\ constraints

transparency Y.

13.3.2 Roadmanp, funding,
and continuous
capability building

The transformation roadmap converts
assessment findings, value stream maps, and
pilot evidence into an adaptive plan informed
by DORA and flow metrics, reliability data,
security and compliance requirements, and
product priorities. It should not read like a
fixed multi-year installation schedule. It should
show how the organization will build capability
over time and how evidence will change the
plan (Hornbeek, 2019; DORA, 2024; Pereira &
Davis, 2024).

A practical roadmap uses horizons. The first 90
days prove value and establish baseline
metrics. The next three to six months stabilize
and extend patterns to adjacent teams or
services. The six-to-twelve-month horizon
scales platform and governance capabilities.
The twelve-month-plus horizon improves the
organization's operating model, including
funding, architecture, measurement, and
leadership routines.

The roadmap should remain evidence-driven
and name capability themes, target outcomes,
and investment needs. To ensure effective
execution, it should also identify owners,
dependencies, and risks, and define measures
and reassessment points.

Importantly, it should protect invisible work.
Platform development, reliability, security
automation, technical debt reduction,
observability, training, and coaching often
determine whether visible delivery improves.
They need funding because they rarely survive
when treated as spare-time work.

Funding should follow the operating model the
organization wants. Long-lived product or
value-stream funding supports durable
ownership. Platform product funding supports
reusable capability. A transformation
investment fund can help remove early
constraints. Risk-based modernization funding
helps address legacy systems and compliance
exposure. Leaders should expect improvement
work to compete with feature work and should
make that trade-off explicit.

Return should be demonstrated through
measurable outcomes including:

reduced lead time

lower incident impact

less rework

improved audit evidence

better team productivity

stronger reliability

better service outcomes.

The evidence should also include team health.
A transformation that improves a dashboard
while exhausting responders is creating
another problem.



The closing principle is practical. A successful
DevOps transformation does not make change
look dramatic. It makes better delivery, safer
operations, stronger feedback, and continuous
learning part of normal work. The organization
still has constraints, but it becomes better at
seeing them, funding the right work, and
improving the system without waiting for a
crisis.

DevOps transformation is continuous
capability building: evidence informs scope,
improvement proves value, reusable patterns
enable scale, and reassessment keeps the
transformation aligned with changing
constraints. Continuous capability building
becomes even more important in Al-native
delivery, where increased speed and output
must still be matched by validation,
governance, observability, and human
accountability.

13.4 Chapter
summary

DevOps transformation should begin with
strategy, evidence, and a clearly selected value
stream. Assessment and current-state value
stream mapping reveal where work waits,
where risk accumulates, and which capabilities
constrain the system. The first 90 days should
test a focused outcome hypothesis, deliver

a measurable improvement, expose blockers,
and create evidence for the next investment
decision.

The DevOps Nine Pillars should be sequenced
according to constraints rather than
implemented as a checklist. Scale should follow
proven patterns through platforms, guardrails,
architecture, sustainable funding, and

balanced measurement. The roadmap must
remain adaptive, with periodic reassessment
to reflect new evidence, technology, risk, and
business priorities.
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This chapter defines measurement as

a feedback control mechanism for the DOI®
Operating Model. The goal is to help teams,
leaders, and stakeholders see the delivery
system clearly enough to improve it. Good
measurement makes constraints visible,
connects technical performance to outcomes,
and creates conditions for better decisions.

The chapter uses a balanced model across
flow, quality, stability, and value. These four
core measurement domains provide different
views of system performance and should be
interpreted together rather than as isolated
measures. Al behaviour extends these core
domains with additional measures for
Al-native delivery, where models, prompts,
retrieval systems, data pipelines, and
Al-assisted workflows become part of
production responsibility. A modern DevOps
measurement programme must measure
both software delivery and the behaviour of
the systems that delivery now enables.

The practical discipline is to start small, define
metrics carefully, review them in context, and
protect them from gaming. Metrics become
useful when they change understanding or
action. They should help teams identify
trends, test hypotheses, locate constraints,
assess risk, or determine whether

Table 14.1 Types and use cases of measurement

an intervention is producing the expected
outcome. The task is not simply to report

a number, but to understand what may explain
it, what other evidence supports that
interpretation, and what decision should
follow. Metrics should guide learning and
investment, not become a substitute for
judgement. The experienced practitioner
knows this well: a clean dashboard can still
hide a messy system.

141 Measurement
system
foundations

A trustworthy measurement system begins
with a clear purpose and a reliable path from
operational events to decision-ready evidence.
It should define the domains being measured,
the data sources, ownership, lineage, quality,
privacy, and interpretation rules before
numbers reach a dashboard. This section
establishes measurement as part of the
DevOps architecture rather than as a reporting
layer added after the work.

Measurement area ‘ What to check

Flow How work moves from request to delivered value

Quality Whether work is correct, secure, maintainable, and fit for use

Stability Whether change is safe and recovery is fast

Value Whether delivery improves customer, mission, risk, or business outcomes

Al-specific measures
production

Whether models, prompts, retrieval, and agents behave as intended in

_/




Measuring what matters

14.1.1The instrument
nanel of the DevOps
operating system

Measurement is the instrument panel of the
DevOps operating system. A pilot would be
reckless to fly by altitude alone, and a delivery
organization is just as exposed when it steers
by a single number. Teams need signals about
flow, quality, stability, value, supplemented
where relevant by Al behaviour and risk
signals, because each tells part of the truth.
The hard work is learning how to read those
signals together before they become
expensive surprises (Forsgren et al.,, 2018;
DORA, 2024).

Reporting and measurement are often
confused. Reporting usually looks upward and
backward. It summarizes what happened to
people who were not close to the work.
Measurement, when used well, sits close to the
work and helps people decide what to do next.
In fact, a metric is useful when it informs a
decision; if it never alters a choice, it is usually
just noise, regardless of how polished the
dashboard looks. The continuous working loop
is to measure, interpret, decide, improve, verify,
and measure again.

The purpose of measurement in DevOps is to
create feedback. First, teams measure the
system to interpret the signal, which then
allows them to decide what constraint is visible.
Once identified, they can improve the system
and then verify whether the change helped.
This is the same engineering instinct used in
troubleshooting: first observe carefully, then
form a hypothesis, make a controlled change,
and finally, check the result.

The difference at organizational scale is that
the system being measured includes people,
process, architecture, automation,
governance, and production behaviour.

A mature measurement system supports
decisions at several levels:

A team may use lead time and defect
escape data to improve its delivery
workflow.

A product leader may use telemetry and
adoption data to decide whether a feature
should receive more investment.

A Site Reliability Engineering (SRE) team may
use error budget burn to advise on release
risk.

A security leader may use vulnerability age
and policy failure trends to fund control
automation.

An executive may use flow, reliability,

cost, and customer-impact data to decide
where invisible platform work deserves real
funding.

Single-metric management is dangerous
because it rewards local optimization.
Deployment frequency can rise while
customer value stays flat. Test coverage can
improve while defect escape remains
stubborn. Similarly, incident counts can fall
because teams stop reporting smaller failures,
just as cycle time can improve because work
is split into artificial fragments. The metric
may look healthier while the system quietly
becomes worse. This is old operational
wisdom: once a measure becomes a target
without context, the signal starts to degrade.

Measurement also depends on trust. If teams
believe metrics will be used to rank them,
shame them, or punish them, they will protect
themselves.

Lie
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They may argue about definitions, avoid
difficult work, hide bad news, or optimize the
number instead of the system. Leaders who
want honest measurement must protect
honesty. They need to ask what the signal
reveals about the system before asking who
can be held responsible. The practical rule is
simple enough to remember: measure close
to the work, review metrics with the people
who can act, and connect every important
metric to an improvement decision. Metrics
should help the organization see clearly
rather than decorate dashboards, comfort
leaders, or create theatre. Good
measurement makes reality harder to ignore
and easier to improve.

The operating habit matters as much as the
metric. A weekly review that only asks
whether the number is green teaches teams
to defend the number. A useful review asks
what the signal suggests, which constraint is
visible, what evidence is missing, and what
decision should change. This is where
experienced leaders earn trust. They separate
noise from signal, then fund the work needed
to improve the system.

Measurement should also be located at the
right level. Some signals belong to the team
because the team can act immediately. Other
signals belong to the value stream because
the constraint crosses teams, environments,
release practices, or architecture boundaries.
Organization-level metrics should be reserved
for investment and operating-model
decisions. When every metric is pushed
upward, teams lose the local feedback they
need. When every metric stays local, leaders
miss the systemic problems that only
investment and policy changes can fix.

@ ©© © 0 0 0000000000000 00000000 000 0 0,
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In an Al-native environment,
measurement must extend beyond
traditional delivery and operational
indicators. It should show whether
Al-assisted work and Al-enabled
products are producing reliable,
explainable, and accountable
outcomes. The organization remains
responsible for those outcomes, even
when Al contributes to
recommendations, classifications, or
decisions.
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14.1.2 Measurement
domains and
the data pipeline

A useful DevOps measurement model needs
balance. This chapter uses four core domains
(DORA, 2024; Hornbeek, 2024; PeopleCert,
2026d):

Flow: shows how work moves through the
delivery system. It includes lead time, cycle
time, and work in progress.

Quality: shows whether the work is correct,
secure, maintainable, and fit for use. It
includes defects, tests, and security.
Stability: shows whether change can be
absorbed safely and whether the service
can recover quickly. It includes failures,
recovery, and service level objective (SLO)
performance.

Value: shows whether delivery produces
outcomes that matter to customers, citizens,
employees, regulators, or the business. It
includes adoption, outcomes, and risk.

© 000000000000 000000000000000000000000000o0 00 ®



Flow Quality
Lead time Defects
Cycle time Tests

wip Security
Better
decisions
Stability Value
Failures Adoption
Recovery Outcomes
SLOs Risk
HETERERS Balanced measurement model

These domains must be read together.
Specifically, fast flow with poor quality creates
rework, support load, and loss of trust. High
stability with poor flow may indicate excessive
control, large queues, and delayed learning.
Strong delivery metrics with weak value
metrics may mean the organization is
efficiently producing output that does not
matter much. High value with poor stability can
work for a short period, then fatigue, incidents,
and customer harm catch up. Balanced
measurement prevents one part of the system
from declaring victory while another part pays
the bill.

Flow metrics include lead time, cycle time, and
throughput, alongside work in progress, queue
time, and flow efficiency. These metrics show
whether value can move through the
organization without constant waiting, rework,
dependency negotiation, and handoffs. Quality
metrics include defect escape rate, test
effectiveness, code health posture, rework,
and customer-reported defects. They show
whether the delivery system is producing
confidence or simply moving faster. Stability
metrics include the DORA stability measures
(change failure rate and failed deployment
recovery time) plus incident frequency, service
restoration time, SLO attainment, deployment
health, and alert quality. Operational signals
such as latency, traffic, errors, saturation, and
availability provide additional evidence of
service behaviour.

Value metrics include adoption, retention,
conversion, customer satisfaction, task
completion, cost reduction, risk reduction, and
policy delivery. They help close the gap
between engineering activity and useful
outcomes.

The measurement domains are only as reliable
as the data underneath them. Metrics do not
appear by magic. They are calculated from
toolchain events, version control, issue
trackers, and CI/CD systems. They are also
derived from deployment tools, incident
records, and observability platforms.
Furthermore, they incorporate data from
security scanners, product analytics, customer
support systems, and financial systems. Each
source has assumptions and can be
incomplete. Manual status updates, missing
timestamps, duplicate work items, inconsistent
severity definitions, and fragmented toolchains
can corrupt the signal before anyone sees a
dashboard. A measurement data pipeline
usually follows a predictable path: raw event
collection, normalization, context enrichment,
metric calculation, interpretation, and decision.
However, the context step is where many
organizations fail because a timestamp by
itself is weak. For instance, a deployment event
becomes more useful when it includes the
service name, version, environment, region,
feature flag state, and incident link. Other
useful context includes the work item type,
customer impact, and business priority.
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Similarly, a defect count becomes more useful
when defects are classified by severity, source,
escape point, and affected user path.

Definitions matter. If one team counts lead
time from ticket creation and another counts

from code commit, comparison is meaningless.

If one service counts a rollback as a change
failure and another counts only customer-
visible incidents, the numbers will mislead. To
prevent these discrepancies, metric definitions
should be documented. Each definition should
specify the metric’'s purpose, formula, data
source, scope, owner, review cadence, and
known limitations. This work is dull, which is
often why it is skipped. It is also why many
measurement programmes become
arguments about arithmetic instead of
conversations about improvement.

The same need for definition applies to
Al-native measurements: model, prompt,
retrieval, and data updates should be visible
as operational events, so teams can link
performance changes to their cause.

The best measurement systems make
uncertainty visible. Confidence rating should
be part of the review when data is incomplete,
definitions are new, or toolchain integration is
weak. A metric with low confidence can still be
useful if it triggers better data collection and
better questions. It only becomes dangerous
when leaders treat it as precise. Precision in
presentation is not the same as accuracy in
measurement.

Measurement architecture should be treated
as part of the DevOps architecture. Data
capture, identity, metadata, retention, privacy,
and access controls need design attention.
Teams should know which signals are
authoritative, how corrections are made, and
how sensitive data is protected. This is
especially important for Al-native systems
because prompts, user inputs, model outputs,
and evaluation labels may contain sensitive
information. The measurement system must
inform decisions without creating new privacy
Oor security exposure.

14.2 Core delivery
and outcome
measures

No single metric can describe the health of

a DevOps system. DORA, flow, quality, stability,
and value measures should be read together
so that improvements in speed are tested
against safety, reliability, and useful outcomes.
This section explains the core measures and
the context required to use them without
rewarding local optimization or metric gaming.

14.2.1 DORA metrics
in context

DORA metrics are among the most useful
software delivery measures because they
combine speed and stability. They help an
organization understand whether its delivery
system can move change into production with
reasonable frequency, acceptable risk, and
recoverability. They are strong signals, and they
have earned their place in modern DevOps
measurement. However, they are incomplete if
treated as the entire measurement system
(DORA, 2024; DORA, 2026a; DORA, 2026b).

Figure 14.2 places DORA metrics inside a
broader measurement system. Lead time for
changes, deployment frequency, failed
deployment recovery time, and change failure
rate inform delivery performance, but they
must be interpreted alongside quality, stability,
value, and team sustainability signals.

,,,,,,,,,,,,,



% HETER PSS DORA In context?

DORA metrics

Deployment frequency Lead time for changes Change failure rate Failed deployment
recovery time

Delivery performance
Quality defects Stability failure VG G T TES Team health
and security and recovery capacity and load

J

This book uses four DORA software delivery
performance measures for continuity with the
DEVOPS INSTITUTE® measurement model.
Deployment frequency is how often
deployments occur. Lead time for changes is
the time from committed change to
production. Change failure rate is the
proportion of deployments that require
immediate intervention. Failed deployment
recovery time is the time required to recover
from a failed deployment that needs
intervention (DORA, 2024; DORA, 20263;
DORA, 2026Db).

Definition discipline matters more than labels.
Organizations should document the scope,
start and end points, denominators,
exclusions, severity treatment, incident linkage,
and data sources for each measure. A review
that mixes different calculation rules without
making them explicit creates confusion during
interpretation and benchmarking.

DORA metrics measure delivery system
performance well. They show deployment
cadence, change speed, deployment stability,
recovery capability, and delivery health trends.
They are especially useful when reviewed over
time for a product, service, or value stream.

A team that steadily reduces lead time for
changes while not worsening its change failure
rate or failed deployment recovery time is
usually improving its ability to deliver safely.
Avalue stream that rarely deploys and

recovers slowly probably has batch-size,
automation, testing, deployment, architecture,
or ownership problems that deserve attention.

DORA metrics do not tell the whole story. They
do not prove that delivered work was valuable,
that customers benefited, or that quality
improved, security risk decreased, architecture
became easier to change, or teams are working
sustainably. A service can have strong DORA
results while producing low-value changes,
accumulating technical debt, or burning out
responders. DORA must be read with quality,
stability, value, and team-health signals.

Honest use of DORA starts with context.
Measure teams, services, or value streams in
ways that reflect how work reaches
production. Avoid comparing unrelated teams
as if the work were equivalent. A team
maintaining a safety-critical payments service,
a team operating an internal reporting tool,
and a team experimenting with a customer-
facing recommendation engine may have very
different risk profiles and delivery patterns.
Ranking them by deployment frequency is
poor measurement practice.

DORA also needs countermeasures and
careful interpretation. Deployment frequency
should be read with change failure rate, failed
deployment recovery time, customer impact,
and deployment rework rate. Lead time for
changes should be paired with defect escape,
team load, and value outcomes.
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Table 14.2 DORA metrics use

DORA definition discipline

What to check

Document the model

Four measures with documented local calculation rules

Document the scope

Team, service, product, or value stream

Pair the metric

Speed signal plus quality, stability, and value signal

@eview the trend

Use movement over time, not isolated ranking /

Other rework and repeat-incident measures
remain useful quality signals, but they should
not be mislabelled as DORA metrics. If a metric
improves while its countermeasure worsens,
the system is probably being distorted (DORA,
2026a; DORA, 2026b).

Sudden elite performance should be reviewed
carefully. It may reflect real improvement, and
teams deserve credit when the system gets
better. It may also reflect definition changes,
selective measurement, missing incident links,
or gaming. Mature leaders do not celebrate the
dashboard until they understand what
changed in the system. The most appropriate
question is not whether the number looks
impressive, but what decisions the metric
helped improve.

A practical DORA review often starts with

a simple question: what would we do
differently if this signal is true? If lead time for
changes is rising, the answer may involve
smaller batch sizes, less approval delay, better
test automation, or clearer product slicing. If
change failure rate is rising, the answer may
involve deployment patterns, production
validation, incident analysis, or architectural
simplification. If defect escape or rework is
rising, the organization may need to examine
test effectiveness, operational readiness, and
the pressure to ship incomplete work.

DORA metrics are stronger when paired with
real examples from the system. A chart
showing recovery time is helpful, but a review
of the last three failed deployments provides
much deeper insight. Teams should investigate
what failed, how the failure was detected, and
how long mitigation took. They also need to
analyse what slowed recovery and verify
whether the same pattern appears elsewhere.
Numbers provide the entry point; engineering
judgement turns them into improvement work.

14.2.2 Flow metrics across
the value stream

Flow is the movement of work from request to
delivered value. Flow metrics help teams
understand where work moves, waits,
accumulates, or is repeatedly reworked. Their
value lies in identifying constraints and
determining whether changes to the delivery
system improve movement towards value. In
many organizations, the greatest source of
delay is not the coding time but the wait time.
Work waits for planning and prioritization,
architecture and security reviews, environment
and test-data provisioning, deployment
approvals, and business sign-off. Flow metrics
help reveal those hidden queues (Kersten,
2018; Hornbeek, 2019; Pereira & Davis, 2024).

Lead time is the elapsed time from one
defined point in a value stream to a later
defined point in that same value stream. It
includes all cycle times and wait times for the
steps within that measurement scope.

The time from request, commitment, or code
change to delivery is an example of lead time.
This is useful for understanding how long
customers, users, regulators, or business
stakeholders wait for change.

Lead time =X cycle times + 2 wait times, for all
steps between the selected start and end
points.

Cycle time is the active time required to
transit one step in the value stream, excluding
wait time before or after that step. Cycle time
equals the active processing time for one value
stream step.

It is useful for understanding delivery
execution once the team has begun work. The
distinction matters because each metric points



to a different constraint. High lead time with
low cycle time often means work is waiting
before the team starts. By contrast, high cycle
time usually means the work is too large, too
dependent, too unclear, or too burdened by
rework.

Wait time measures time spent waiting
between steps. The waiting between value
stream steps is not cycle time. It is wait time,
sometimes referred to as queue time, delay
time, or handoff time.

In mature value stream analysis, wait time
often explains more delay than active work
time. A ticket may spend two days in
development and three weeks waiting for
dependency clarification, test data, approval,
and a release slot.

Flow efficiency compares active work time to
total elapsed time. Low flow efficiency is not

a reason to shame a team. It is a signal that the
system contains avoidable waiting.

Figure 14.3 traces work moving from request
received through start work, build, test, deploy,
and done. Lead time spans the selected start
and end points, and the figure also shows an
example alternate scope from the start of
development to deployment. Cycle time is the
active work inside a step, and wait or queue
time sits between steps.

Throughput measures the number of
completed work items over a period. It should
be interpreted with item size, item type, and

quality signals. A team can increase throughput
by splitting work into smaller items, which may
be healthy. A team can also increase
throughput by closing thin slices of low-value
work, which may be misleading. Throughput
without value and quality context becomes
another way to count activity.

Work in Progress (WIP) measures the
amount of work started but unfinished. High
WIP is one of the quiet killers of delivery
performance. It increases context switching,
hides blockers, stretches cycle time, and makes
forecasting unreliable. Leaders often ask teams
to start more work because everything is
urgent. The system then slows because too
much work is competing for the same
attention, environments, and reviewers. This
overload also affects test capacity, security
support, and deployment paths.

Flow item types improve interpretation.
Features create new customer, business, or
mission capabilities. Defect fixes repair quality
problems. Risk work reduces security,
compliance, operational, or regulatory
exposure. Debt work improves future delivery
by reducing friction, fragility, and
maintainability problems. A value stream that
spends most of its capacity on defects and
emergency risk work has a different problem
than a value stream investing heavily in
features. The mix tells leaders whether the
system is creating value, repairing itself, or
paying for old decisions.

4 Lead time )
( A
E:qul‘.::::’ Wait Analysis Wait Development Wait Test Wait  Deployment
cycle time time cycle time time cycle time time cycle time time cycle time
L Lead time )
Example alternate scope: development until deployment
Lead Time = Z Cycle Times + Z Wait Times
for all steps between the selected start and end points
Lead time Cycle time Wait time
Request received Active processing Queue, delay, or
until deployment time for one step handoff between steps
SN Flow metrics across the value stream?
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Value Stream Mapping supports flow
measurement by exposing the work steps, wait
states, handoffs, approvals, rework loops, tool
transitions, and information delays through
which work moves. Teams should resist the
temptation to draw up the official process. The
useful map is the one that shows what really
happens on a Tuesday afternoon, when a
production defect, a security finding, and a
product deadline are all competing for
attention.

Flow metrics should guide system
improvement. If WIP rises while throughput
falls, the system is overloaded. If cycle time is
high, work may need smaller slices, clearer
ownership, better architecture, or fewer
dependencies. If queue time dominates lead
time, approvals, handoffs, or shared services
may be the constraint. If throughput rises while
defects rise, speed is damaging to quality. Flow
measurement is useful because it makes these
trade-offs visible before the organization
simply asks people to work harder.

WIP limits are one of the most practical
interventions flow metrics can support. A WIP
limit does not make work less important. It
forces the organization to confront capacity,
priority, and sequencing. When leaders
demand that every request start immediately,
they create the illusion of progress and the
reality of delay. A visible WIP limit helps teams
finish work, shorten feedback loops, and
expose decisions that need leadership
attention.

Flow metrics should also be segmented by
work type. Feature work, defect work, risk
work, and debt work often move through
different paths and experience different
delays. Combining them into one average can
hide the real constraint. For example, feature
flow may look acceptable while security risk
work waits for weeks. Debt work may never
start because visible feature demand
consumes all capacity. Flow measurements
should help the organization see the trade-offs
it is already making.

14.2.3 Quality metrics:
correctness,
security,
and rework

Quality in DevOps is broader than a green test
run. It includes product correctness, customer
experience, reliability, security, maintainability,
operability, and ‘fit for purpose’. A delivery
system that moves quickly while producing
avoidable defects is consuming its own capacity.
The organization may feel fast for a while, then
spend more time on rework, support, incidents,
and emergency fixes (Beyer et al., 2018; DORA,
2024).

Quality metrics help teams understand whether
delivered work is correct, secure, maintainable,
and fit for purpose. Defect escapes, rework,
security findings, and test effectiveness show
whether speed is producing quality outcomes
or creating defects, rework, and hidden risk
elsewhere in the system.

Defect escape rate

Defect escape rate is one of the most useful
quality metrics because it asks where defects
are found. Defects found before release are
less expensive and less damaging than defects
found by customers, regulators, or production
systems. A rising escape rate usually means
the test strategy, review process, requirements
clarity, environment quality, or observability is
not catching meaningful problems early
enough. The point is not to count defects for
blame, but to improve the system that allows
defects to escape.

Test effectiveness

Test effectiveness is different from test coverage.
Coverage shows that code was executed by
tests. Effectiveness asks whether the tests
detect meaningful problems. Useful indicators
include defects caught by automated tests, flaky
test rate, test execution time, quality of failure
signals, mutation testing results where
appropriate, and production defects linked to
missing tests. High coverage with weak
assertions is a fine way to fool yourself.
Experienced teams learn to ask whether their
tests would fail if the system behaved incorrectly.



Security posture

Security posture is also a quality signal. Open
vulnerabilities by severity, time to remediate,
dependency freshness, and secrets exposure
reveal whether security is integrated into
delivery. Security posture is further indicated
by policy violations and security defects found
before and after release, alongside container
or infrastructure misconfiguration findings.

Security metrics should be reviewed with
engineering teams, product owners, and risk
leaders. A vulnerability list that remains in

a separate dashboard until release week is still
evidence of late security integration.

Rework

Rework links quality directly to flow and value.
When teams spend a high percentage of
capacity fixing preventable defects,
investigating flaky tests, repairing brittle
deployments, or remediating repeat security
findings, the delivery system is paying interest
on poor quality. Rework is often invisible in
portfolio discussions because it is spread
across tickets, incidents, support requests,
and unplanned deployments. Measuring it
gives leaders a practical reason to fund test
data, automation, observability, refactoring,
and security enablement.

Together, these metrics describe whether the

delivery system is producing quality outcomes.

They should be read alongside stability
metrics, which show whether the organization
can introduce change safely, recover quickly,
and sustain reliable service over time.

14.2.4 Stahility metrics:
safe change,
recovery, and
operational health

Stability measures the ability to change safely
and recover quickly. This does not mean
avoiding change. In strong DevOps systems,
stability comes from smaller changes, better
automation, observability, fast rollback, clear
ownership, and incident learning. A system that
deploys once a quarter may look stable until the

release finally happens. Large batches often
hide risk until they arrive at once.

Stability metrics help teams understand whether
delivery speed is supported by reliable
operation and effective recovery. They show
whether the organization can introduce change
without unacceptable disruption and restore
service effectively when failures occur.

Core stability metrics include the DORA stability
measures (change failure rate and failed
deployment recovery time) plus incident volume
and severity, service restoration time, SLO
attainment, deployment health, and alert quality.
Teams should distinguish failed deployment
recovery time from broader service restoration
or incident-resolution clocks. Deployment
frequency becomes meaningful only when read
beside failure and recovery signals. Frequent
deployments can be safe when changes are
small and recovery is fast; infrequent
deployments can be risky when they accumulate
change, coordination, and uncertainty.

Operational signals

Operational signals provide a production view.
Latency, traffic, errors, saturation, and
availability help teams understand how the
service behaves under real conditions. Tail
latency deserves particular attention because
averages hide pain. A checkout system with
acceptable average latency may still fail to satisfy
high-value customers during traffic spikes.

Stability metrics should feed release decisions
and error-budget policy, as well as incident
review, architecture investment, and platform
improvement. They are not just operations
numbers, but signals about whether the
organization can change safely.

Team sustainability

Quality and stability also influence team
sustainability. Repeated production defects
increase interruptions, create emotional strain,
and reduce the time available for thoughtful
engineering. Noisy alerts teach responders to
distrust the alerting system, and slow recovery
erodes confidence. These are measurable
system effects, even when they are not captured
in the incident ticket. A delivery system that
exhausts the people operating it is not stable in
any meaningful sense.
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Alert quality

Alert quality deserves special attention
because it shapes the human response to
instability. A page should be urgent, actionable,
and tied to user-visible or soon-to-be user-
visible impact. Tickets can handle non-urgent
work. Dashboards can support inspection, and
reports can show trends. Mixing these
channels creates noise. Teams should measure
how many alerts wake people, how many
require action, how many are duplicates, and
how many are removed after review. A quiet,
trusted alerting system is an operational asset.

14.2.5 Value metrics:
connecting delivery
performance
1o outcomes

DevOps measurement is incomplete if it stops
at engineering performance. The purpose of
faster delivery is not to produce more releases,
but to deliver valuable, reliable, secure, and
adaptable software-enabled services. Value
metrics connect delivery capability to
outcomes that matter outside the engineering
organization.

Value takes different forms in different
contexts:

In a commercial product, value may
appear as revenue influenced, activation,
retention, conversion, checkout completion,
search success, support contact reduction,
or customer satisfaction.

In an internal platform, value may appear
as faster onboarding, fewer support tickets,
lower cognitive load, reduced duplicated
work, or higher developer satisfaction.

In a public-sector service, value may
appear as citizen service completion,
processing time, accessibility, policy delivery,
and trust in the service.

In a regulated organization, value may
include risk reduction, audit effort reduction,
control effectiveness, and operational
resilience.

Output is not an outcome. Features shipped
do not guarantee delivered value. Story points

do not equal business impact. Deployment
count does not equal customer benefits. Even
adoption can mislead if the product change
creates long-term retention problems, support
burden, or risk exposure. Value measurement
requires the discipline to ask what behaviour
or result should change because software
changes.

Technical metrics can still connect strongly to
value. Reduced lead time can allow a product
team to run smaller experiments and learn
faster. Better reliability can protect customer
trust and reduce support demand. Better
security can reduce exposure and regulatory
risk. Lower rework can free capacity for value
producing work. Faster recovery can reduce
incident impact and preserve confidence
during change. The connection is rarely
automatic, so teams should make it explicit.

Hypotheses are a practical way to connect
delivery and value metrics. A team might say,
if we reduce payment latency, checkout
completion should improve. Another team
might say, if we reduce deployment lead time,
product managers can run more controlled
experiments per quarter. A platform team
might say, if we improve self-service
environment provisioning, onboarding time for
new services should fall. These statements
Create a measurable link between capability
and outcome.

Attribution must be handled with care.
Business outcomes are influenced by
commercial, technical, operational, regulatory,
and market factors. A DevOps metric rarely
deserves all the credit for a business result. It
can still be useful. The question is whether the
metric improves decisions, helps test
hypotheses, and reveals constraints that would
otherwise remain hidden.

Value metrics should be close enough to the
delivery system that teams can learn from
them. Product analytics, support contact
trends, and user path telemetry should not live
only in separate business dashboards. The
same isolation should be avoided for
conversion data, operational cost data, and
customer sentiment. Engineering teams need
enough context to understand whether their
work has improved real outcomes. Product



teams need enough operational data to
understand whether value was delivered safely.

The discipline here is uncomfortable but
necessary. Some delivery improvements will not
produce the expected value. Some beloved
features will show weak adoption. Some
reliability investments will protect value that is
hard to see until an incident does not happen.
Mature organizations accept this ambiguity.
They use value metrics to ask better questions
and make better investment decisions, not to
manufacture certainty.

Value measurement often requires product,
engineering, operations, support, security,
finance, and business stakeholders to sit with
the same evidence. This can be uncomfortable
because each group sees a different part of
reality. Product teams may see adoption.
Engineering may see rework. Operations may
see incident loads. Finance may see costs.
Security may see exposure. The value
conversation improves when these views are
reconciled rather than averaged away.

The most useful value metrics are usually tied
to user paths. Checkout completion, claim
submission, citizen application completion,
report generation, onboarding completion,

and support deflection are more concrete than
broad satisfaction scores. They also create
better engineering questions like the following:

Which step fails most often?

Which dependency adds to latency?

Which user group experiences the poorest
result?

Value becomes actionable when it can be
traced back to the work system.

14.3 Al-specific
metrics

Al-enabled products and Al-assisted delivery
systems require additional measurement
alongside the four core measurement domains
because their behaviour can change without

a conventional code change. Input data
changes. User behaviour changes. Prompts are
adjusted. Retrieval indexes become stale.
External context shifts. A model that performed
acceptably during evaluation can degrade in
production because the world around it has
moved (Autio et al,, 2024; DORA, 2025).
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Figure 14.4 illustrates the Al measurement
stack from inputs through model, prompt, and
retrieval changes to outputs, with measures for
performance, drift, decision quality,
explainability, and operations and governance.
It covers both product quality signals such as
accuracy, groundedness, and hallucination
rate, and operational signals such as latency,
token or compute cost, tool success, and
human escalation.

Predictive Al systems should measure model
accuracy, classification quality (precision, recall,
F1), calibration, decision latency, and error
rates. These metrics must be interpreted
against the business or mission context.

A fraud model with high precision and falling
recall may look efficient while allowing more
fraudulent transactions through. A clinical or
safety-related model may require a different
tolerance for false positives and false negatives
than a marketing model. The metric is only
meaningful when it reflects the cost of being
Wrong.

Drift metrics help teams detect changes in the
relationship between data, model, and
outcome. Data drift occurs when input
distributions change. Concept drift occurs
when the relationship between inputs and
labels changes. Prediction drift occurs when
model outputs shift over time. Prompt drift
occurs when prompt templates, system
instructions, or user prompt patterns change
behaviour. Embedding drift and retrieval
corpus drift are especially important in
retrieval-augmented systems, where stale or
poorly indexed knowledge can degrade answer
quality even when the model itself is
unchanged.

Decision quality metrics focus on whether
Al-supported decisions are correct, compliant,
fair, and operationally useful. They may include
correctness, business rule compliance, human
override rate, appeal or dispute rate,
downstream error rate, and bias or fairness
indicators. Human override rates are worth
watching carefully. Too many overrides may
indicate weak model quality, whereas too few
overrides may indicate over-trust, poor review
design, or ineffective escalation paths.

Generative Al introduces additional quality
metrics, including groundedness, hallucination
rate, retrieval quality, citation accuracy, safety
policy violations, and human escalation.

A chatbot may have good latency and high user
engagement while quietly giving unsupported
answers. A code assistant may produce
plausible output that introduces insecure
patterns. A summarization system may omit
material context in ways that look harmless
until a decision depends on it.

Explainability and auditability also require
measurable evidence when Al influences
decisions. Depending on risk, this may include
feature attribution, reason codes, decision
records, model cards, prompt and model
version traceability, dataset lineage, and
human-review records. Higher-risk or regulated
use cases require stronger evidence, defined
before deployment rather than after a
complaint or audit request.

Operational Al metrics are also part of DevOps
measurement. Latency, cost per request, token
usage, timeout rate, model availability, fallback
rate, and vendor or model dependency health
influence customer experience and operating
cost. A prompt that grows over time can raise
costs and latency. A retrieval system with poor
cache behaviour can create performance
problems. A model fallback path that is rarely
tested may fail exactly when traffic spikes.

Al changes should be treated as production
changes. These include:

model deployment

prompt modification

retrieval index refresh

data pipeline adjustment

agent tool permission changes.

The measurement system must capture these
events with traceability, context, and
ownership. Offline evaluation is necessary, but
it is not sufficient. Al behaviour must be
measured after deployment because that is
where users, data, risk, and operational reality
meet.

Accordingly, Al measurement must also include
a review of the control model. A human-in-the-
loop process that is overloaded will fail quietly.
A human-on-the-loop process with poor

escalation thresholds may miss a harmful drift.



Automated actions without clear rollback and
audit trails can create accountability gaps.
Metrics should therefore include not only
model behaviour, but also human review
capacity, escalation quality, override handling,
and the timeliness of governance responses.

Retraining is not automatically the right answer
when an Al metric worsens. Drift may indicate
a need for retraining, but it may also indicate
stale retrieval content, poor feature quality,

a broken data pipeline, changing business
rules, or misuse of the system. Good Al
measurement separates symptoms from
intervention. The same engineering discipline
used for production incidents applies here:
first collect evidence, form a hypothesis, make
a controlled change, and verify the result.

14.4 Building a
measuremeit
programme

Most measurement programmes fail because
they try to measure everything at once. The
dashboards multiply, definitions drift,
ownership becomes unclear, and teams stop
trusting the purpose. A better starting point is
modest and disciplined: a small metric set tied
to the current constraint, such as one flow
metric, one quality metric, one stability
metric, one value metric, and one team health
or sustainability signal. The set should pair
speed with safety, have clear ownership and
documented definitions, support regular
trend reviews, and retire metrics that do not
inform decisions. It should be small enough
for real conversation and broad enough to
prevent a single metric from dominating
behaviour (DORA, 2024; PeopleCert, 2026d).

A practical starting set might include lead
time, defect escape rate, change failure rate,
a customer-impact indicator, and on-call
burden. Another organization may choose
flow time, vulnerability remediation age, SLO
attainment, service completion rate, and team
load. The right set depends on the

transformation goal and the visible constraint.
If the main problem is frequent incidents, the
starting set should include stability and
recovery. If the main problem is slow delivery,
flow and queue time matter. If the main
problem is poor customer adoption, value
signals need more attention.

Each metric needs an owner responsible for
its definition, data quality, interpretation, and
review. A data owner must understand the
integrity of the underlying source. A review
forum must exist where the metric is
interpreted and acted upon. A decision record
should capture what changed because of the
signal. Without these responsibilities,
measurement becomes dashboard sprawl
with better graphics.

Review cadence should match the signal.
Operational signals may need daily or weekly
review. Team improvement metrics often fit
an iteration cadence. Value-stream trends
may be reviewed monthly. Strategic
investment signals may be reviewed quarterly.
Audit and governance evidence may follow

a separate cadence. The cadence matters
because stale metrics create stale decisions,
and over-frequent reviews create noise.

Measurement governance should be
lightweight and real. A definition registry
prevents each team from inventing its own
calculation. Data-quality checks expose
missing timestamps, inconsistent labels, and
duplicate records. Ownership clarifies who
can explain the metric. Review forums ensure
that signals are interpreted. Metric refinement
allows the organization to retire measures
that are no longer useful, duplicated, not
actionable, or causing poor behaviour. Metrics
should have a lifecycle and some should be
retired.

Gaming is the predictable failure mode when
metrics become targets without trust. Teams
naturally optimize for whatever leadership
measures. Without balanced metrics, this can
produce behaviours such as meaningless
deployments, artificially split work items,
hidden incidents, premature ticket closure, or
low-value tests. These behaviours are rational
responses to a poorly designed measurement
system.
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The anti-pattern is familiar: “Our DORA
metrics are all elite.” The dashboard shows
success, yet customers see little value, quality
is uneven, incidents still hurt, and teams are
tired. The numbers may have improved
because work was reclassified, incidents were
disconnected from deployments, clocks were
started late, or teams learned which numbers
leadership wanted. The damage is serious.
Trust falls, risk hides, investment decisions
weaken, and the organization gains false
confidence.

Preventing metric gaming requires balanced
measurement rather than additional control.
Pair every speed metric with a safety metric.
Pair every engineering metric with a value
signal where possible. Review trends rather
than rankings. Combine quantitative and
qualitative evidence. Measure systems rather
than individuals. Ask teams to explain signals
before judging them. Audit a sample of metric
data when results look suspicious or unusually
good.

Interpreting metrics well is a skill. Every review
should ask:

What has changed?

Is this a trend or noise?

What denominator is being used?

What work is included (or excluded)?
Who can act?

Which countermeasure should be tested?

Averages should not be trusted blindly
because distributions and outliers often tell
the real story. Correlation is not the same as
causation. A metric should open a
conversation, support a hypothesis, and lead
to one or two actions that can be verified later.

The chapter principle is worth stating plainly:
the purpose of DevOps measurement is not to
prove that the organization is performing well.
Itis to help the organization see clearly enough
to improve. Measurement is one of the ways
DevOps becomes self-correcting. When
leaders refuse to weaponize metrics, fund the
improvements revealed by evidence, and
reward transparency, the system gets smarter.
When metrics are treated as decoration,
surveillance, or competition, the system learns
to hide.

Corrective action for metric gaming should
start with the measurement system rather
than accusation. This process begins by
reconfirming the definitions and checking
whether teams understand the purpose of the
metric. Additionally, it involves adding
countermeasures and reviewing a sample of
source data. Itis also important to evaluate
whether the metric changed a real decision.
Ifit did not, it should be retired or redesigned.
A metric that creates fear or confusion
deserves as much engineering attention as

a flaky test or noisy alert.

The final responsibility sits with leadership.
Leaders decide whether metrics become
learning instruments or weapons. They decide
whether improvement work receives funding
when the evidence shows a constraint. They
decide whether teams are rewarded for
transparency or punished for surfacing
problems. The measurement system will
eventually reflect those choices. Teams listen
to what leaders celebrate, what they ignore,
and what they punish.

DECISION AND ACTION GUIDE

Executive decision: Leadership
approves a balanced measurement
model, metric owners, the review
cadence, safeguards against
individual ranking or gaming, and an
accountable owner for measurement
data.

Role-specific actions: Product,
engineering, data, operations,
security, and finance roles define
measures, lineage, thresholds, and
interpretation rules; leaders record
the decisions that follow.

Evidence to review: A metric
dictionary, data lineage, balanced
measurement view, data-quality
checks, decision log, and records
of measures that were changed or
retired.
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Case A - Northstar Financial
Services (tomposi.&e): when
balanced measures changed the
tnvestment decision

Northstar translated the payments
transformation into a measurement chain.

The customer and business outcome was
fewer failed payment journeys and support
contacts while maintaining fraud and
compliance controls. Flow measures included
lead time, work age, and wait time. Quality and
stability measures included defect escape,
change failure rate, failed deployment recovery
time, and the payment-journey SLO.

The team also measured platform adoption,
time to provision a compliant environment,
on-call burden, and the review and rework
associated with Al-assisted artifacts. These
measures were not combined into one score.
They were reviewed together as evidence for
the outcome hypothesis.
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An early dashboard showed that deployment
frequency had increased. A narrow
interpretation would have declared success.
The same review showed rising change failure,

brittle test-data work, and growing review load.

Leadership stopped pushing frequency as a
target and funded the test data and platform
improvements identified in the maturity
assessment.

Later reviews showed more stable change and
lower wait time, but customer abandonment
had not yet improved enough. Product and
engineering then examined provider latency
and user experience rather than claiming that
delivery performance automatically proved
customer value.

Transferable lesson: Metrics matter when
they change a decision. Pair flow with quality
and stability, connect engineering evidence to
customer outcomes, and treat measures as
signals for learning rather than targets for
ranking teams.

SCENARIO
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14.9 Chapter
summary

Measurement is the feedback mechanism of
the DevOps operating system. A balanced view
combines flow, quality, stability, and value so
that faster delivery is not mistaken for better
delivery. DORA metrics are useful signals, but
they need clear definitions, reliable data,
context, and countermeasures to prevent any
one measure from becoming the target.
Al-native delivery extends these core
measurement domains with additional
measures for performance, drift, decision
quality, explainability, latency, cost, safety, and
human oversight. A measurement programme
should start with a small set of owned
measures, document their lineage and
interpretation, and review them where action
can be taken. The purpose is not to rank
teams; it is to help the organization see clearly
enough to improve the system.
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Chapter 13 explains how DevOps
transformation is sequenced, governed, and
scaled. Chapter 15 focuses on the enduring
organization-wide operating design that
supports DevOps during and after scale,
building on the DOI® Operating Model
introduced in Chapter 4. This chapter
addresses the design changes required when
DevOps extends across many teams, value
streams, platforms, regulatory contexts, and
technology domains. Chapters 5, 9, and 14
provide canonical treatments of team topology,
Platform Engineering, and measurement.
Chapter 15 does not reteach them; it explains
what the organization must add when local
capability is no longer enough.

At scale, the constraint usually moves beyond
individual team practices to shared
organizational systems, such as portfolio
decisions, cross-value-stream dependencies,
platform boundaries, and architecture, along
with policy, evidence, funding, procurement,
and coordination. DevOps at scale succeeds
when autonomy and alignment are designed
into that system rather than negotiated
through recurring escalation.

15.1Why DevOps
atscale
IS different

A high-performing team can integrate, test,
deploy, operate, and learn effectively while the
organization remains slow. Shared
environments may create queues.

A dependent service may change at a different
cadence. Portfolio funding may interrupt
long-lived ownership, and common controls
may still require manual reconstruction. Local
maturity therefore does not automatically
create end-to-end flow (Kersten, 2018; Skelton
& Pais, 2025).

The organizational design problem is to decide
which capabilities remain local, which become
shared services, which policies must be
common, and where variation is necessary.
Those decisions should reduce coordination
costs without creating central ownership of
product outcomes.
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Figure 15.1 illustrates the scaling path from
team flow through multi-team dependencies,
programme coordination, and platforms and
governance to an organization-wide DOI®
Operating Model. It also shows that scaled
DevOps requires autonomy and alignment to be
managed together.

Table 15.1 contrasts team-level concerns with
the broader design concerns introduced by
DevOps at scale.

The comparison is not a maturity ladder. Team
capability remains essential. Scale adds another
layer of design around the team so that local
flow is not defeated by organizational queues,
conflicting standards, or invisible dependencies.

19.2 Design
for scale

Organization-wide DevOps requires
deliberate design around teams, not the
centralization of their work. Organization
boundaries, value streams, platform
portfolios, governance, architecture, funding,
and dependencies must operate as

a connected system that preserves autonomy
while reducing coordination costs. This
section examines the mechanisms that allow
local capability to become reliable,
governable flow at scale.

Table 15.1 Team-level and organization-wide design concerns

Team DevOps | DevOps at scale

Team autonomy

Organization-wide operating model

Local pipelines

End-to-end value flow

Team ownership

Portfolio and value stream ownership

Engineering practices

Organization design

Local metrics

Organization-wide measurement

Team coordination

Platform-enabled coordination

Team governance

Continuous governance

Software deliver
\U y

Software, data, and Al delivery )
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19.2.1 Organizational
design across a
portiolio of teams

Section 5.2.1 and Figure 5.2 provide the
canonical team-topology model. At scale, the
question is not whether stream-aligned,
platform, enabling, and complicated-
subsystem teams exist. The question is
whether the organization manages their
boundaries and interaction modes as an
intentional portfolio (Skelton & Pais, 2025).

Every persistent dependency should have

an explicit interaction model. Teams may
consume a stable service, collaborate for a
defined period, or receive temporary enabling
support. Without a clearly defined interaction
model, collaboration becomes a permanent
gueue, and specialist knowledge becomes an
informal approval gate.

Leaders should review the portfolio for
ownership gaps, duplicated capabilities,
overloaded shared teams, and interactions
that never evolve into self-service.

Reorganization is justified only when it changes

decision rights, accountability, service

boundaries, or the flow of work. Simply moving

boxes on an organization chart without

changing those conditions preserves the same

system under new labels.

@ ©© © 0 0 0 0000000000000 0000000 000 0 0,
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Al-enabled delivery adds one further
consideration, which Chapter 3
addresses through its detailed
governance model. At scale, the focus
is on embedding those boundaries
consistently across teams, platforms,
and value streams through reusable
guardrails and approved service
patterns, while product teams remain
accountable for outcomes.
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19.2.2 Oryanization-wide
Value Stream
Management

Value Stream Management makes constraints
visible across team and organizational
boundaries. It should show where work waits
between demand, funding, design, delivery,
control, operation, and learning, not merely
aggregate local team activity into a portfolio
dashboard (Kersten, 2018; Pereira & Davis,
2024). It should also reveal work in progress,
dependencies, queue time, and flow time, as
well as rework, risk, and outcome signals
across teams and governance points.

The objective is not simply to observe these
constraints, but to change the decisions that
create them. Visibility depends on signals that
expose constraints. These include shared
queues, dependency age, and cross-value
stream work in progress. They also involve
blocked time, approval latency, platform
demand, unplanned risk work, and the delay
between production evidence and portfolio
decisions. These signals help leaders
distinguish a local improvement opportunity
from an organization-wide constraint that
teams cannot remove themselves.

Portfolio action should reduce or remove
the constraint. This may involve:

funding a shared capability

changing a policy

retiring a dependency

separating a coupled service

narrowing work in progress

revising investment priorities.

Visibility that does not change a decision is
reporting, not Value Stream Management.



19.2.3 Platform portfolios
and federation

Chapter 9 defined Platform Engineering and the
internal developer platform. At scale,
organizations must also manage a platform
portfolio by deciding which capabilities should
be common across the organization, which
belong to domain platforms, which can be
extended locally, and how these layers
interoperate without creating competing golden
paths (CNCF TAG App Delivery, 2023a; Fournier
& Nowland, 2024).

A federated model is often more practical than
one universal platform. A shared foundation
can provide identity, evidence, policy, service
registration, and common delivery interfaces.
Domain platforms can add capabilities for data,
Al, regulated workloads, or specialized
infrastructure. Local extensions remain possible
when they conform to published interfaces and
ownership rules.

Mandated adoption is not sufficient evidence.
The organization should measure whether
platform products reduce cognitive load,
waiting, operational risk, and delivery variability
while preserving team ownership. A platform
that becomes a compulsory ticket queue has
scaled centralization, not DevOps.

Table 15.2 Platform-portfolio decisions at scale

Scale concern

Design decision

19.2.4 Continuous
governance
and compliance
atscale

Governance at scale must be consistent
enough to be trusted and adaptable enough
to reflect risk. The organization should define
not only common policy intent, risk tiers, and
evidence schemas, but also decision rights,
exception rules, and control ownership.
Teams and platforms then implement those
requirements in the normal delivery workflow
(NIST, 2022; ISO/IEC, 2023; PeopleCert,
2026d).

Chapter 4 establishes continuous governance
as governance embedded in the delivery
workflow. At scale, shared policy and evidence
services prevent every value stream from
interpreting the same obligation
independently. On the one hand, low-risk
changes can move through pre-approved
paths when controls pass. On the other hand,
higher-risk changes can invoke accountable
human review based on explicit criteria.
Therefore, exceptions should be named,
time-bound, evidenced, and visible across the
relevant governance layers.

Evidence that the decision works

Shared foundation

Define the minimum common services
and interfaces used across value
streams.

Adoption, reliability, support demand,
policy coverage, and reduced duplicate
implementation.

Domain capability

Assign product ownership for specialized
data, Al, security, or infrastructure
services.

Clear service levels, bounded queues,
user feedback, and independent domain
evolution.

Local extension

Provide supported extension points and
an exception path rather than forcing
one implementation.

Documented ownership, compatibility
evidence, review dates, and low
reintegration cost.

Federation

Use common identity, metadata,
evidence, telemetry, and lifecycle rules
across platform products.

Interoperability, traceability, consistent
controls, and reduced handoffs between
platforms.

Lifecycle and funding

N

Fund platform products for operation,
improvement, migration, and retirement,
not only initial build.

Roadmaps, adoption decisions,
deprecation evidence, cost transparency,
and completed migrations. J
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Federation is important. Central functions
define obligations and assurance expectations;
platform and delivery teams implement
reusable controls; product and service owners
remain accountable for the risk of their
outcomes. Audit and regulatory review should
consume evidence generated by the system
rather than require teams to reconstruct the
history after release.

@ ©© © 0 0000000000000 0000000000 0000

Chapter 3 defines the Al-native
governance model. At scale, the focus
is on applying it consistently across
teams, platforms, and value streams
through the same risk, evidence, and
accountability architecture used for
other delivery controls.
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19.2.5 Dependency
economics,
architecture,
and coordination
overheai

Dependencies create an economic cost each
time work waits, plans are synchronized, tests
are repeated, or releases are coordinated.
Mature organizations therefore manage
dependency reduction as an investment
portfolio that reduces recurring dependencies
through clearer ownership, stable API
contracts, platform self-service, decoupled
architecture, shared standards, and funding for
structural fixes rather than merely tracking
them in plans and meetings (Conway, 1968;
Skelton & Pais, 2025).

Recurring dependencies can be classified by
cause:

unclear ownership

unstable interfaces

shared data

coupled release

scarce specialist capacity

platform gaps

procurement constraints

policy design.

Each recurring dependency should have an
owner and a reduction strategy. Some
dependencies should become stable services
whereas others should be removed through
architecture. Some of them require platform
capability, and some must be accepted with
explicit service expectations.

Architecture standards should favour
independent change and backward
compatibility. They should also ensure
observable interfaces, contract testing,
recoverability, and clear data ownership.
Organization-wide architecture creates the
most value when it reduces future
coordination cost and provides usable
guardrails, not when it becomes another late
review queue. Finally, Al systems add
dependencies, which should be governed
through contracts that define versioning, data
freshness, latency, cost, quality, fallback
behaviour, monitoring, and accountability.




19.3 The
organization-
wide DOI®
Operating
Model

The organization-wide DOI® Operating Model
combines the design decisions in this chapter
and builds on the model introduced in Chapter
4 and the transformation approach described
in Chapter 13. Stream-aligned ownership
remains at the centre, and platform products
reduce repeated work. Organization-wide
Value Stream Management exposes Cross-
boundary constraints, and continuous
governance provides common policy and
evidence. Architecture reduces dependency
costs, while long-lived funding sustains
products, platforms, reliability, security, and
modernization.

Figure 15.2 identifies the principal elements of
the scaled operating model. These elements
form a connected system of value streams,
teams, Platform Engineering, governance,
architecture, measurement, and funding.

The bidirectional relationships show that
organization-wide DevOps scale depends on
coordinated operating mechanisms, not copied
local practice.

Measurement at this level should support
organization-wide decisions rather than rank
teams. Useful evidence includes cross-value-
stream wait time, dependency age, platform
adoption and reliability, control automation,
exception age, portfolio work distribution,
operational risk, customer or mission
outcomes, and the time required to remove

a systemic constraint. Chapter 14 remains the
canonical measurement guidance.

A practical field pattern is to scale from a small
number of value streams. This can be
accomplished by capturing the reusable
platform, policy, evidence, architecture, and
funding decisions that made the improvement
possible.

/

Measurement

Architecture

.

Value
streams

Organization-
wide DOI®

Operating
Model

m The organization-wide DOI® Operating Model: core elements and relationships®*

\

Platform
Engineering

Governance

v
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Table 15.3 Scaling DevOps from teams to organizational capability

Scale concern

Team boundaries and
ownership

Pattern

Organize around long-lived products
and value streams, with explicit platform,
enabling, and complicated subsystem
responsibilities.

Evidence used to govern the

pattern

Dependency wait time, ownership gaps,
incident handoffs, and team interaction
feedback.

Platform portfolio

Federate common identity, policy,
evidence, and telemetry services with
domain platforms for payments, data,
and customer channels.

Adoption, reliability, support demand,
time to use, exception patterns,
satisfaction, and cost.

Governance and
evidence

Use common risk tiers and evidence
contracts while allowing different tools
and implementation paths.

Automated control results, exception
age, audit confidence, release decisions,
and policy effectiveness.

Architecture and
dependencies

Define compatibility, observability,
recovery, and data-ownership
expectations; fund removal of high-cost
shared dependencies.

Dependency age, wait time, contract
failures, change coupling, recovery
results, and service-level evidence.

Funding and portfolio
decisions

Fund long-lived products, platforms, and
capability improvements rather than
temporary tool installation projects.

Outcome hypotheses, value-stream
performance, platform-product
evidence, risk reduction, and learning.

Al-enabled work

Maintain an approved-use-case registry,
common data and provenance controls,
bounded permissions, and production

Use-case approval, validation evidence,
human decision records, drift and quality
signals, incidents, and cost.

\ monitoring. /
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The organization can then extend those
capabilities deliberately. The organization
scales not by copying one team's ceremonies
or tool configuration, but by productizing
proven conditions for flow.

The health test asks:
whether teams can move independently
within clear boundaries

- whether shared capabilities are adopted
because they help
whether dependencies are decreasing

- whether leaders can identify and fund the
largest organizational constraint.

19.3.1 Anchor case -
Case A: scaling
from successful
teamsto
organization-wide
capability

Organization context: After the payments
pilot, Northstar had evidence that a better
operating model could improve flow and
control. Scaling was harder. More than one
hundred teams worked across customer
products, shared platforms, mainframe
services, data products, and regional
obligations. A uniform toolchain would not fit,
but unrestricted local variation preserved
hidden dependencies and inconsistent
evidence?>.



Northstar first attempted to scale through

a central migration plan. Teams were assigned
dates to adopt one pipeline and one platform
template. The plan produced visible progress
reports, but teams with legacy, regional, and
specialist constraints created workarounds. The
organization was standardizing the appearance
of delivery rather than the evidence and
outcomes that mattered.

The revised model separated what had to be
common from what could remain contextual.
Common elements included terminology,
identity, risk tiers, release-readiness evidence,
deployment and release events, software
supply-chain provenance, Al-use controls, and
cross-value-stream telemetry. Teams could
choose tools and local practices when they met
those contracts. Platform teams were funded as
products and federated around shared services
instead of duplicating every capability centrally.

Organization-wide Value Stream Management
focused on dependency economics rather than
team rankings. Portfolio reviews examined
where work waited across value streams, which
shared services created coordination cost,
which exceptions became permanent, and
whether platform products were useful. The
organization did not require every team to
reach the same maturity level; it required each
value stream to understand its risk, evidence,
dependencies, and next constraint.

Outcome and trade-off: Northstar accepted
visible, governed variation instead of pretending
that one implementation would fit every
context. The federated model required stronger
product management for platforms and more
disciplined evidence contracts. It also reduced
hidden variation, made dependencies
discussable, and allowed reusable patterns
from one value stream to be adopted elsewhere
without forcing a release event for the entire
organization.

Transferable lessons: Scale through shared
outcomes, evidence, platforms, and boundaries.
Uniform tools can simplify reporting while
increasing local workarounds; federated
capability creates autonomy only when the
organization is clear about what must remain
common.

DECISION AND ACTION GUIDE

Executive decision: The executive
committee decides which capabilities
remain local, which become shared,
how platform services are federated,
which guardrails apply, and who is
accountable for portfolio and value-
stream outcomes.

Role-specific actions: Portfolio,
value-stream, platform, architecture,
governance, security, and product
leaders manage dependencies and
shared services while preserving local
autonomy inside agreed boundaries.

Evidence to review: A dependency
map, platform portfolio, policy
catalogue, shared evidence services,
funding decisions, cross-value-stream
outcomes, and governed variation or
exception records.

19.4 Chapter
summary

DevOps at scale changes the location of the
constraint. Local practices remain important,
but organization-wide performance depends
increasingly on team boundaries, cross-value-
stream dependencies, platform portfolios,
architecture, funding, procurement,
governance, and shared evidence. The
organization must decide which capabilities
remain local, which are federated, and which
require common policy.

Organization-wide Value Stream Management
should expose waiting, dependency
economics, and coordination overhead across
portfolios. Platforms and governance should
provide reusable capabilities, risk tiers,
exception paths, and decision rights without
taking ownership away from product teams.
Al-native scale adds shared responsibilities for
models, data, prompts, evaluation, monitoring,
and human oversight.
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PART FOUR closes the DevOps Standard
book by looking forward and then returning
the reader to practical action. That sequence
matters. A standard must be stable enough to
guide current practice, but it must also help
organizations absorb change without losing
control of the delivery system.

DevOps will continue to evolve. Al will change
how work is created, reviewed, tested, secured,
deployed, operated, and learned from.
Platform Engineering will continue to mature
from tooling support into an organizational
capability. Regulation and compliance
expectations will become more continuous,
evidence-based, and risk-aware. DevOps
principles will also extend further into

Al systems, hardware-adjacent systems,
operational technology, and other
environments where software behaviour
affects physical, social, financial, or public
outcomes.

PART FOUR is deliberately grounded in durable
principles rather than short-lived predictions.
The future of DevOps should not be read as

a catalogue of products or vendor
announcements. It should be considered
through the operating questions addressed
throughout the book:

Does the change improve flow?

Does it strengthen feedback?

Does it reduce risk?

Does it improve quality and security?
Does it create trustworthy evidence?
Does it preserve human accountability?
Does it help the organization learn?

Emerging capabilities should be evaluated
according to outcome, risk, authority, evidence,
reversibility, accountability, and production
behaviour rather than novelty or technical
possibility alone. High-stakes and broader
delivery domains may require stronger
assurance, different recovery assumptions,
and careful human oversight, but the
underlying DevOps disciplines still apply. For
leaders, the next step is to commission an
honest assessment, build a transformation
case from evidence, fund the first meaningful
improvement, and protect the learning
required for change. For practitioners, the next
step is to use the DevOps Nine Pillars as both a
team-improvement lens and a personal
development framework. For multipliers, the
next step is to use the DevOps Standard book
as an engagement framework for workshops,
assessments, and value stream maps,
alongside transformation backlogs, coaching
plans, and learning pathways.

PART FOUR closes with a practical point.
DevOps maturity is not a badge, and the future
of DevOps is not a destination. The work
continues through assessment, action,
measurement, learning, and deliberate
adaptation. The value of this DEVOPS
INSTITUTE® reference is that it gives
organizations a stable DOI® Operating Model
for doing that work with discipline.

A DevOps reference is useful only when it
changes how people deliver, operate, secure,
govern, and learn from real systems. That is
the responsibility the reader carries forward
from the DevOps Standard book.
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This chapter examines emerging changes
without turning the DevOps Standard into
a catalogue of predictions. Its purpose is to
show how organizations can apply the DOI®
Operating Model when technologies, risks,
and delivery domains change.

The future of DevOps will include increasingly
autonomous Al-assisted workflows, context-
aware and federated platforms, and more
delivery work in high-stakes digital and
cyber-physical environments. These
developments matter because they can
change who or what makes decisions, the
blast radius of change, the evidence required
before release, and the meaning of recovery.

The durable response is not to create a
separate operating model for every new
technology. Organizations should begin with
the same questions addressed throughout
the DevOps Standard:

What outcomes should improve?
What flow and feedback will change?
What risks are introduced?

What evidence creates confidence?
Who remains accountable?

How will the system be observed and
recovered?

This chapter therefore focuses on
organizational adoption decisions. It does not
predict specific products. It provides

a disciplined way to adopt, adapt, constrain,
defer, or reject an emerging capability based
on evidence.

Chapter 3 defines the operating controls for
Al'in today's delivery system, including
authority, guardrails, evidence, human
oversight, and recovery. This chapter builds
on those foundations by providing a
technology-neutral method for evaluating and
adopting new capabilities, particularly where
risk, uncertainty, or potential impact is high.

16.1 Durahle DevOps
principles
under emerging
pressure

Emerging technologies and delivery domains
may change the speed, authority, and
consequence of change. However, they do
not remove the need for disciplined flow,
feedback, security, governance, recovery,

and accountability. The important task is to
identify which assumptions are under
pressure and which operating principles must
remain stable. This section separates durable
DevOps principles from short-lived
technology predictions.



Fubture horizons: a Lva

DevOps principles ko
emerqing change

16.1.1 Emerging pressures
on the DOI®
Operating Model

Three pressures are likely to test the
assumptions of existing delivery systems. The
firstis the movement from Al assistance and
recommendations towards increasingly
autonomous decisions and actions. Chapter 3
defines the different roles of Al and the
controls needed for agentic action, while
Chapter 11 addresses AlOps. The future
pressure is whether those controls remain
sufficient as systems move closer to taking
action in production (NIST, 2023a; DORA,
2025).

Automation executes a defined action when
a known condition occurs. Autonomy selects
or initiates an action inside a decision space.

As the possible operational effect increases,
the organization needs stronger evidence and
narrower permissions. Additionally, it needs
clearer escalation, reliable recovery, and
explicit human accountability.

Figure 16.1 illustrates the progression from

Al assistance to Al recommendations,
Al-orchestrated workflows, guarded autonomy,
and human accountability. Human-defined
guardrails such as telemetry, policy, tests, an
audit trail, and rollback remain present as
autonomy increases.

The second pressure is the emergence of
context-aware and federated platforms.
Platforms may assemble delivery paths
according to service criticality, data sensitivity,
and regulatory exposure, as well as cost,
architecture, and the type of change being
made. They may support both human and
agentic users across several domain platforms.

-
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Al assistance Al

recommendations

~

— — Human
accountability

Required guardrails
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Autonomy changes the workflow. Accountability remains.

TN IGY Y From assisted delivery to governed autonomy
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This increases the importance of machine-
usable operating contracts, bounded
permissions, open interfaces, explainable
policy decisions, and clear lifecycle ownership
(CNCF TAG App Delivery, 20233; DORA, 2024).

The third pressure is the extension of DevOps
into high-stakes digital, Al-enabled, hardware-
adjacent, operational technology, and cyber-
physical environments. In these contexts,
harm may affect rights, safety, financial

integrity, essential services, or physical assets.

Rollback may be slow, incomplete, or
impossible, and accountability may cross
suppliers, operators, and regulators, as well
as product owners and technology teams.

These pressures interact. A context-aware
platform may enable an agentic workflow in
a regulated service, creating consequences
that no single team or tool can govern alone.
The practical implication is that novelty does
not justify bypassing the operating model.
Emerging capabilities should enter through
the existing design, integration, testing,
security, deployment, observability,
measurement, and governance paths.

16.1.2 What remains
stable as
technology changes

Future-ready DevOps is principle-based. Tools,
architectures, delivery domains, and
regulations will continue to change, but the
organization still needs a stable basis for
deciding whether a change improves the
system. The durable principles are:

Value before novelty: begin with a
customer, citizen, business, operational, or
risk outcome rather than a technology claim.
Small and manageable change where
possible: [imit exposure, learn from real use,
and expand when the evidence supports it.
Fast and trustworthy feedback: combine
validation before release with telemetry, user
evidence, incident learning, and operational
review after release.

Controls proportionate to consequence:
embed security, governance, provenance,
and assurance in the workflow without
treating every change as equally risky.

4 N
a )
Emerging capabilities
Al platforms, regulation, delivery domains
. J
( )
Operating model principles
stable evaluation questions
. J

Flow * Feedback * Governance * Learning
core system behaviour

Adopt / Adapt / Constrain / Defer / Reject

make the decision explicit and evidence-based

TN GYA Operating model adaptability
-




Clear accountability and recovery: name
the accountable decision owner, define

the permitted action space, and design
containment, rollback, or other recovery
before expanding authority.
Evidence-based learning: record
assumptions, results, exceptions, and
unintended effects so that the organization
can improve or stop the practice.

Durable principles do not imply identical
implementation. A low-risk internal workflow
and a rights-affecting public service may use the
same operating questions while requiring very
different controls, approval thresholds, and
assurance. The strength of the Operating Model
is that it preserves the questions while allowing
the implementation to fit the context (ISO/IEC,
2023; NIST, 2023a).

Figure 16.2 shows emerging capabilities
entering the durable DevOps principles and
being evaluated through flow, feedback,
governance, and learning. The outcome is a
decision to adopt, adapt, constrain, defer, or
reject the capabilities depending on whether
the change fits existing principles or changes
accountability, safety, or control assumptions.

A mature organization does not treat adoption
as inevitable. It uses these stable principles to
inspect an emerging capability, test it in context,
govern it safely, and decide what to use, what to
change, and what not to deploy. Technical
feasibility is only one input to that decision.

16.2 Applying
DevOps
principles
to emerging
canability

The durable principles in Section 16.1.2
provide the basis for evaluating emerging
capabilities. The evaluation questions that
follow translate these principles into practical
adoption decisions, with stronger assurance
where potential consequences affect rights,
safety, essential services, or physical systems.

16.2.1 Evaluating an
emerging capability

The following questions apply the durable
principles as a compact decision tool for any
new Al capability, platform feature, delivery
practice, assurance technique, or operating
domain. The answers should be specific
enough to shape a pilot, a control design,
and a decision record.
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Table 16.1 Evaluating an emerging capability

Question | Why it matters

What outcome should the
capability improve?

Prevents novelty, market pressure, or vendor enthusiasm from becoming
the justification.

Where does it fit in the DevOps
Nine Pillars and DevOps
Blueprint?

Connects the capability to the existing operating model instead of
creating a separate initiative.

What decisions or actions can it
take?

Distinguishes information, recommendation, assistance, and direct
production action.

What data, tools, services, and
environments can it access?

Makes authority and exposure explicit and supports least-privilege
design.

What evidence establishes
confidence?

Defines provenance, validation, testing, assurance, and review
expectations before wider use.

What is the potential blast
radius?

Determines rollout boundaries, segregation, monitoring, and the
strength of oversight.

Can the effect be reversed or
contained?

Identifies cases where normal rollback assumptions are insufficient or
where harm can outlast the technical change.

Who remains accountable?

Prevents automation, suppliers, or shared workflows from creating an
accountability gap.

How will behaviour be observed
after release?

Makes adoption dependent on production evidence rather than
pre-release confidence alone.

What result would cause the
organization to stop or restrict

\use?

Establishes explicit failure, escalation, and review conditions before
pressure builds.

/

The evaluation should lead to one of five
explicit decisions. These decisions are not
a maturity ladder. Constraining, deferring, or

rejecting a capability can be the most mature
response when evidence, accountability, or
recovery is weak.

Table 16.2 Evaluation decisions and their meaning

Decision | Meaning

Adopt Use the capability through normal governed DevOps practices because
the evidence and controls are sufficient for the intended scope.

Adapt Change workflows, platforms, controls, measures, or responsibilities
before broader use.

, Permit only narrowly bounded use because consequence, uncertainty,

Constrain or reversibility requires stronger limits.

Defer Continue experimentation or evidence collection before operational
adoption.

Reject Do not use the capability where expected value does not justify the risk,

lack of evidence, or lack of control. Y,




The decision should be revisited when material
evidence changes. A successful pilot may
justify a wider boundary. An incident, new
regulatory obligation, control failure,
unexpected cost, or change in the operating
context may justify restriction. The purpose is
disciplined adaptation, not permanent
approval after a single review.

16.2.2 Applying DevOps
in high-stakes
and hroader
delivery domains

Some environments place additional demands
on DevOps because the consequence of
change exceeds the assumptions of ordinary
software delivery. The impact may involve legal
rights, safety, or public trust. It may also affect
financial integrity, essential services, or
physical systems. Recovery may be delayed or
impossible, and independent assurance may
be required (ISO/IEC, 2023; NIST, 20233;
European Parliament and Council, 2024).

The stable DevOps principles still apply, but
their implementation must reflect the domain.
The balance between automation, governance,
evidence, and human oversight changes
according to the operational context. Table
16.3 summarizes some additional constraints
and the corresponding DevOps responses
across different delivery domains.

These environments do not invalidate
Continuous Integration, Continuous Testing,
Continuous Security, Continuous Delivery and
Deployment, or Continuous Monitoring and
Observability. Instead, they change how those
capabilities are applied. They affect the
acceptable batch size, the evidence required,
the release path, the recovery design, and the
level of decision authority. A technically
reversible deployment may still have
consequences for a person or physical system
that cannot be reversed.

High-stakes DevOps will depend on traceability,
continuous evidence, and operational resilience,
as well as data protection, model governance,
and risk-based approvals embedded in the
delivery system. To achieve this, continuous
assurance moves policy, evidence, and risk
decisions into the normal delivery workflow. It
reduces retrospective evidence gathering and
allows human judgement to focus on material
exceptions, policy interpretation, unresolved
uncertainty, and high-consequence decisions.
Faster change is compatible with stronger
assurance when evidence is created as the work
happens.

Some actions should remain human-authorized.
A production system may be capable of
deciding without making that decision
appropriate. The operating model should
preserve meaningful human oversight,
especially where consequences affect rights,
safety, financial position, or access to essential
services.

Table 16.3 DevOps response to change in various domains

Domain Additional constraint

DevOps response

Al-enabled decisions

Probabilistic behaviour, data
dependence, explainability, and human
recourse.

Provenance, evaluation, human
oversight, monitoring, contestability, and
controlled release.

Device and hardware
fleets

Long rollout cycles, intermittent
connectivity, compatibility variation, and
constrained rollback.

Staged exposure, compatibility checks,
fleet telemetry, inventory traceability,
and recovery planning.

Operational
technology and cyber-
physical systems

Physical consequences, safety
constraints, certification, and restricted
change windows.

Stronger verification, segregation,
operational approval, fail-safe design,
and rehearsed containment.

Regulated digital
services

-

Privacy, rights, financial or public
consequences, and formal evidence
obligations.

Continuous evidence, named decision
owners, exception control, independent
assurance, and retained audit trails. /
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Case C - Civiclink Public
Services (composite): deciding
whether to aquv\d bounded
Quf:ohomv

Context: CivicLink considered expanding an
agentic workflow for citizen applications. The
proposed system could gather supporting
records, classify documents, request missing
information, draft a recommendation, and
update case-management records. The
intended outcome was lower administrative
effort and faster response without weakening
accessibility, privacy, rights, or accountability.

Decision: The organization mapped each
action into the DOI® Operating Model. It
assessed authority, data access, and user
impact, along with blast radius, reversibility,
evidence, and human recourse. It allowed
advisory summaries and assisted in
recommendation drafting, document
requests, and low-risk administrative routing
within narrow permissions. However, it did
not allow the agent to deny a benefit, change
entitlement, or communicate a final decision
without accountable human review.
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Evidence: The pilot required approved

data and tools, least-privileged access,
provenance, and complete action logs. It
also demanded post-action verification,
monitoring for drift and unusual tool use,

a kill switch, a clear escalation path, a human
fallback, and a route for citizens to challenge
a decision. Accessibility and language testing
identified edge cases in which apparently
complete applications were misclassified.

Outcome and trade-off: CivicLink retained
the parts that reduced administrative work
and improved evidence. Yet it classified
broader decision authority as constrained
rather than approved. The evidence did not
justify expansion, and the potential effect on
citizens was not adequately reversible.

Transferable lesson: The appropriate level
of agentic autonomy is not determined by
what the model can technically execute.
Instead, it is determined by outcome,

risk, evidence, reversibility, rights, and
accountability.

SCENARIO
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DECISION AND ACTION GUIDE

Executive decision: The
accountable technology and risk
authority establishes how emerging
capabilities will be evaluated,

defines the permitted scope and
autonomy boundaries, and names an
accountable owner for each bounded
experiment and adoption decision.

Role-specific actions: Product,
architecture, engineering, platform,
security, risk, operations, and
governance roles map the capability
to the Operating Model. Once this
mapping is established, these roles
define the necessary controls and
evidence while running bounded
experiments. Based on these
outcomes, they recommend whether
to adopt, adapt, constrain, defer, or
reject the capability.

Evidence to review: An outcome
hypothesis, Operating Model
mapping, action and access
boundary, risk and blast-radius
assessment, validation evidence,
monitoring plan, containment or
recovery test, human-oversight
model, and recorded adoption
decision.

16.3 Chapter
summary

Future-ready DevOps applies durable
principles to changing technology rather than
rebuilding the operating model for every trend.
Increasing autonomy, context-aware and
federated platforms, as well as high-stakes
delivery domains all increase the need for
disciplined validation, security, governance,
observability, recovery, and accountability.

Emerging capabilities should be evaluated
through explicit outcomes and their fit with the
DOI® Operating Model. Furthermore, this
evaluation must establish clear authority and
require sufficient evidence. It is also critical to
assess the potential blast radius and ensure
process reversibility. Finally, it should
incorporate human recourse and production
monitoring. Adopt, adapt, constrain, defer, and
reject are all responsible decisions when they
are based on evidence. The organization
becomes future-ready by experimenting safely,
learning from real outcomes, and changing
direction when assumptions prove wrong.
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This final chapter turns the DevOps Standard
into practical action. The earlier chapters
described the operating model, the DevOps
Nine Pillars, the delivery capabilities, the
assessment logic, and the transformation
playbook. Those ideas matter only when
someone uses them to change how work is
funded, designed, delivered, secured,
operated, measured, and learned from.

The right next step depends on the role you
play in the system. A senior executive has
different work ahead than a platform
engineer. A consultant or trainer has

a different responsibility again, because their
work multiplies through other organizations.
Each path in this chapter is written for

a specific reader, with concrete actions,
evidence to collect, and resources to consider.

The guidance is intentionally practical. Start
with evidence. Choose a meaningful
scope. Use the DevOps Nine Pillars to see
the system clearly. Apply learning to real
work. Verify progress through outcomes
rather than ceremony. The same discipline
used throughout the book applies here:
improve the system a little at a time and make
the improvement visible enough that people
can trust it.

The Decision and Action Guides in Chapters
1-16 identify decisions, role-specific actions,
and evidence within each capability area; this
chapter combines them into role-based
pathways for continued improvement.

111 For leaders
and decision-
makers

Leaders and decision-makers should begin
with the operating system of delivery before
making another procurement decision. Many
organizations already have a collection of
tools, cloud services, pipelines, dashboards,
and consultants. The missing element is often
a clear view of where the organization is
constrained and what investment will change
the constraint (Humble et al.,, 2014; DORA,
2024).

Your first responsibility is to commission an
honest DevOps maturity assessment. Use the
DEVOPS INSTITUTE® Maturity self-assessment
tool, supported by the Nine Pillars (guidance
in Appendix A) to structure the assessment
and identify constraints. The complete DOI®
Maturity self-assessment tool is available
through PeopleCert Plus.

Assess value streams and products in
addition to departments. A department view
often hides the places where work waits,
changes hands, loses context, or is delayed by
governance. A value-stream view shows how
strategy becomes work, how work becomes
software, and how software becomes user,
customer, citizen, or operational value.

A good assessment separates aspirations
from operational reality. Leaders may believe
the organization has mature DevOps because



Your wnexkt s&eps

Cl/CD tooling exists. Teams may experience The assessment should also show whether
a different system: fragile environments, the organization can manage Al-native work
manual approvals, weak incident learning, responsibly. Leaders need to know whether
unclear product feedback, and security review Al-generated code flows through the same
that arrives late. The assessment should review, testing, security, and provenance
surface this gap without blaming teams. The controls as human-authored code. They also
purpose is to find the operating constraint. need to know whether Al-enabled services

are monitored after deployment for quality,
drift, cost, fairness where relevant, prompt
changes, retrieval changes, and human
escalation.

The leader’s next step is to commission an
honest assessment, align sponsors, build the
case from evidence, fund a focused pilot,
review outcomes, and scale only what has
been proven. R S

. .

.

Commission the maturity assessment Ask before approving

Ask three questions before approving
any major improvement investment:
What constraint are we addressing?
What evidence shows it matters? How
will we know if the system improved?

Treat assessment as a leadership act. It
requires sponsorship, time from the right
participants, access to evidence, and
permission to discuss uncomfortable findings.
Include engineering leaders, product leaders,
operations or SRE, security, architecture,
finance, risk, and business representatives
where the value stream crosses business
boundaries. If the scope includes Al-enabled
services, it should also encompass the owners
of data, model behaviour, operational
monitoring, and Al governance.
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The assessment should produce a current
maturity profile, evidence notes, confidence
rating, key constraints, and an initial
improvement backlog. Ask for evidence rather
than opinion. Look for practices that are
repeatable, used in production, visible across
the chosen scope, and connected to
outcomes. Be careful with averages. A single
organization score can make weak reliability,
brittle security, or a local platform gap
disappear into a respectable number.
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Build the transformation business case

A credible business case translates delivery
and operational problems into business
outcomes that leaders can understand.

A strong business case should connect
maturity evidence, flow, reliability, security,
and risk data. It should define the business
problem, the affected value stream, the target
outcomes, the required investment, the
expected benefits, and the measurement
approach. Avoid broad claims about becoming
more modern. Leaders who have lived
through several change programmes learn to
distrust broad claims. Evidence earns
attention.

Define a 90-day proof point before scaling.
The proof point should be small enough to
learn from and important enough to matter. It
might reduce lead time for a real value
stream, lower deployment risk for a critical
service, improve incident response for

a customer-facing product, automate
compliance evidence for a regulated release
path, or establish production monitoring for
an Al-enabled capability. Overall, the proof
should leave behind a stronger operating
pattern that other teams can understand and
adapt.

Fund the work that changes the system

Transformation work competes with feature
delivery, platform work, reliability work,
security automation, technical debt reduction,
training, and data or Al governance. Leaders
need to fund the whole system. Project-only
funding is a common trap.

It creates temporary activity, then disbands the
people who learned how the system works.

Priority investment areas include:
long-lived product teams
platform capabilities
test automation
observability
security automation
infrastructure modernization
coaching and capability development.

Make the invisible work visible. Platform
reliability, test data, deployment automation,
security guardrails, model monitoring, and
engineering enablement rarely fit into a feature
roadmap cleanly. They still determine whether
the roadmap can be delivered safely.

Decision rights matter as much as budget.

If every meaningful decision is escalated to

a committee, teams cannot improve flow.
Leaders should define guardrails, clarify risk
boundaries, and move routine decisions closer
to the teams that understand the work.
High-risk exceptions, regulatory interpretation,
and material policy decisions still require
formal oversight. Routine engineering change
belongs outside avoidable ceremony.

Use DEVOPS INSTITUTE® learning
resources deliberately

Learning resources, training pathways, and
assessment mechanisms should be used as
part of a wider capability plan. They are
valuable when they create a shared language,
improve judgement, strengthen practical skills,
and change how work is performed. The goal is
capability, not credential collection.

Table 17.1 Translating delivery issues into business impact

Delivery issue ‘ Business impact

Slow lead time

Delayed revenue, policy delivery, experimentation, or market timing

High change failure rate

Customer trust erosion, operational disruption, and costly rework

Manual compliance

Higher audit cost, release delays, and fragile evidence

Poor environment qualit
u g y

Unpredictable delivery




The leader’s first 30 days

A leader can make meaningful progress quickly
without launching a large programme.

The first 30 days should focus on
understanding the system, identifying
constraints, and establishing sufficient evidence
to support a targeted improvement effort:

Choose one value stream.

Name the sponsor.

Select the assessment participants.

Gather the pipeline, incident, change,
security, and customer-impact evidence.
Run the assessment.

Identify top constraints.

Fund a 90-day proof point.

Establish a cadence for reviewing outcomes.

Hold the line with intent. Prevent the effort
from becoming a tool-selection exercise,
dashboard collection, or organizational
theatre. Ask what has changed for users,
teams, risk, reliability, security, and flow.

Ask whether evidence is improving. Ask which
policy, funding model, team boundary,
architectural dependency, or platform gap the
leadership team must remove next.

11.2 For senior
practitioners

This section is intended for experienced
engineers, DevOps specialists, SREs, platform
engineers, architects, test leaders, security
engineers, release engineers, service owners,
and technical leads. Senior practitioners
should use the DevOps Nine Pillars as both

a team-improvement lens and a professional-
development framework. As Al and platforms
absorb more routine work, the centre of
gravity moves from operating individual tools
towards systems judgement.

Systems judgement means understanding
flow, architecture, reliability, security, evidence,

and organizational constraints. Traditional
skills remain essential. Automation, scripting,
infrastructure, CI/CD, testing, and reliability
engineering become inputs to a wider practice
that designs safer delivery paths, platform
capabilities, controls, and feedback loops.

Begin by assessing your own capability across
the DevOps Nine Pillars. Include systems
thinking, platform collaboration, risk
integration, and the ability to evaluate
Al-generated output and bounded agentic
workflows. The goal is not to become expert
in every pillar; it is to understand enough of
the system to identify the constraint, make
evidence-based trade-offs, and work
effectively across roles.

The senior practitioner path is simple and
demanding: self-assess against the DevOps
Nine Pillars, choose one real skill gap, learn
deliberately, apply it to a real system, measure
improvement, and then broaden capability.

Choose one primary gap and one adjacent
skill

The fastest professional growth often comes
from pairing a primary skill gap with an
adjacent skill. A test leader may choose
deployment automation as the adjacent skill
because test strategy only matters when it
improves release confidence. A platform
engineer may choose developer experience
because a technically elegant platform that
teams avoid is just another internal product
failure. An SRE may choose product telemetry
because reliability goals should be tied to user
paths, beyond internal system health.

Tie learning to a real system. Choose a
pipeline, an incident pattern, a testing gap,

a deployment bottleneck, a security control,

a platform issue, an observability weakness,
or an Al monitoring gap. Learning becomes
durable when it changes practice. Reading
about SLOs is useful. Helping a team define

an SLO for a customer-facing path, wire the SLI
into monitoring, and use the error budget in
release decisions is where capability forms.
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Table 17.2 Senior practitioners’ guidance

Relevant DEVOPS

Development goal INSTITUTE®/

PeopleCert path

Apply it at work by

Lead DevOps
transformations and
operations

DevOps Leader
Foundation

Establish leadership practices for transformation.

Common DevOps
foundation

DevOps Foundation

Establish shared language for flow, feedback,
collaboration, automation, and continuous
improvement.

Reliability and SRE
practice (SRE) Foundation and

Practitioner

Site Reliability Engineering

Define SLOs, reduce toil, improve observability,
and treat resilience as product work.

Production understanding | Observability Foundation

Improve metrics, logs, traces, OpenTelemetry
awareness, and full-stack diagnostic capability.

Security in delivery DevSecOps Foundation

and Practitioner

Integrate security into design, pipelines,
deployment, operations, and team ownership

Quality and feedback Continuous Testing

Foundation

Improve test culture, test strategy, faster feedback,
and quality confidence.

Flow and value
(VSM) Foundation

Value Stream Management

Map value streams, expose queues, improve flow,
and connect work to value realization.

Al-enabled operations

o

AlOps Foundation

Build language around Al, machine learning, GenAl,

big data, and operational intelligence foundationsj

Al literacy is now a working skill, not a specialist
badge. Senior practitioners need to know
where Al can assist, how generated artifacts
and recommendations fail, how to validate
outputs, how to define permissions and
guardrails, and how to monitor behaviour and
cost. Judgement, context, ethics, collaboration,
and the willingness to challenge an apparently
efficient path remain human responsibilities.

Pick one real workflow where improvement will
be visible within the next 60 days. The work
should produce evidence: shorter lead time,
fewer escaped defects, or faster recovery.

Build a professional development path

Start with shared language, then deepen into a
specialty. A senior practitioner who lacks the
common vocabulary of DevOps will struggle to
influence teams. A senior practitioner who only
knows the language and lacks deep
engineering practice will struggle when the
work gets hard. You need both. First, build the
foundation. Then choose depth in reliability,
security, testing, observability, value streams,
platform engineering, or Al-enabled
operations.

Avoid learning without changing practice.
Professional development activities should
lead to measurable improvements in how work
is performed. Their value lies not in
completion, but in the practical outcomes they
enable, such as improved delivery, reliability,
quality, governance, and learning.

Use learning as a forcing function for
better practice

For every course or book, define a small,
applied outcome before you begin.

The applied outcome should include a before-
and-after signal. It might be build duration, flaky
test rate, defect escape rate, alert noise,
deployment failure, on-call burden, lead time for
changes, vulnerability age, or customer-impact
incidents. Measurement keeps learning honest.
It also gives you better stories to tell when you
need support from leaders.

Senior practitioners should also build mentoring
habits. A senior engineer who quietly fixes every
problem is useful for a while and dangerous
over time. The better pattern is to create
capability around you. Pair on hard incidents.



Explain the reasoning behind architectural
decisions. Turn repeated support questions into
platform documentation or reusable patterns.
Make the work easier for the next team.

Engage with practitioner resources

Use a variety of practitioner resources, such as
books, articles, technical papers, professional
forums, conferences, community events, and
so on, as part of an ongoing development
rhythm. Practitioners should draw from
multiple sources and perspectives rather than
relying on a single framework, vendor, or
publication. Regular exposure to new ideas
helps maintain relevance as technologies,
practices, and delivery models evolve.

Beyond individual learning resources,
communities of practice are equally important.
A practitioner should have a forum for
discussing test strategy, platform patterns,
production incidents, security automation,

Al governance, and value-stream improvement.
The best communities do more than share
slides. They review real problems, compare
working patterns, and produce usable
standards, templates, runbooks, examples,
and coaching material.

17.3 For multipliers:
consultants,
trainers,
and coaches

In this section, multipliers are people or groups
whose role enables DevOps capability and
learning to spread across multiple teams or
organizations. Consultants, trainers, coaches,
transformation leads, enablement teams, agile
coaches, assessment facilitators, and
accredited learning partners may act as
multipliers because their work influences
capability beyond a single team. That reach
makes the work valuable. It also raises the
standard for evidence, humility, and practical
usefulness.

Use the DevOps Standard as an engagement
framework. The chapters can become a
structured way to assess maturity, facilitate
value stream mapping, identify constraints,
build a transformation case, define a 90-day
pilot, establish measurement, shape
governance, and create a transformation
backlog. The client should finish the
engagement with durable capability and
practical artifacts that people can keep using.

The multiplier's job is to help the client see its
own system more clearly. That requires
facilitation skill, technical literacy, operational
realism, and respect for context. A technology
company, a regulated organization, a public
sector body, and a publicinterest Al service will
use different sequences. The underlying
principles still apply: flow, feedback, reliability,
security, measurement, learning, and
accountable use of Al

Multipliers should use this book as an
engagement framework: assess, facilitate,
coach, enable, build capability, and extend the
work until the client can continue without
dependence.

Use the DevOps Standard as a client
engagement framework

Start with Chapter 12 and Appendix A.
A typical engagement should:

Assess maturity.

Map the value stream.

Build the transformation case.

Create a practical improvement backlog.

Facilitate a maturity assessment across the
DevOps Nine Pillars. Ask participants to score
individually first, then discuss differences using
evidence. Treat disagreement as a signal. It
often reveals where leaders, teams, risk owners,
and product stakeholders experience different
versions of the same operating system.

Follow the assessment with value stream
mapping. Current-state mapping shows how
work moves. It exposes queues, handoffs,
manual approvals, rework, unclear ownership,
environment delays, test bottlenecks,
governance costs, and toolchain fragmentation.
Future-state mapping should convert those
findings into improvement options.

Ls¢
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The output should be a backlog of changes
that improve flow, reliability, security, and
learning.

Then build the transformation case. Use
Chapter 13 to define the first 90 days, the pilot
scope, the capability sequence, the
measurement plan, and the governance
cadence. The engagement should help leaders
choose a meaningful scope, fund the work,
and define what evidence will count as
progress. Avoid a generic roadmap. A useful
roadmap is rooted in the client’s actual
constraints.

Design workshops that produce decisions

Workshops should create useful artifacts and
decisions. Table 17.3 summarizes the core
workshops, their expected outputs, and the
evidence that demonstrates they have
achieved their intended purpose.

Use DEVOPS INSTITUTE® resources
deliberately

Multipliers should focus on building
sustainable capability rather than transferring
information alone. Learning should be
connected to real organizational challenges
and reinforced through practical application.
Knowledge that is not applied fades quickly,
whereas learning embedded in daily work is
more likely to produce lasting improvements.
Knowledge should be updated as technologies,
delivery models, governance practices, and
organizational needs evolve.

A client engagement should leave behind
capability: people who can assess, prioritize,
improve, measure, and continue learning after
the engagement ends.

Coach the full system

A common coaching failure is to focus only on
team behaviour while ignoring funding,
governance, architecture, platform friction,
and leadership decisions. Teams can improve
practices inside their boundary, but many
DevOps constraints sit outside the team.
Multipliers should make those constraints
visible and help leaders act on them.

Work with evidence. Evidence should guide
coaching and consulting decisions. Start by
investigating the system rather than accepting
symptoms at face value.

If deployment is slow, ook at the
pipeline, change records, environment
process, approval path, test stability, and
release calendar.

If security is described as a blocker,
map where risk evidence is generated and
where decisions wait.

If platform adoption is low, interview
developers and observe the onboarding
path.

If Al use is expanding, inspect the
controls for provenance, review, security,
data handling, prompt change, model
behaviour, and post-deployment
monitoring.

Good coaching is neither abstract nor purely
tactical. It connects day-to-day practice with
operating model constraints. It helps a test
engineer see how test strategy affects release
confidence. It helps a security leader to see
where automated evidence can replace manual
delay. It helps a product leader see why
reliability and technical debt must compete for
roadmap attention. It helps executives see that
invisible work is often the work that makes
visible outcomes possible.

Edition maintenance

The field changes quickly. Al-assisted delivery,
policy as code, software supply chain risk,
platform engineering, observability, and
continuous assurance will keep moving
forward. A book that teaches principles can
age well, but resource references need
maintenance. That is ordinary publishing
hygiene. The principles remain useful while
references require maintenance.

Your next step should improve the system

in front of you. Leaders fund and remove
constraints. Practitioners build capability
through real work. Multipliers help others see,
change, and sustain the system.

The DevOps Standard book closes here, but
the work continues. DevOps maturity is built
through repeated, evidence-based
improvement.



Table 17.3 Typical DevOps transformation workshops, practical outputs, and evidence of

success

Workshop | Practical output

Executive alignment
investment logic

Scope, sponsor, outcomes,

| Evidence of usefulness

Leaders can name the first
constraint and the decision they
must make.

DevOps Nine Pillars assessment
confidence rating

Maturity profile, evidence notes,

Participants agree on what is
known, uncertain, and constrained.

Current-state value stream

mapping rework, controls

Map of steps, waits, handoffs,

The map explains delays better
than the org chart.

Future-state design
sequencing logic

Improvement options and

Options connect to flow, risk,
reliability, security, and value.

First-90-days planning
review cadence

Pilot plan, owners, measures,

The plan is fundable, measurable,
and small enough to learn from.

Measurement design
review forums

Metric definitions, data sources,

Metrics are connected to decisions
and countermeasures.

Scaling and governance

-

Guardrails, platform
dependency actions

Governance reduces friction while
preserving accountability. J

needs,

The organization learns by changing small parts
of the system, measuring what happens, and
carrying that learning into the next decision.

A useful next step is specific, funded,
accountable, and close enough to real work that
people can tell whether it helped.

A shared operating rhythm

The three paths in this chapter should meet in
the work. Leaders create conditions,
practitioners improve the engineering system,
and multipliers help the organization learn
faster. When those paths stay separate,
improvement becomes fragmented. Leaders
fund a programme that teams cannot feel.
Practitioners improve local practices without
sponsorship. Coaches run workshops without
changing decision rights. The operating rhythm
below keeps the paths connected.

Start with a common cadence. During active
improvement, review assessment evidence
monthly without repeating the full assessment
each month. Conduct a structured
reassessment after each 60-to-90-day
improvement cycle. Review value-stream flow
and reliability signals with the teams that can act
on those signals. Review investment decisions
quarterly with leaders who can fund platforms,
reliability, security, technical debt, and

Al governance work.

Keep the cadence light enough to be useful and
steady enough to create memory.

Each review should answer the same practical
guestions. What changed in the system? What
constraint is now visible? What did we learn
from production, incidents, security findings,
delivery flow, customer behaviour, and
Al-enabled workflows? What decision needs
to be made? Who owns the next action? What
evidence will show whether the action
helped?
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When it comes to Al, learners,
practitioners, and multipliers should
insist on review, provenance,
telemetry, policy guardrails, model

or prompt versioning, human
accountability, and post-deployment
monitoring. Al adoption should
strengthen the DOI® Operating Model
rather than create a side channel
around it.

AI-RELATED
CONTENT
| . ‘ ! ' » ...
tHAE)
17

@ ©© © 0 0 0 0 0 0 0000000000000 00000000000 00000
® e 0000000000000 00000000000000c0c00c0000 0 00 °

.
® e 0000000000000 000000000000000 00 ®

.

3j00 [EPYO | PIepuelS sd0red aUl |3 LINLISNISIONId €67



Table 17.4 Guidance for leaders, practitioners, and multipliers

Time frame

Leader focus

Practitioner focus

Multiplier focus

First 30 days | Commission assessment, Self-assess against the Frame the engagement,
choose scope, assign DevOps Nine Pillars and gather context, and prepare
sponsor, protect evidence- select one real system assessment and mapping
seeking. problem to improve. workshops.

Days 31-90 Fund the pilot, remove Apply learning to a pipeline, | Facilitate value stream
blockers, review outcome service, platform, security mapping, convert findings
evidence, and avoid broad control, observability gap, or | into backlog items, and
announcements. Al workflow. coach decision-making.
Extend proven patterns, Mentor others, standardize Help Fhe C".e”t scale .

practices without copying
fund platforms and useful patterns, and local workarounds
3-6months | roliapility work, and improve | measure whether the system . |
overnance guardrails is improving or creating a centra
& ‘ ’ dependency.
Reassess maturity, adjust . . Transfer capability, update
. A . Deepen a specialty while .
funding, and institutionalize ) . learning paths, and leave the
6-12 months X broadening adjacent system o )
learning through normal . organization able to continue
understanding. .
governance. without dependence.
o /

This rhythm also protects against a quiet

failure mode near the end of a book or training

programme: enthusiasm without follow-

If an action produces more dashboards, more

meetings, more reports, or more tooling

without improving flow, feedback, reliability,
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through. People leave with good intent, then
return to queues, approvals, overloaded
teams, fragile environments, and competing
priorities. Intent disappears quickly when the
system remains unchanged. The next step
needs sponsorship, ownership, evidence, and
calendar time. The simplest useful rule is this:
every next step should leave the system easier
to understand and safer to change.

security, learning, or value, it deserves a hard
look. DevOps maturity improves when
evidence changes decisions and decisions
change the system.

Start with the system you have. Improve one
constraint with evidence. Build capability
through real work. Reassess. Then repeat with
better judgement than before.

Table 17.5 Your DevOps next step

If you are... ‘ Start here

Executive Commission an assessment

Engineering leader Choose one value stream

Platform team Improve one reusable capability

SRE Improve one reliability signal
Security Embed one control into the pipeline
Consultant Facilitate one assessment workshop
Trainer Tie one course outcome to workplace change
N P 8 _/




17.4 GChapter
summary

DevOps becomes useful when each role turns
the operating model into a specific next
decision. Leaders should commission an
honest assessment, fund focused
improvement, remove systemic blockers, and
scale only what evidence supports.
Practitioners should strengthen real delivery,
reliability, security, platform, measurement,
and Al governance capabilities through daily
work. Consultants, trainers, coaches, and
assessors should help organizations build the
judgement and capability to continue without
permanent dependence.

These paths must meet in a shared operating
rhythm. Every next step should name the
constraint, accountable owner, required
evidence, and review point. Al-assisted work
should remain inside the same governed
delivery system, with provenance, validation,
telemetry, policy, recovery, and human
accountability. DevOps maturity grows through
repeated cycles of assessment, focused
improvement, verification, and reassessment.

)
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This appendix provides guidance and an interpretation framework to support the DEVOPS
INSTITUTE® Maturity self-assessment tool for the DevOps Standard. The complete assessment tool
is available through PeopleCert Plus.

Purpose of this appendix:

Use this appendix to understand how to conduct an initial, evidence-based assessment across the
DEVOPS INSTITUTE® Operating Model. It defines the assessment approach, maturity model, scoring
guidance, confidence rating, and interpretation principles used by the DEVOPS INSTITUTE® Maturity
self-assessment tool. The objective is improvement, not team ranking.

The tool uses thirteen assessment categories. The first nine categories are aligned to the Nine
Pillars of DevOps. The remaining four categories assess cross-cutting system capabilities that are
essential for Al-native, governable, measurable, and scalable DevOps: value stream management
and flow; continuous governance, risk, and evidence; measurement, outcomes, and continuous
improvement; and Al-native readiness and controls.

Use this appendix when a team, value stream, platform group, business unit, or organization needs
an initial view of maturity before selecting improvement priorities. The assessment should be
repeated after improvement work is completed, so progress can be verified with evidence.

Table A.1 DevOps assessment fields and their purpose

Field ‘ Purpose

Category The capability area being assessed.

Assessment statement A concise practice statement to score against observable evidence.

Maturity score A score from Level 1 to Level 5 using the maturity scale in this appendix.
Evidence notes Specific facts, examples, data, records, and observations that support the score.
Confidence rating High, Medium, or Low confidence in the score based on the strength of evidence.
Primary gaps The most important missing, weak, inconsistent, or untrusted capability.
Improvement action One practical next action that would improve capability or reduce uncertainty.

\Scope Individual, team, value stream, platform group, business unit, or organization—vvidej




The DEVOPS INSTITUTE®
Maturity self-assessment tool

Table A.2 Maturity levels and scoring guidance for the DevOps assessment

Level | Name | Descriptor

1 Initial Ad hoc, hero-driven, inconsistent, and dependent on individual knowledge.
Evidence is limited or mostly anecdotal.

2 Managed Repeatable locally. Some procedures, standards, or automation exist, but

practice varies by team or context.

Shared standards exist across teams. Good practice can be explained, but

Defin .
3 Elli=s outcomes may still be weakly measured or uneven.
4 Measured Practices are instrumented and evaluated. Evidence guides decisions, exposes
constraints, and supports risk-aware choices.
5 Optimizing Continuous improvement is embedded. Teams learn from production, improve
\_ the platform, adjust governance, and run experiments with evidence. W,

Scoring rules

Score observable behaviour, not aspiration or tool ownership.

Use the lowest consistent level rather than the best isolated example. A strong pilot should not
hide weak common practice at organization scope.

Record evidence for every score. If evidence is weak, keep the confidence rating low even if
participants agree.

Treat disagreement as a signal. Differences between leadership, engineering, security, operations,
and product perspectives often reveal the real constraint.

Calculate a category score as the average of its three statements but interpret the profile as

a system. A low category that constrains several others may be the most important priority even if
the overall average looks acceptable.

Conducting the assessment

1.

Define the scope. Identify whether the assessment covers an individual role, one product team,
a value stream, a platform group, a business unit, or the organization.

Identify participants. Include people who understand how work actually happens across the
assessed scope, including relevant delivery, operational, governance, and business perspectives.

. Gather evidence. Use interviews and workshops for context, but also review toolchain data,

pipeline evidence, incident records, architecture diagrams, change records, security findings, SLO
reports, customer-impact data, and Al governance evidence.

Score individually first where useful. Individual scoring surfaces differences in perception before
group discussion.
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5. Discuss and converge. Compare scores, ask for evidence, identify gaps, and record confidence.
The objective is not consensus at any cost; it is an honest view of system capability.

6. Identify maturity patterns. Look for imbalance across categories, weak cross-cutting governance,
fast delivery without observability, security as a late gate, local excellence without organization
alignment, and measurement without learning.

7. Prioritize improvement. Select actions that address the strongest constraint, reduce material
risk, improve flow or feedback, or increase confidence where evidence is weak.

8. Create an improvement backlog and reassess. Review progress after a fixed period, ideally 60-90
days for an initial cycle.

The assessment can be applied at different scopes, with the evidence and interpretation adjusted
to the context being assessed.

Interpreting results and prioritizing improvement

Read results horizontally across categories for balance and vertically within each category for depth.
A team may score well in Continuous Integration but poorly in Continuous Monitoring and
Observability, meaning it can integrate change faster than it can understand production behaviour.
An organization may have strong local teams, but weak common governance, platform, or value
stream visibility. The assessment is most useful when it exposes these patterns.

Prioritize improvements by weighing four factors: constraint effect, risk exposure, leverage across
multiple categories, and evidence confidence. Where confidence is low, the first action may be
investigation rather than implementation. Use results to remove constraints and fund improvement,
not to rank teams.

Access the DEVOPS INSTITUTE® Maturity self-assessment tool

The assessment method described in this appendix provides the foundation for using the DEVOPS
INSTITUTE®. The complete tool and supporting materials are maintained separately to allow updates
independent of future editions of this book.

The complete self-assessment tool, including:
the full assessment instrument
facilitator guidance
scoring workbook
assessment worksheets
improvement planning templates

is available through PeopleCert Plus.

Scan the QR code below or visit PeopleCert Plus to access the latest version of the tool.



https://www.peoplecert.org/login?ReturnUrl=/Tools-and-Templates&type=templates-and-toolkits
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This appendix is the implementation catalogue for Chapter 14. Chapter 14 explains why metrics are
balanced, contextual, governed, and connected to decisions. Appendix B supplies concise
definitions and collection guidance without repeating that narrative (Kersten, 2018; DORA, 2024;

Pereira & Davis, 2024).

Select only the measures needed for the current decision or constraint. Define scope, ownership,
data source, calculation, segmentation, and counter metrics before using a number to compare
performance or direct investment.

B.1 Selecting a starter set

Begin with a small set spanning flow, quality, stability, value, and, where applicable, Al behaviour.
Add measures only when the existing set is trusted and used.

Table B.1 Stepwise metric selection

Step

1. State the decision

‘ Focus question

What decision will this
metric improve?

‘ Recommended action

Use a metric only when it can change a priority,
release, reliability, security, product, or
Al-governance decision.

2. Name the constraint

What is blocking better
outcomes now?

Choose metrics that expose the current
constraint: waiting, defects, incidents, rework,
low adoption, risk, cost, or Al drift.

3. Pick a starter set

What is the smallest
balanced set?

Begin with 5-7 signals: one flow, one quality, one
stability, one value, one team-health signal, plus
one Al signal when Al affects outcomes.

4. Define before display

Can teams trust the
definition?

Document formula, source, denominator,
exclusions, owner, segments, and review
cadence before adding the metric to a
dashboard.

5. Review with context

Who can interpret and act?

Review with the developers, operators, product
owners, platform, security, or user-facing teams
closest to the work.

6. Pair countermetrics

What harm could
optimization create?

Pair speed with quality, quality with flow, stability
with value, automation with human trust, and
Al use with drift and oversight.

7. Act and verify

What changed because of
the signal?

Use the metric to select one improvement,
record the decision, and verify whether the
change helped in the next review cycle.

8. Expand or retire

Is the metric still useful?

Add metrics only when the starter set is
understood. Retire signals that do not change
decisions or that confuse teams.

)




Recommended mekbrics
reference

B.2 Metric definition template

Use the template to make every metric reproducible and actionable before it enters a dashboard

or review.

Table B.2 Metric definition template

Field ‘ Print-ready guidance

Metric name Use a plain-language name that teams recognize.

Decision use State the decision, constraint, or learning question the metric supports.

Formula Define numerator, denominator, start event, end event, and exclusions.

Unit Time, count, percentage, ratio, score, cost, percentile, or distribution.

Source Name the authoritative system: issue tracker, CI/CD, deployment, incident,
telemetry, security, product analytics, finance, Al evaluation store.

Segments Break down by service, value stream, work type, risk class, environment,
deployment type, user segment, model or prompt version.

Owner Name the role or team that can explain the number and act on it.

Cadence Daily, weekly, monthly, quarterly, or event-triggered.

Countermetric Pair speed with safety, output with value, automation with quality, and Al use with
trust signals.

Action rule Define the threshold or trend that triggers investigation, action, retirement,

\_ or redesign. /
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B.3 Flow metrics

Use flow metrics to understand movement, waiting, work in progress, and the distribution of
capacity across the value stream.

Table B.3 Flow metrics definitions and interpretations

Definition/collection

Interpretation

Lead time Request, commitment to value/release; Long time usually means queues,
source from issue tracker, VSM, version | handoffs, large batches, unclear
control, deployment. ownership, or dependency delay.

Cycle time Active work start to done/release; source | High values point to work size, review
from workflow states, pull requests, CI/CD. | delay, unstable validation, or unclear

acceptance.

Queue time Elapsed waiting between workflow states. | Often the most actionable bottleneck
signal: approvals, shared services,
security review, test environments.

Throughput Completed flow items per period, Use with quality and value; higher counts
segmented by item type. can reflect better flow or smaller low-

value work.

WIP/flow load Started but unfinished work.

High WIP creates context switching, hides
blockers, and stretches cycle time.

Flow efficiency

Active work time divided by total elapsed
time.

Low efficiency indicates a system
dominated by waiting rather than work.

Flow distribution

o

Capacity mix: features, defects, risk work,
debt.

Shows whether the value stream is
creating value, repairing itself, reducing
risk, or paying down old decisions. W,




B.4 Quality metrics

Use quality measures to test whether speed produces useful, secure, maintainable outcomes rather
than downstream rework.

Table B.4 Quality metrics definitions and interpretations

Metric

Defect escape

Definition/collection

Production or customer defects
compared with all known defects; source
from defect, incident, support systems.

Interpretation

Rising escape rate indicates weak
requirements, testing, environment
fidelity, review, or release validation.

Customer defects

User-reported defects by severity and
affected user path.

Severity and impact matter more than
raw counts.

Test effectiveness

Ability of tests to find meaningful defects;
link test results to defects and incidents.

More useful than coverage alone; ask
whether tests fail when behaviour is
wrong.

Flaky test rate

Tests with non-deterministic pass/fail
results.

High flakiness destroys trust and slows
flow.

Security posture

Open vulnerabilities by age/severity,
secrets exposure, dependency freshness,
policy exceptions.

Security is a quality signal; review with
engineering and risk owners.

Rework rate

Capacity spent on preventable
fixes, repeat vulnerabilities, failed
deployments, support issues.

Rework connects quality directly to flow
and value.

Code health

-

Maintainability, complexity, duplication,
dependency risk, debt age.

Use as a leading signal, not proof of
production quality.

J

B.5 Stability metrics

Use stability measures to understand safe change, service behaviour, recovery, SLO performance,

and operational load.

Table B.5 Stability metrics definitions and interpretations

Definition/collection

Interpretation

Change failure rate

Deployments causing degraded service
and requiring remediation.

Pair with deployment frequency;
frequent small changes can be safer than
the infrequent large ones.

Failed deployment
recovery time

Time to recover from a failed deployment
needing intervention.

Define start and end points; use
percentiles and severity segments.

Service restoration
time

Time to restore acceptable service
after an incident or degradation; this is
a broader service metric, not a DORA
measure.

Use p50/p85/p95 by severity; averages
hide user pain.

SLO attainment

Requests or time meeting agreed
service-level objectives.

Connects reliability to user expectations
and product risk.

Error budget burn

Rate at which allowed unreliability is
consumed.

Guides release risk, reliability investment,
and operational focus.

Incident profile

Volume, severity, repeat incidents,
customer impact.

Repeat severity often matters more than
raw count.

Deployment health

Success, rollback, roll-forward, pause,
canary abort, feature disablement.

Shows whether release patterns are safe
in practice.

Alert quality

-

Actionable, urgent, user-impacting,
routed correctly, non-duplicate alerts.

Noisy alerts reduce human reliability and

trust. J
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B.6 Value metrics

Use value measures to connect delivery and operational performance to customer, user, mission,
risk, cost, and developer outcomes.

Table B.6 Value metrics definitions and interpretations

Metric Definition/collection Interpretation

Adoption / Target users using a capability; first Adoption without success may indicate

activation successful valuable use. curiosity rather than value.

Task completion Completion rate for important journeys: | Concrete user paths create better
checkout, claim, report, onboarding, engineering questions.
support resolution.

Conversion / Business, citizen, employee, or mission Use hypotheses; avoid claiming simple

mission success outcome completed. causation.

Retention / repeat | Continued use over time. Shows whether value is durable.

use

Support reduction | Change in tickets, calls, escalations, or Pair with release and incident data to
contact-centre load. avoid false attribution.

Cost per outcome Cloud, Al, support, or operations cost per | Cost reduction that harms reliability or

transaction or successful journey. completion is not value.
Risk reduction Fewer audit findings, old vulnerabilities, Important for regulated, public-sector,
exceptions, manual controls, compliance | and high-stakes contexts.
effort.
Developer Onboarding time, platform self-service Internal platforms should be measured
experience success, support load, cognitive-load as products.
\_ reduction. J
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B.7 DORA metrics

The DevOps Standard uses deployment frequency, lead time for changes, change failure rate, and
failed deployment recovery time as the DEVOPS INSTITUTE four-measure subset. DORA's current
framework also includes deployment rework rate. Apply the measures at a scope where deployment
and failure events can be defined consistently, and use current DORA definitions for external
benchmarking (DORA, 2024; DORA, 2026a; DORA, 2026b).

Table B.7 DORA metrics: definitions, collections, and interpretations

Lead time for
changes

Definition/collection

Time from committed change to
production deployment. Collect by
joining commit, artifact, deployment, and
service IDs.

Interpretation

Delivery throughput signal. Use median
and p85/p95; separate emergency,
normal, risk, and service context.

Deployment
frequency

Production deployments per period,

or time between deployments. Collect
from deployment events; measure user
exposure separately when release is
decoupled from deployment.

Shows ability to move in small batches.
Read with change failure rate, failed
deployment recovery time, quality, and
value.

Failed deployment
recovery time

Time to recover from a failed deployment
requiring intervention. Collect from
deployment, incident, rollback, and
telemetry records.

Recovery capability signal. Define
detection, mitigation, restoration, and
closure consistently.

Change failure rate

o

Ratio of deployments requiring
immediate intervention such as rollback,
hotfix, roll-forward, feature disablement,
or emergency patch.

Instability signal. Meaningful only when
incidents are honestly recorded and
linked to changes.
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B.8 Pillar-aligned metrics

Use the pillar view to connect capability evidence with outcomes and risk. Start with the pillar that
constrains the larger system.

Table B.8 Pillar-aligned metrics

Pillar
Leadership

‘ Recommended measures

Decision latency; blocker age; blocker
removal; funding for platform, reliability,
security, debt; improvement action
completion.

‘ How to read them

Shows whether leaders improve the
system around teams rather than
request status theatre.

Collaborative
Culture

Psychological safety signals; cross-
functional participation; incident action
completion; handoff count; team health;
on-call burden.

Culture is visible in risk raising, incident
learning, shared ownership, and
treatment of bad news.

Design for DevOps

Deployability score; service coupling;
change impact radius; observability-by-

design; testability; architecture debt age.

Good design reduces coordination
and creates natural places for testing,
telemetry, security, and recovery.

Continuous
Integration

Commit/merge frequency; branch age;
pull-request size; review latency; build
duration; mainline green time.

Clis a practice, not only a pipeline.
Long branches and slow reviews are
integration risk.

Continuous Testing

Defect escape,; test effectiveness; flaky
tests; execution time; risk coverage;
missing-test-linked incidents; Al test
quality.

Coverage is a diagnostic, not proof.
Measure whether tests protect
meaningful behaviour.

Monitoring and
Observability

completeness; trace coverage; alert
actionability; MTTD; incident learning;
product telemetry; Al monitoring.

Elastic Provisioning lead time; 1aC coverage; Infrastructure maturity is repeatability,
Infrastructure environment drift; self-service adoption; | speed, control, recovery, and cost
platform reliability; policy pass rate; cost | visibility.
variance.
Continuous SLI and SLO coverage; telemetry Observability is a learning capability,

not a tool estate.

-

rollback/roll-forward success;
feature-flag debt.

Continuous Vulnerability age; remediation time; Security measures should show whether
Security dependency freshness; secrets controls are embedded in delivery,
exposure; policy as code pass rate; not inspected late.
exception age; Al security controls.
Continuous Deployment frequency; change failure Maturity is delivery confidence:
Delivery and rate; failed deployment recovery time; deployable and releasable changes,
Deployment release evidence; rollout success; evidence, small batches, governed

exposure, and recovery readiness.




B.9 Al-specific metrics

Where models, prompts, retrieval, Al-generated artifacts, or agents affect delivery or production
behaviour, connect their versions and decisions to deployment and telemetry records.

Table B.9 Al-specific metrics

Area

Predictive model
performance

‘ Recommended metrics

Accuracy; precision; recall; F1; AUC where
useful; calibration; false positives; false
negatives; decision latency.

‘ Guidance

Interpret against the cost of being
wrong. Segment by risk class, population,
language, region, and user path.

Generative Al
quality

Groundedness; factuality; hallucination
rate; relevance; instruction adherence;

refusal quality; safety violations; citation
correctness.

Availability and speed are insufficient;
a fast assistant can still degrade quality.

Retrieval/RAG

Retrieval precision/recall; context

Corpus drift can degrade answers even

quality relevance; stale-document rate; index when the model is unchanged.
freshness; citation validity; no-answer
correctness.

Drift Data drift; concept drift; prediction drift; | Diagnose before acting: fix data, retrain,

prompt drift; embedding drift; retrieval
corpus drift.

re-index, re-prompt, update policy, or
change product design.

Decision quality

Correct decision rate; override; appeal;
reversal; human agreement; fairness/
bias indicators; decision latency.

Aggregate accuracy can hide
subpopulation harm. Segment every
high-impact workflow.

Explainability/audit

Reason-code completeness; model/
prompt/version lineage; dataset lineage;
decision record completeness; oversight
evidence.

Evidence depth should match risk and
regulation.

Al operations

Al service latency; p95/p99; token/
compute cost; cost per request; fallback;
escalation; tool-call success; saturation.

Use with value and quality. A cheaper
model can cost more if it increases
errors and escalations.

Al-assisted DevOps

-

Al artifact provenance; review pass rate;
defect density in Al-assisted changes;
generated-test effectiveness; triage
accuracy.

Count accepted, useful outcomes rather
than generated output volume.

)

For metric anti-patterns, review cadence, data governance, interpretation, and the design of
a measurement programme, use Chapter 14 as authoritative guidance.
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accountability

The obligation of a person, team, or
organizational role to answer for defined
decisions, controls, and outcomes. In this book,
shared accountability means that several roles
hold explicit, complementary accountabilities
for the same system outcome; it does not
mean that a task or decision has no named
owner.

agentic Al

Al systems that are designed to act on behalf of
users by autonomously performing predefined
tasks within agreed boundaries, while
remaining subject to human oversight and
governance.

agile

An umbrella term for a collection of frameworks
and techniques that together enable teams and
individuals to work in a way that is typified by
collaboration, prioritization, iterative and
incremental delivery, and timeboxing. There are
several specific methods (or frameworks) that
are classed as agile, such as Scrum, Lean, and
Kanban.

Al governance

The system by which an organization directs,
controls, and monitors the use of artificial
intelligence to ensure that Al-enabled digital
products and services create value while
remaining ethical, secure, compliant, and
aligned with organizational objectives.

Al-native DevOps

DevOps in which Al participates in the delivery
system by creating or modifying artifacts,
supporting decisions, monitoring behaviour, or
taking bounded actions, while validation,
governance, observability, security, and human
accountability remain explicit.

Al roles in delivery

The main roles Al may play in the delivery
system: generative Al creates or modifies
artifacts; machine learning detects patterns,
predicts, or recommends; agentic Al acts within
defined guardrails and human accountability.
A single use case may combine the roles.

AlOps

The use of Al and machine learning to analyse
operational telemetry and context, reduce
noise, detect and correlate conditions, support
diagnosis and prediction, recommend
responses, and perform explicitly authorized
bounded actions under human accountability.

Application Release Orchestration

The coordination of deployment and release
decisions across services, pipelines,
environments, dependencies, approvals, risk
rules, evidence, exposure controls, and
recovery paths.

artifact

A versioned or otherwise managed work
product produced or consumed by the delivery
system, such as source code, tests,
configuration, infrastructure definitions,
packages, images, documentation, model
assets, prompts, or evidence.

Artificial Intelligence (Al)

The capability of digital systems to perform
tasks that normally require human intelligence,
such as learning from data, recognizing
patterns, making predictions, or supporting
decision-making.



automation and orchestration

Automation executes a repeatable task.
Orchestration coordinates multiple tasks, tools,
policies, dependencies, decisions, evidence,
failure handling, and feedback across the delivery
system.

blast radius

The scope and potential impact of a failure,
change, deployment, security event, or
automated action across users, services,
systems, or business outcomes.

capability

The ability of an organization, person, process,
application, configuration item, or IT service to
carry out an activity.

change

The addition, modification, or removal of
anything that could have a direct or indirect
effect on products and services.

CI/CD pipeline

The automated and governed delivery path that
integrates, builds, tests, scans, secures, packages,
signs, and produces traceable evidence so a
change can be assessed for deployment and
release readiness.

Continuous Delivery (CD)

A set of technigues and tools that enables
software updates to be deployed to production
at any time. Frequent deployments are possible,
but deployment decisions are taken case by
case, usually because organizations prefer a
slower rate of deployment.

continuous deployment

A set of techniques and tools that enables every
change that passes automated tests to be
automatically deployed to production without
additional authorization. Continuous deployment
relies on continuous delivery.

continuous governance

Governance embedded in normal delivery
through policies, guardrails, automated and
human controls, evidence, approvals, exception
paths, audit trails, and improvement loops.

Continuous Integration (Cl)

A set of techniques and tools that enables
developers to frequently merge their code
changes into a central repository, followed by
automated builds and tests.

continuous monitoring and observability

The combined capability of repeatedly observing
known service and delivery conditions and using
telemetry to explain internal state, unexpected
behaviour, user impact, and the effects of change
across development and production.

continuous security

Security built into design, pipelines, platforms,
deployment, release, operations, and feedback
loops rather than performed as a late-stage gate.

Continuous Testing (CT)

An approach in which automated tests are
executed at every stage of the deployment
pipeline to ensure that changes meet quality,
performance, and business requirements. It
reduces risk, improves service reliability, and
supports continuous integration and delivery
practice.

control

The means of managing a risk, ensuring that a
business objective is achieved, or that a process
is followed.

cost governance

The decision rights, allocation practices,
guardrails, measures, and feedback used to
manage technology and Al cost relative to value,
quality, reliability, security, performance,
sustainability, and risk.
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Definition of Done (DoD)

A list of criteria to determine if work has been
completed in alignment with user acceptance
needs. This ensures that all work, usually in the
form of user stories, is held to the same
overarching quality standards before being
deemed ‘done’ for quality reviews.

deployment

The movement of any service component into a
controlled environment.

DevOps

A socio-technical system that integrates people,
process, and technology practices to support
the efficient, safe, and reliable delivery of
software-enabled products and services.

DevOps Blueprint

A four-layer delivery architecture composed of
Elastic Infrastructure, CI/CD Pipeline,
Application Release Orchestration, and Value
Stream Management. Together, these layers
provide the structural foundation for delivering
software-enabled value streams efficiently,
safely, and reliably.

DevOps culture

The observable pattern of values, behaviours,
practices, and leadership responses that
enables teams to raise risk early, share
ownership, learn without blame, build security
into daily work, and improve from evidence.

DEVOPS INSTITUTE® Operating Model

An integrated system that applies the Nine
Pillars of DevOps Practices within a four-layer
DevOps Blueprint architecture to support the
efficient, safe, and reliable delivery of well-
governed, software-enabled value streams.

DevOps maturity

The degree to which DevOps capabilities are
defined, repeatable, evidenced, measured,
governable, scalable, and continuously
improving across the operating model.

DevOps Nine Pillars

The interdependent practice domains required
for mature DevOps: Leadership, Collaborative
Culture, Design for DevOps, Continuous
Integration, Continuous Testing, Elastic
Infrastructure, Continuous Security, Continuous
Delivery and Deployment, and Continuous
Monitoring and Observability.

DevSecOps

The shared DevOps capability and mindset in
which security decisions, practices, controls,
and evidence are integrated throughout design,
build, test, delivery, operation, and learning,
with security specialists setting guardrails and
teams owning secure outcomes.

DORA metrics

The delivery and operational performance
measures used in this book: deployment
frequency, lead time for changes, change
failure rate, and failed deployment recovery
time.

drift

A meaningful change in data, behaviour,
configuration, model performance, prompts,
retrieval content, or operating conditions that
can affect system outcomes over time.

elastic infrastructure

Scalable, consistent, recoverable infrastructure
that can be provisioned, changed, governed,
secured, and monitored repeatably across
environments and workloads.

error budget

The acceptable amount of unreliability over a
period, used to guide release and risk
decisions.

error budget policy

A policy that defines how a team uses its
allowable level of service unreliability to balance
delivery speed with reliability, including what
actions to take when the budget is at risk or
exhausted.



evidence

Recorded, traceable information that supports
a decision, demonstrates that a control or
requirement was satisfied, or shows an
outcome. Examples include build results, test
results, security findings, approvals, deployment
records, telemetry, and audit trails.

flow metrics

Measures of how work moves through a value
stream, including flow time, flow load, flow
efficiency, flow distribution, and related
bottleneck, wait-time, and throughput signals.

Generative Al (GenAl)

Al systems that can create new content, such
as text, images, code, or other outputs, based
on patterns learned from existing data.

governance

The system by which an organization is directed
and controlled.

groundedness

The degree to which an Al-generated response
is supported by approved source information,
retrieved context, or verifiable evidence.

guardrail

A predefined boundary or default,
implemented in policy, platform, workflow,
access control, or automation, which makes
safe action easier and prevents or escalates
unacceptable action.

incident

An unplanned interruption to a service or
reduction in the quality of a service.

Infrastructure as Code (1aC)

The practice of provisioning and managing
infrastructure through versioned, machine-
readable code or configuration that can be
reviewed, tested, automated, and reproduced.

Internal Developer Platform (IDP)

A product-managed internal platform that
provides self-service paths for building, testing,
deploying, observing, securing, and governing
delivery work.

leadership

The ability to inspire, influence, motivate, and
support individuals, teams, and organizations in
their work towards a defined vision.

machine learning

Al techniques that learn patterns from data to
classify, predict, recommend, or support
decisions on new inputs.

monitoring

Repeated observation of a system, practice,
process, service, or other entity to detect
events and to ensure that the current status is
known.

observability

The ability to understand the internal state of a
complicated system by analysing its external
outputs, such as metrics, logs, and traces.

operating model

A conceptual and/or visual representation of
how an organization co-creates value with its
customers and other stakeholders, as well as
how the organization runs itself.

outcome

A result for a stakeholder enabled by one or
more outputs.

output

A tangible or intangible deliverable of an
activity.

people, process, and technology

The three practice dimensions considered
within each of the Nine Pillars. People
addresses roles, skills, behaviours, and
accountability; process addresses ways of
working, controls, and workflows; and
technology addresses the tools, platforms,
automation, and technical capabilities that
enable the practices.
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platform

A product-managed, shared set of self-service
capabilities that reduces cognitive load and
helps teams deliver software safely, efficiently,
and consistently.

Platform Engineering

The discipline of designing, building, and
operating product-managed, shared, self-
service platform capabilities that reduce
cognitive load and help teams deliver safely,
efficiently, and consistently.

policy as code

The practice of expressing executable policy
requirements in versioned code or
configuration so they can be automatically
evaluated, enforced, evidenced, and reported.

practice dimension

One of the three perspectives—People,
Process, and Technology—used to consider
how practices within each DevOps Pillar are
enabled and applied.

practice domain

An area of DevOps practice represented by one
of the Nine Pillars. Each practice domain brings
together related capabilities and practices that
contribute to the performance of the DEVOPS
INSTITUTE® Operating Model.

problem

A cause, or potential cause, of one or more
incidents.

product

A configuration of an organization’s resources
designed to offer value for a consumer.

programme

A set of related projects and activities, and an
organization structure created to direct and
oversee them.

progressive delivery

A release approach that gradually increases
user exposure to a change based on observed
evidence, production telemetry, and predefined
promotion rules.

project
A temporary structure that is created for the

purpose of delivering one or more business
products according to an agreed business case.

provenance

Traceable information about the origin and
history of an artifact, model, dataset, prompt,
recommendation, or decision, including
relevant source context, tool or model, human
review, changes, and validation evidence.

psychological safety

Condition where people can participate without
fear.

recovery

The activity of returning a configuration item to
normal operation after a failure.

release

A version of a product, service, or other
configuration item, or a collection of
configuration items, made available for use.

release candidate

A built, tested, secured, and packaged version
being evaluated as potentially ready for
deployment and release.

release readiness

The evidence-based state in which a release
candidate is fit for deployment and the team
understands the deployment, monitoring,

exposure, recovery, and approval conditions.

reliability

The ability of a product, service, or other
configuration item to perform its intended
function for a specified period of time or
number of cycles.

responsibility

The duty and authority to perform assigned
work or make a defined contribution.
Responsibility can be delegated where
governance permits.

risk
A possible event that could cause harm or loss,
or make it more difficult to achieve objectives.



service

A means of enabling value co-creation by
facilitating outcomes that consumers want to
achieve, without the consumer having to
manage specific costs and risks.

Service Level Indicator (SLI)
A quantitative indicator of service behaviour.

Service Level Objective (SLO)
The target value or range for a SLI.

shadow delivery

The introduction of code, configuration,
infrastructure, Al-generated artifacts, or
operational changes outside the normal
governed delivery and evidence process.

Site Reliability Engineering (SRE)

A discipline that incorporates aspects of
software engineering and applies them to
infrastructure and operations problems. The
main goal is to create scalable and highly
reliable software systems.

software supply chain security

Practices that protect the artifacts,
dependencies, tools, services, registries, build
systems, model assets, generated code, and
evidence that feed the delivery system.

standard

A document established by consensus and
approved by a recognized body that provides,
for common and repeated use, mandatory
requirements, guidelines, or characteristics for
its subject.

technical debt

The implied cost of additional rework caused by
choosing an easy solution now instead of a
better approach that would take longer.

telemetry

Metrics, events, logs, traces, and other signals
emitted by systems, delivery pipelines, and
Al-enabled components for monitoring,
analysis, correlation, and decision support.

trunk-based development

A Continuous Integration practice in which
developers integrate small changes frequently
into a shared mainline or trunk, minimizing
long-lived branches.

value delivery system

The end-to-end system by which customer or
business intent becomes secure, reliable,
observable, and valuable software-enabled
outcomes.

value stream

A series of steps that an organization uses to
create and deliver products and services to a
service consumer.

Value Stream Management (VSM)

The discipline of making work, wait time,
dependencies, risk, delivery performance, and
outcomes visible across a value stream so
teams can improve flow and value.
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Endnotbes

1. The composite-case format is a DEVOPS INSTITUTE® synthesis informed by established work
on Continuous Delivery, SRE, software-delivery performance, organizational design, service
management, project management, and Al risk management (Humble & Farley, 2010; Beyer et
al., 2016; Forsgren et al.,, 2018; Autio et al., 2024; DORA, 2024; PeopleCert, 2025¢; Skelton & Pais,
2025; PeopleCert, 2026d).

2. Inthis book, “no authoritative standard” means that no single, universally governing, cross-vendor
publication defines the entire DevOps operating system. It does not diminish the authority of
established methods, frameworks, standards, research, or engineering guidance within their own
scopes (Beck et al., 2001; Beyer et al.,, 2016; Humble & Farley, 2010; DORA, 2024; PeopleCert,
2025¢; PeopleCert, 2026d)

3. The definition above is original to this DEVOPS INSTITUTE® edition. It intentionally extends
narrower movement-, culture-, and tool-centred definitions while preserving formal ITIL
and PRINCE2 Project Management meanings when those disciplines are explicitly applied
(PeopleCert, 2025¢; PeopleCert, 2026d).

4. DEVOPS INSTITUTE® original definition and model for this edition.

5. DEVOPS INSTITUTE® synthesis informed by the Agile Manifesto, ITIL, PRINCE2 Project
Management, and Google SRE (Beck et al., 2001; Beyer et al., 2016; PeopleCert, 2025¢;
PeopleCert, 2026d).

6. DEVOPS INSTITUTE® synthesis informed by the Agile Manifesto, ITIL, PRINCE2 Project
Management, and Google SRE (Beck et al., 2001; Beyer et al., 2016; PeopleCert, 2025¢;
PeopleCert, 2026d).

7. DEVOPS INSTITUTE® synthesis informed by the NIST Al Risk Management Framework and
Generative Al Profile (NIST, 2023a; Autio et al., 2024).
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8. DEVOPS INSTITUTE® synthesis informed by the NIST Al Risk Management Framework, the NIST
Generative Al Profile, and the NIST SSDF Al Profile (NIST, 2023a; Autio et al., 2024; NIST, 2024).

9. DEVOPS INSTITUTE® original Nine Pillars model for this edition (Hornbeek, 2019).
10. DEVOPS INSTITUTE® original DevOps Blueprint for this edition (Hornbeek, 2019).

11. Composite worked example informed by Continuous Delivery, SRE, secure-software guidance,
ITIL, PRINCE2 Project Management, and the DEVOPS INSTITUTE® Operating Model (Humble &
Farley, 2010; Beyer et al.,, 2016; Hornbeek, 2019; NIST, 2022; PeopleCert, 2025¢; PeopleCert,
2026d).

12. DEVOPS INSTITUTE® adaptation of the team types and interaction modes described in Team
Topologies (Skelton & Pais, 2025).




13.

14.
15.
16.

17.

18.

19.

20.

21,
22.

23.

24.

25.

DEVOPS INSTITUTE® synthesis informed by Continuous Delivery guidance and the ITIL glossary
definitions (Humble & Farley, 2010; Hornbeek, 2019; PeopleCert, 2026d).

Informed by Hornbeek (2019) and PeopleCert (2026d)
DEVOPS INSTITUTE® synthesis informed by the FinOps Framework (FinOps Foundation, 2025).

DEVOPS INSTITUTE® synthesis informed by the NIST SSDF, SLSA provenance and verification
guidance, and OpenSSF Scorecard (NIST, 2022; Hornbeek, 2025; OpenSSF, 2026; SLSA, 2026)

DEVOPS INSTITUTE® synthesis informed by the NIST SSDF Al Profile and the OWASP Top 10 for
LLM Applications (NIST, 2024; Hornbeek, 2025; OWASP Foundation, 2025a).

DEVOPS INSTITUTE® synthesis informed by the OpenTelemetry specification and signal model
(OpenTelemetry, 2026).

DEVOPS INSTITUTE® synthesis informed by AlOps research, Google SRE, OpenTelemetry, and
current research on operational Al agents (Beyer et al., 2018; Dang et al., 2019; Chen et al., 2025;
OpenTelemetry, 2026).

The five-level DevOps maturity scale and the assessment instrument in Appendix A are
original DEVOPS INSTITUTE® constructs for this edition. They are informed by evidence-based
improvement and maturity practices, but the categories, statements, and scoring guidance are
not a DORA, ITIL, or PRINCE2 assessment model.

DEVOPS INSTITUTE® original maturity model for this edition.

DEVOPS INSTITUTE® synthesis based on DORA research. The figure shows the four-measure
DEVOPS INSTITUTE subset; DORA's current software delivery framework uses five metrics. It adds
deployment rework rate - the ratio of unplanned deployments made in response to production
incidents - and groups the measures into throughput and instability. Readers using DORA for
external benchmarking should use DORA's current five-metric definitions (DORA, 2024; DORA,
2026a; DORA, 2026b)

DEVOPS INSTITUTE® synthesis informed by Engineering DevOps (Hornbeek, 2019) and the Flow
Framework and Flow Engineering (Kersten, 2018; Pereira & Davis, 2024).

DEVOPS INSTITUTE® original organization-scale synthesis for this edition, informed by established
work on team boundaries, platform products, value streams, governance, architecture, and long-
lived product funding (Kersten, 2018; CNCF TAG App Delivery, 2023a; Skelton & Pais, 2025).

Composite case informed by work on product and value-stream funding, Team Topologies,
platform products, software-delivery performance, and Lean Enterprise (Humble et al., 2014;
Kersten, 2018; CNCF TAG App Delivery, 2023a; DORA, 2024; Skelton & Pais, 2025).
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